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NEW QUESTION 1
- (Topic 1)
A zone file consists of which of the following Resource Records (RRs)?

A. DNS, NS, AXFR, and MX records
B. DNS, NS, PTR, and MX records
C. SOA, NS, AXFR, and MX records
D. SOA, NS, A, and MX records

Answer: D

NEW QUESTION 2

- (Topic 1)

Bob is acknowledged as a hacker of repute and is popular among visitors of "underground" sites.

Bob is willing to share his knowledge with those who are willing to learn, and many have expressed their interest in learning from him. However, this knowledge
has a risk associated with it, as it can be used for malevolent attacks as well.

In this context, what would be the most effective method to bridge the knowledge gap between the "black” hats or crackers and the "white" hats or computer
security professionals? (Choose the test answer.)

A. Educate everyone with books, articles and training on risk analysis, vulnerabilities and safeguards.

B. Hire more computer security monitoring personnel to monitor computer systems and networks.

C. Make obtaining either a computer security certification or accreditation easier to achieve so more individuals feel that they are a part of something larger than
life.

D. Train more National Guard and reservist in the art of computer security to help out in times of emergency or crises.

Answer: A

NEW QUESTION 3

- (Topic 1)

??. is an attack type for a rogue Wi-Fi access point that appears to be a legitimate one offered on the premises, but actually has been set up to eavesdrop on
wireless communications. It is the wireless version of the phishing scam. An attacker fools wireless users into connecting a laptop or mobile phone to a tainted hot-
spot by posing as a legitimate provider. This type of attack may be used to steal the passwords of

unsuspecting users by either snooping the communication link or by phishing, which involves setting up a fraudulent web site and luring people there.??

Fill in the blank with appropriate choice.

A. Evil Twin Attack
B. Sinkhole Attack
C. Collision Attack
D. Signal Jamming Attack

Answer: A

Explanation:

https://en.wikipedia.org/wiki/Evil_twin_(wireless_networks)

An evil twin attack is a hack attack in which a hacker sets up a fake Wi-Fi network that

looks like a legitimate access point to steal victims?? sensitive details. Most often, the victims of such attacks are ordinary people like you and me.

The attack can be performed as a man-in-the-middle (MITM) attack. The fake Wi-Fi access point is used to eavesdrop on users and steal their login credentials or
other sensitive information. Because the hacker owns the equipment being used, the victim will have no idea that the hacker might be intercepting things like bank
transactions.

An evil twin access point can also be used in a phishing scam. In this type of attack, victims will connect to the evil twin and will be lured to a phishing site. It will
prompt them to enter their sensitive data, such as their login details. These, of course, will be sent straight to the hacker. Once the hacker gets them, they might
simply disconnect the victim and show that the server is temporarily unavailable.

ADDITION: It may not seem obvious what happened. The problem is in the question statement. The attackers were not Alice and John, who were able to connect
to the network without a password, but on the contrary, they were attacked and forced to connect to a fake network, and not to the real network belonging to Jane.

NEW QUESTION 4
- (Topic 1)
Which of the following tools can be used to perform a zone transfer?

A. NSLookup
B. Finger

C. Dig

D. Sam Spade
E. Host

F. Netcat

G. Neotrace

Answer: ACDE
NEW QUESTION 5

- (Topic 1)
What is the minimum number of network connections in a multihomed firewall?
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Answer: A

NEW QUESTION 6
- (Topic 1)
Which of the following tools can be used for passive OS fingerprinting?

A. nmap

B. tcpdump
C. tracert
D. ping

Answer: B

NEW QUESTION 7

- (Topic 1)

What kind of detection techniques is being used in antivirus software that identifies malware by collecting data from multiple protected systems and instead of
analyzing files locally it??s made on the provider??s environment?

A. Behavioral based
B. Heuristics based
C. Honeypot based
D. Cloud based

Answer: D

NEW QUESTION 8

- (Topic 1)

Which of the following viruses tries to hide from anti-virus programs by actively altering and corrupting the chosen service call interruptions when they are being
run?

A. Macro virus

B. Stealth/Tunneling virus
C. Cavity virus

D. Polymorphic virus

Answer: B

NEW QUESTION 9

- (Topic 1)

To determine if a software program properly handles a wide range of invalid input, a form of automated testing can be used to randomly generate invalid input in
an attempt to crash the program.

What term is commonly used when referring to this type of testing?

A. Randomizing
B. Bounding

C. Mutating

D. Fuzzing

Answer: D

NEW QUESTION 10

- (Topic 1)

You are the Network Admin, and you get a complaint that some of the websites are no longer accessible. You try to ping the servers and find them to be
reachable. Then you type the IP address and then you try on the browser, and find it to be accessible. But they are not accessible when you try using the URL.
What may be the problem?

A. Traffic is Blocked on UDP Port 53
B. Traffic is Blocked on TCP Port 80
C. Traffic is Blocked on TCP Port 54
D. Traffic is Blocked on UDP Port 80

Answer: A

Explanation:

Most likely have an issue with DNS.

DNS stands for ??Domain Name System.?? 1t??s a system that lets you connect to websites by

matching human-readable domain names (like example.com) with the server's unique ID where a website is stored.

Think of the DNS system as the internet??s phonebook. It lists domain names with their corresponding identifiers called IP addresses, instead of listing people??s
names with their phone numbers. When a user enters a domain name like wpbeginner.com on their device, it looks up the IP address and connects them to the
physical location where that website is stored.

NOTE: Often DNS lookup information will be cached locally inside the querying computer or remotely in the DNS infrastructure. There are typically 8 steps in a
DNS lookup. When DNS information is cached, steps are skipped from the DNS lookup process, making it quicker. The example below outlines all 8 steps when
nothing is cached.

The 8 steps in a DNS lookup:

* 1. A user types ??example.com?? into a web browser, and the query travels into the Internet and is received by a DNS recursive resolver;

* 2. The resolver then queries a DNS root nameserver;

* 3. The root server then responds to the resolver with the address of a Top-Level Domain (TLD) DNS server (such as .com or .net), which stores the information
for its domains. When searching for example.com, our request is pointed toward the .com TLD;
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* 4, The resolver then requests the .com TLD;

* 5. The TLD server then responds with the IP address of the domain??s nameserver, example.com;

* 6. Lastly, the recursive resolver sends a query to the domain??s nameserver;

* 7. The IP address for example.com is then returned to the resolver from the nameserver;

* 8. The DNS resolver then responds to the web browser with the IP address of the domain requested initially;

Once the 8 steps of the DNS lookup have returned the IP address for example.com, the browser can request the web page:

* 9. The browser makes an HTTP request to the IP address;

* 10. The server at that IP returns the webpage to be rendered in the browser.

NOTE 2: DNS primarily uses the User Datagram Protocol (UDP) on port number 53 to serve requests. And if this port is blocked, then a problem arises already in
the first step. But the ninth step is performed without problems.

NEW QUESTION 10

- (Topic 1)

If a token and 4-digit personal identification number (PIN) are used to access a computer system and the token performs off-line checking for the correct PIN, what
type of attack is possible?

A. Birthday

B. Brute force

C. Man-in-the-middle
D. Smurf

Answer: B

NEW QUESTION 13

- (Topic 1)

An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to "www.MyPersonalBank.com”, the user is directed to a
phishing site.

Which file does the attacker need to modify?

A. Boot.ini
B. Sudoers
C. Networks
D. Hosts

Answer: D

NEW QUESTION 14

- (Topic 1)

Peter, a Network Administrator, has come to you looking for advice on a tool that would help him perform SNMP enquires over the network.
Which of these tools would do the SNMP enumeration he is looking for? Select the best answers.

A. SNMPUtil

B. SNScan

C. SNMPScan

D. Solarwinds IP Network Browser
E. NMap

Answer: ABD

NEW QUESTION 15
- (Topic 1)
Identify the UDP port that Network Time Protocol (NTP) uses as its primary means of communication?

A. 113
B. 69

C.123
D. 161

Answer: C

Explanation:

https://en.wikipedia.org/wiki/Network_Time_Protocol

The Network Time Protocol (NTP) is a networking protocol for clock synchronization between computer systems over packet-switched, variable-latency data
networks. NTP is intended to synchronize all participating computers within a few milliseconds of

Coordinated Universal Time (UTC). It uses the intersection algorithm, a modified version of Marzullo's algorithm, to select accurate time servers and is designed to
mitigate variable network latency effects. NTP can usually maintain time to within tens of milliseconds over the public Internet and achieve better than one
millisecond accuracy in local area networks. Asymmetric routes and network congestion can cause errors of 100 ms or more.

The protocol is usually described in terms of a client-server model but can easily be used in peer-to-peer relationships where both peers consider the other to be a
potential time source. Implementations send and receive timestamps using the User Datagram Protocol (UDP) on port number 123.

NEW QUESTION 19
- (Topic 1)
What is a ??Collision attack?? in cryptography?

A. Collision attacks try to get the public key

B. Collision attacks try to break the hash into three parts to get the plaintext value

C. Collision attacks try to break the hash into two parts, with the same bytes in each part to get the private key
D. Collision attacks try to find two inputs producing the same hash
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Answer: D

NEW QUESTION 22
- (Topic 1)
As a securing consultant, what are some of the things you would recommend to a company to ensure DNS security?

A. Use the same machines for DNS and other applications
B. Harden DNS servers

C. Use split-horizon operation for DNS servers

D. Restrict Zone transfers

E. Have subnet diversity between DNS servers

Answer: BCDE

NEW QUESTION 25

- (Topic 1)

Email is transmitted across the Internet using the Simple Mail Transport Protocol. SMTP does not encrypt email, leaving the information in the message vulnerable
to being read by an unauthorized person. SMTP can upgrade a connection between two mail servers to use TLS. Email transmitted by SMTP over TLS is
encrypted. What is the name of the command used by SMTP to transmit email over TLS?

A. OPPORTUNISTICTLS
B. UPGRADETLS

C. FORCETLS

D. STARTTLS

Answer: D

NEW QUESTION 27
- (Topic 1)
Shellshock allowed an unauthorized user to gain access to a server. It affected many Internet-facing services, which OS did it not directly affect?

A. Linux
B. Unix
C.0S X
D. Windows

Answer: D

NEW QUESTION 29

- (Topic 1)

Which of the following incident handling process phases is responsible for defining rules, collaborating human workforce, creating a back-up plan, and testing the
plans for an organization?

A. Preparation phase
B. Containment phase
C. Identification phase
D. Recovery phase

Answer: A

NEW QUESTION 30

- (Topic 1)

Tess King is using the nslookup command to craft queries to list all DNS information (such as Name Servers, host names, MX records, CNAME records, glue
records (delegation for child Domains), zone serial number, TimeToLive (TTL) records, etc) for a Domain.

What do you think Tess King is trying to accomplish? Select the best answer.

A. A zone harvesting
B. A zone transfer
C. A zone update

D. A zone estimate

Answer: B

NEW QUESTION 31

- (Topic 1)

What tool can crack Windows SMB passwords simply by listening to network traffic?
A. This is not possible

B. Netbus

C. NTFSDOS

D. LOphtcrack

Answer: D

NEW QUESTION 33
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- (Topic 1)

User A is writing a sensitive email message to user B outside the local network. User A has chosen to use PKI to secure his message and ensure only user B can
read the sensitive

email. At what layer of the OSI layer does the encryption and decryption of the message take place?

A. Application
B. Transport

C. Session

D. Presentation

Answer: D

Explanation:

https://en.wikipedia.org/wiki/Presentation_layer

In the seven-layer OSI model of computer networking, the presentation layer is layer 6 and serves as the data translator for the network. It is sometimes called the
syntax layer. The presentation layer is responsible for the formatting and delivery of information to the application layer for further processing or display.
Encryption is typically done at this level too, although it can be done on the application, session, transport, or network layers, each having its own advantages and
disadvantages. Decryption is also handled at the presentation layer. For example, when logging on to bank account sites the presentation layer will decrypt the
data as it is received.

NEW QUESTION 37
- (Topic 1)
Which of the following algorithms can be used to guarantee the integrity of messages being sent, in transit, or stored?

A. symmetric algorithms
B. asymmetric algorithms
C. hashing algorithms

D. integrity algorithms

Answer: C

NEW QUESTION 38

- (Topic 1)

A new wireless client is configured to join a 802.11 network. This client uses the same hardware and software as many of the other clients on the network. The
client can see the network, but cannot connect. A wireless packet sniffer shows that the Wireless Access Point (WAP) is not responding to the association
requests being sent by the wireless client. What is a possible source of this problem?

A. The WAP does not recognize the client??s MAC address
B. The client cannot see the SSID of the wireless network
C. Client is configured for the wrong channel

D. The wireless client is not configured to use DHCP

Answer: A

Explanation:

https://en.wikipedia.org/wiki/MAC _filtering

MAC filtering is a security method based on access control. Each address is assigned a 48-bit address, which is used to determine whether we can access a
network or not. It helps in listing a set of allowed devices that you need on your Wi-Fi and the list of denied devices that you don??t want on your Wi-Fi. It helps in
preventing unwanted access to the network. In a way, we can blacklist or white list certain computers based on their MAC address. We can configure the filter to
allow connection only to those devices included in the white list. White lists provide greater security than blacklists because the router grants access only to
selected devices.

It is used on enterprise wireless networks having multiple access points to prevent clients from communicating with each other. The access point can be
configured only to allow clients to talk to the default gateway, but not other wireless clients. It increases the efficiency of access to a network.

The router allows configuring a list of allowed MAC addresses in its web interface, allowing you to choose which devices can connect to your network. The router
has several functions designed to improve the network's security, but not all are useful. Media access control may seem advantageous, but there are certain flaws.
On a wireless network, the device with the proper credentials such as SSID and password can authenticate with the router and join the network, which gets an IP
address and access to the internet and any shared resources.

MAC address filtering adds an extra layer of security that checks the device??s MAC address

against a list of agreed addresses. If the client??s address matches one on the router??s list, access is granted; otherwise, it doesn??t join the network.

NEW QUESTION 42

- (Topic 1)

The configuration allows a wired or wireless network interface controller to pass all traffic it receives to the Central Processing Unit (CPU), rather than passing only
the frames that the controller is intended to receive. Which of the following is being described?

A. Multi-cast mode

B. Promiscuous mode
C. WEM

D. Port forwarding

Answer: B

NEW QUESTION 45
- (Topic 1)
Which system consists of a publicly available set of databases that contain domain name registration contact information?

A. WHOIS

B. CAPTCHA
C. IANA
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D. IETF

Answer: A

NEW QUESTION 47
- (Topic 1)
What is not a PCI compliance recommendation?

A. Use a firewall between the public network and the payment card data.

B. Use encryption to protect all transmission of card holder data over any public network.

C. Rotate employees handling credit card transactions on a yearly basis to different departments.
D. Limit access to card holder data to as few individuals as possible.

Answer: C

Explanation:
https://www.pcisecuritystandards.org/pci_security/maintaining_payment_security Build and Maintain a Secure Network
* 1. Install and maintain a firewall configuration to protect cardholder data.

* 2. Do not use vendor-supplied defaults for system passwords and other security parameters.
Protect Cardholder Data

* 3. Protect stored cardholder data.

* 4, Encrypt transmission of cardholder data across open, public networks.

Maintain a Vulnerability Management Program

* 5. Use and regularly update anti-virus software or programs.

* 6. Develop and maintain secure systems and applications.

Implement Strong Access Control Measures

* 7. Restrict access to cardholder data by business need-to-know.

* 8. Assign a unique ID to each person with computer access.

* 9. Restrict physical access to cardholder data.

Regularly Monitor and Test Networks

*10. Track and monitor all access to network resources and cardholder data.

* 11. Regularly test security systems and processes.

Maintain an Information Security Policy

* 12. Maintain a policy that addresses information security for employees and contractors.

NEW QUESTION 49

- (Topic 1)

Which results will be returned with the following Google search query? site:target.com —
site:Marketing.target.com accounting

A. Results from matches on the site marketing.target.com that are in the domain target.com but do not include the word accounting.

B. Results matching all words in the query.
C. Results for matches on target.com and Marketing.target.com that include the word ??accounting??
D. Results matching ??accounting?? in domain target.com but not on the site Marketing.target.com

Answer: D

NEW QUESTION 54
- (Topic 1)
Study the following log extract and identify the attack.
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12/26-07:0622:31.167035 207.219.207.240:1882 =-> 17216.1.106:80

TCP TTL:13 TTL:50TOS:0x0 IP:53476 DFF

*EFAP*TT Sa2q: OxZ2BDC107 Ack: OXI1ICBO9F186 Win: 0Ox2238 TcpLen: 20
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6D 61 67 65 2F 78 2D 78 62 69 74 6D 61 70 2C 20 mage/x-xbitmap
69 6D 61 67 65 2F 6A 70 65 67 2C 20 69 6D 61 67 image/jpeg, 1imagy
65 2F 70 64 70 65 67 2C 20 61 70 70 6C 69 63 61 e/pjipeg, applica
74 69 6F 6E 2F 76 6E 64 2E 6D 73 2D 65 78 63 65 tion/vnd.ms-exce
6C 2C 20 61 70 70 6C 69 63 61 79 69 6F 6E 2F 6D 1, application/m
73 77 6F 72 64 2C 20 61 70 70 6C 69 63 61 74 69 sword, applicati
6F 6E ZF 76 6E 64 2E 6D 73 2D 70 6F 7?7 65 72 70 on/vind.ius-poverp
6F 69 6E 7494 2C 20 2A 2F 2A OD OA 41 63 63 65 70 oint, =/7..Accep
74 2D 4C 6C 6C 61 2F 34 2E 30 20 28 63 6F 6D 70 ozills/age: en-v
73 OD OA& 62 6C 65 3B 20 4D S3 49 45 20 3S 2E 30 atible:pt-Encodd
6E 67 3A 57 69 6E 64 6F 77 73 20 39 35 29 0D OA 1; Windo, deflat
65 OD Ok S5 73 65 72 2D 41 67 65 60 74 34 20 4D e..User-Agent: H
6F 7h 69 62 6C 61 2F 34 2E 30 20 28 63 6F 6D 70 ozilla/4.0 (comp
61 79 69 62 6C 65 3B 20 49D 53 49 45 20 35S 2E 30 acible; MSIE 5.0
31 3B 20 57 69 6E 64 6F 77 73 20 39 35 29 0D 0OA 1; Windows 95)..
48 6F 73 79 33Xk 20 o6C 61 62 2E 7?7 69 72 65 74 72 Host: lib.bvxtrr

69 70 ZE 6E 65 74 OD OA 43 6F 6E 6E 65 63 79 69 1i1p.org..Connecti
6F 6E 3A 2D 4B 635 635 70 2D 41 6C 69 76 65 OD OA vwn: Keep-Ahlive..

43 6F 6F 6B 69 65 3A 20 41 53 50 S3 4S 53 53 49 Cookie: ASPSESSI
4F 4E 49 44 47 51 51 51 51 51 54 55 3D 4B 4E &aF ONIDGQQQQQZU=KNO
48 4D 4F 4h 41 4B 50 46 4F S0 48 4D 4C 41 50 4E HMOJAKPFOPHMLAPN
49 46 49 46 42 OD OA OD OA 41 50 4E 49 46 49 46 IFIFB....APNIFIF
42 0D OA OD O2 B....

A. Hexcode Attack

B. Cross Site Scripting

C. Multiple Domain Traversal Attack
D. Unicode Directory Traversal Attack

Answer: D

NEW QUESTION 56
- (Topic 1)
What is a NULL scan?

A. A scan in which all flags are turned off

B. A scan in which certain flags are off

C. A scan in which all flags are on

D. A scan in which the packet size is set to zero
E. A scan with an illegal packet size

Answer: A

NEW QUESTION 59

- (Topic 1)

Which of the following describes the characteristics of a Boot Sector Virus?

A. Modifies directory table entries so that directory entries point to the virus code instead of the actual program.
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B. Moves the MBR to another location on the RAM and copies itself to the original location of the MBR.
C. Moves the MBR to another location on the hard disk and copies itself to the original location of the MBR.
D. Overwrites the original MBR and only executes the new virus code.

Answer: C

NEW QUESTION 64
- (Topic 1)
Why should the security analyst disable/remove unnecessary ISAPI filters?

A. To defend against social engineering attacks
B. To defend against webserver attacks

C. To defend against jailbreaking

D. To defend against wireless attacks

Answer: B

NEW QUESTION 69

- (Topic 1)

Scenariol:

* 1. Victim opens the attacker's web site.

* 2. Attacker sets up a web site which contains interesting and attractive content like 'Do you want to make

$1000 in a day?".

* 3. Victim clicks to the interesting and attractive content URL.

* 4, Attacker creates a transparent 'iframe' in front of the URL which victim attempts to click, so victim thinks that he/she clicks to the 'Do you want to make $1000
in a day?' URL but actually he/she clicks to the content or URL that exists in the transparent 'iframe' which is setup by the attacker.

What is the name of the attack which is mentioned in the scenario?

A. Session Fixation

B. HTML Injection

C. HTTP Parameter Pollution
D. Clickjacking Attack

Answer: D

Explanation:

https://en.wikipedia.org/wiki/Clickjacking

Clickjacking is an attack that tricks a user into clicking a webpage element which is invisible or disguised as another element. This can cause users to unwittingly
download malware, visit malicious web pages, provide credentials or sensitive information, transfer money, or purchase products online.

Typically, clickjacking is performed by displaying an invisible page or HTML element, inside an iframe, on top of the page the user sees. The user believes they are
clicking the visible page but in fact they are clicking an invisible element in the additional page transposed on top of it.

NEW QUESTION 72

- (Topic 1)

When analyzing the IDS logs, the system administrator noticed an alert was logged when the external router was accessed from the administrator??s Computer to
update the router configuration. What type of an alert is this?

A. False negative
B. True negative
C. True positive

D. False positive

Answer: D

Explanation:

True Positive - IDS referring a behavior as an attack, in real life it is True Negative - IDS referring a behavior not an attack and in real life it is not False Positive -
IDS referring a behavior as an attack, in real life it is not

False Negative - IDS referring a behavior not an attack, but in real life is an attack. False Negative - is the most serious and dangerous state of all !!!!

NEW QUESTION 75

- (Topic 1)

If a tester is attempting to ping a target that exists but receives no response or a response that states the destination is unreachable, ICMP may be disabled and
the network may be using TCP. Which other option could the tester use to get a response from a host using TCP?

A. Traceroute

B. Hping

C. TCP ping

D. Broadcast ping

Answer: B
Explanation:

https://tools.kali.org/information-gathering/hping3 http://www.carnalOwnage.com/papers/LSO-Hping2-Basics.pdf

NEW QUESTION 76
- (Topic 1)
Peter extracts the SIDs list from Windows 2000 Server machine using the hacking tool "SIDExtractor”. Here is the output of the SIDs:
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-5-21-1125394485-807628933-54978560-100Johns
-5-21-1125394485-807628933-54978560-652Rebecca
-5-21-1125394485-807628933-54978560-4125heela
-5-21-1125394485-807628933-54978560-9995hawn
-5-21-1125394485-807628933-54978560-77750omia
-5-21-1125394485-807628933-54978560-500chang
6§-1-5-21-1125394485-807628933-54978560-555Micah

From the above list identify the user account with System Administrator privileges.

s-1
s-1
s-1
s-1
s-1
s-1

A. John

B. Rebecca
C. Sheela
D. Shawn
E. Somia
F. Chang
G. Micah

Answer: F

NEW QUESTION 80
- (Topic 1)
By using a smart card and pin, you are using a two-factor authentication that satisfies

A. Something you are and something you remember
B. Something you have and something you know

C. Something you know and something you are

D. Something you have and something you are

Answer: B

Explanation:

Two-factor Authentication or 2FA is a user identity verification method, where two of the three possible authentication factors are combined to grant access to a
website or application.1) something the user knows, 2) something the user has, or 3) something the user is.

The possible factors of authentication are:

- Something the User Knows:

This is often a password, passphrase, PIN, or secret question. To satisfy this authentication challenge, the user must provide information that matches the answers
previously provided to the organization by that user, such as ??Name the town in which you were born.??

- Something the User Has:

This involves entering a one-time password generated by a hardware authenticator. Users carry around an authentication device that will generate a one-time
password on command. Users then authenticate by providing this code to the organization. Today, many organizations offer software authenticators that can be
installed on the user??s mobile device.

- Something the User Is:

This third authentication factor requires the user to authenticate using biometric data. This can include fingerprint scans, facial scans, behavioral biometrics, and
more.

For example: In internet security, the most used factors of authentication are:

something the user has (e.g., a bank card) andsomething the user knows (e.g., a PIN code). This is two-factor authentication. Two-factor authentication is also
sometimes referred to as strong authentication, Two-Step Verification, or 2FA.

The key difference between Multi-Factor Authentication (MFA) and Two-Factor Authentication (2FA) is that, as the term implies, Two-Factor Authentication utilizes
a combination of two out of three possible authentication factors. In contrast, Multi-Factor Authentication could utilize two or more of these authentication factors.

NEW QUESTION 85

- (Topic 1)

A network admin contacts you. He is concerned that ARP spoofing or poisoning might occur on his network. What are some things he can do to prevent it? Select
the best answers.

A. Use port security on his switches.

B. Use a tool like ARPwatch to monitor for strange ARP activity.
C. Use a firewall between all LAN segments.

D. If you have a small network, use static ARP entries.

E. Use only static IP addresses on all PC's.

Answer: ABD

NEW QUESTION 86

- (Topic 1)

You have the SOA presented below in your Zone.

Your secondary servers have not been able to contact your primary server to synchronize information. How long will the secondary servers attempt to contact the
primary server before it considers that zone is dead and stops responding to queries?

collegae.edu.SOA, cikkye.edu ipad.college.edu. (200302028 3600 3600 604800 3600)

A. One day
B. One hour
C. One week
D. One month

Answer: C
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NEW QUESTION 90
- (Topic 1)
The collection of potentially actionable, overt, and publicly available information is known as

A. Open-source intelligence
B. Real intelligence

C. Social intelligence

D. Human intelligence

Answer: A

NEW QUESTION 95
- (Topic 1)
What does the —oX flag do in an Nmap scan?

A. Perform an eXpress scan

B. Output the results in truncated format to the screen
C. Output the results in XML format to a file

D. Perform an Xmas scan

Answer: C

Explanation:
https://nmap.org/book/man-output.html
-oX <filespec> - Requests that XML output be directed to the given filename.

NEW QUESTION 96
- (Topic 1)
Which of the following Linux commands will resolve a domain name into IP address?

A. >host-t a hackeddomain.com

B. >host-t ns hackeddomain.com

C. >host -t soa hackeddomain.com
D. >host -t AXFR hackeddomain.com

Answer: A

NEW QUESTION 98
- (Topic 1)
Which of the following is the BEST way to defend against network sniffing?

A. Using encryption protocols to secure network communications

B. Register all machines MAC Address in a Centralized Database

C. Use Static IP Address

D. Restrict Physical Access to Server Rooms hosting Critical Servers

Answer: A

Explanation:
https://en.wikipedia.org/wiki/Sniffing_attack

To prevent networks from sniffing attacks, organizations and individual users should keep away from applications using insecure protocols, like basic HTTP
authentication, File Transfer Protocol (FTP), and Telnet. Instead, secure protocols such as HTTPS, Secure File Transfer Protocol (SFTP), and Secure Shell (SSH)
should be preferred. In case there is a necessity for using any insecure protocol in any application, all the data transmission should be encrypted. If required, VPN

(Virtual Private Networks) can be used to provide secure access to users.

NOTE: | want to note that the wording "best option” is valid only for the EC-Council's exam since the other options will not help against sniffing or will only help

from some specific attack vectors.

The sniffing attack surface is huge. To protect against it, you will need to implement a complex of measures at all levels of abstraction and apply controls at the
physical, administrative, and technical levels. However, encryption is indeed the best option of all, even if your data is intercepted - an attacker cannot understand

it.

NEW QUESTION 103

- (Topic 1)

env x=??(){ :;};echo exploit?? bash —c ??cat/etc/passwd??

What is the Shellshock bash vulnerability attempting to do on a vulnerable Linux host?

A. Removes the passwd file

B. Changes all passwords in passwd
C. Add new user to the passwd file
D. Display passwd content to prompt

Answer: D
NEW QUESTION 104

- (Topic 1)
In the field of cryptanalysis, what is meant by a ??rubber-hose?? attack?

A. Forcing the targeted keystream through a hardware-accelerated device such as an ASIC.

B. A backdoor placed into a cryptographic algorithm by its creator.
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C. Extraction of cryptographic secrets through coercion or torture.
D. Attempting to decrypt ciphertext by making logical assumptions about the contents of the original plaintext.

Answer: C

Explanation:

A powerful and often the most effective cryptanalysis method in which the attack is directed at the most vulnerable link in the cryptosystem - the person. In this
attack, the cryptanalyst uses blackmail, threats, torture, extortion, bribery, etc. This method's main advantage is the decryption time's fundamental independence
from the volume of secret information, the length of the key, and the cipher's mathematical strength.

The method can reduce the time to guess a password, for example, for AES, to an acceptable level; however, it requires special authorization from the relevant
regulatory authorities. Therefore, it is outside the scope of this course and is not considered in its practical part.

NEW QUESTION 108

- (Topic 1)

An Intrusion Detection System (IDS) has alerted the network administrator to a possibly malicious sequence of packets sent to a Web server in the network??s
external DMZ. The packet traffic was captured by the IDS and saved to a PCAP file. What type of network tool can be used to determine if these packets are
genuinely malicious or simply a false positive?

A. Protocol analyzer

B. Network sniffer

C. Intrusion Prevention System (IPS)
D. Vulnerability scanner

Answer: A

NEW QUESTION 109

- (Topic 1)

A network administrator discovers several unknown files in the root directory of his Linux FTP server. One of the files is a tarball, two are shell script files, and the
third is a binary file is named "nc." The FTP server's access logs show that the anonymous user account logged in to the server, uploaded the files, and extracted
the contents of the tarball and ran the script using a function provided by the FTP server's software. The ??ps?? command shows that the ??nc?? file is running as
process, and the netstat command shows the ??nc?? process is listening on a network port.

What kind of vulnerability must be present to make this remote attack possible?

A. File system permissions
B. Privilege escalation

C. Directory traversal

D. Brute force login

Answer: A

Explanation:

File system permissions

Processes may automatically execute specific binaries as part of their functionality or to perform other actions. If the permissions on the file system directory
containing a target binary, or permissions on the binary itself, are improperly set, then the target binary may be overwritten with another binary using user-level
permissions and executed by the original process. If the original process and thread are running under a higher permissions level, then the replaced binary will
also execute under higher-level permissions, which could include SYSTEM.

Adversaries may use this technique to replace legitimate binaries with malicious ones as a means of executing code at a higher permissions level. If the executing
process is set to run at a specific time or during a certain event (e.g., system bootup) then this technique can also be used for persistence.

NEW QUESTION 111

- (Topic 1)

An attacker, using a rogue wireless AP, performed an MITM attack and injected an HTML code to embed a malicious applet in all HTTP connections.

When users accessed any page, the applet ran and exploited many machines. Which one of the following tools the hacker probably used to inject HTML code?

A. Wireshark
B. Ettercap

C. Aircrack-ng
D. Tcpdump

Answer: B

NEW QUESTION 115

- (Topic 1)

During a recent security assessment, you discover the organization has one Domain Name Server (DNS) in a Demilitarized Zone (DMZ) and a second DNS server
on the internal network.

What is this type of DNS configuration commonly called?

A. DynDNS

B. DNS Scheme
C. DNSSEC

D. Split DNS

Answer: D
NEW QUESTION 116
- (Topic 2)

The tools which receive event logs from servers, network equipment, and applications, and perform analysis and correlation on those logs, and can generate
alarms for security relevant issues, are known as what?
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A. network Sniffer

B. Vulnerability Scanner

C. Intrusion prevention Server

D. Security incident and event Monitoring

Answer: D

NEW QUESTION 118
- (Topic 2)
Consider the following Nmap output:

Starting Nmap XXX (http://nmap.org) at XOO0 00X XXX EDT
Nmap scan report for 192.168.1.42 Host is up (0.00023s latency).
Not shown: 932 filtered ports, 56 closed ports

PORT STATE SERVICE

21/tcp open ftp [‘3'

22/tcp open ssh

25/tcp open smtp

S3/tcp open domain

80/tcp open http

110/tcp open pop3

143/tcp open imap

443/1cp open https

465/tcp open smtps

S87/tcp open submission

993/tcp open imaps

995/tcp open pop3s

Nmap done: 1 IP address (1 host up) scanned in 3.90 seconds

what command-line parameter could you use to determine the type and version number of the web server?

Answer: A

Explanation:
C:\Users\moi>nmap -h | findstr " -sV" -sV: Probe open ports to determine service/version info

NEW QUESTION 119

- (Topic 2)

John, a professional hacker, targeted an organization that uses LDAP for accessing distributed directory services. He used an automated tool to anonymously
guery the IDAP service for sensitive information such as usernames. addresses, departmental details, and server names to launch further attacks on the target
organization.

What is the tool employed by John to gather information from the IDAP service?

A. jxplorer

B. Zabasearch
C. EarthExplorer
D. Ike-scan

Answer: A
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Explanation:

JXplorer could be a cross platform LDAP browser and editor. it??s a standards compliant general purpose LDAP client which will be used to search, scan and edit
any

commonplace LDAP directory, or any directory service with an LDAP or DSML interface. It is extremely flexible and can be extended and custom in a very number
of the way.

JXplorer is written in java, and also the source code and source code build system ar obtainable via svn or as a packaged build for users who wish to experiment
or any develop the program.

JX is is available in 2 versions; the free open source version under an OSI Apache two style licence, or within the IXWorkBench Enterprise bundle with inbuilt
reporting, administrative and security tools.

JX has been through a number of different versions since its creation in 1999; the foremost recent stable release is version 3.3.1, the August 2013 release.
JXplorer could be a absolutely useful LDAP consumer with advanced security integration and support for the harder and obscure elements of the LDAP protocol.
it??s been tested on Windows, Solaris, linux and OSX, packages are obtainable for HPUX, AlX, BSD and it should run on any java supporting OS.

NEW QUESTION 122

- (Topic 2)

Vlady works in a fishing company where the majority of the employees have very little understanding of IT let alone IT Security. Several information security issues
that Vlady often found includes, employees sharing password, writing his/her password on a post it note and stick it to his/her desk, leaving the computer unlocked,
didn??t log out from emails or other social media accounts, and etc.

After discussing with his boss, Vlady decided to make some changes to improve the security environment in his company. The first thing that Vlady wanted to do is
to make the employees understand the importance of keeping confidential information, such as password, a secret and they should not share it with other persons.
Which of the following steps should be the first thing that Vlady should do to make the employees in his company understand to importance of keeping confidential
information a secret?

A. Warning to those who write password on a post it note and put it on his/her desk

B. Developing a strict information security policy

C. Information security awareness training

D. Conducting a one to one discussion with the other employees about the importance of information security

Answer: A

NEW QUESTION 125
- (Topic 2)
What is one of the advantages of using both symmetric and asymmetric cryptography in SSL/TLS?

A. Symmetric algorithms such as AES provide a failsafe when asymmetric methods fail.

B. Asymmetric cryptography is computationally expensive in compariso

C. However, it is well-suited to securely negotiate keys for use with symmetric cryptography.

D. Symmetric encryption allows the server to securely transmit the session keys out-of- band.

E. Supporting both types of algorithms allows less-powerful devices such as mobile phones to use symmetric encryption instead.

Answer: D

NEW QUESTION 129

- (Topic 2)

Ethical hacker jane Smith is attempting to perform an SQL injection attach. She wants to test the response time of a true or false response and wants to use a
second command to determine whether the database will return true or false results for user IDs. which two SQL Injection types would give her the results she is
looking for?

A. Out of band and boolean-based
B. Time-based and union-based
C. union-based and error-based
D. Time-based and boolean-based

Answer: D

Explanation:

??Boolean based?? we mean that it is based on Boolean values, that is, true or false / true and false. AND Time-based SQL Injection is an inferential SQL
Injection technique that relies on sending an SQL query to the database which forces the database to wait for a specified amount of time (in seconds) before
responding. The response time will indicate to

the attacker whether the result of the query is TRUE or FALSE.

Boolean-based (content-based) Blind SQLi

Boolean-based SQL Injection is an inferential SQL Injection technique that relies on sending an SQL query to the database which forces the application to return a
different result depending on whether the query returns a TRUE or FALSE result.

Depending on the result, the content within the HTTP response will change, or remain the same. This allows an attacker to infer if the payload used returned true
or false, even though no data from the database is returned. This attack is typically slow (especially on large databases) since an attacker would need to
enumerate a database, character by character.

Time-based Blind SQLI

Time-based SQL Injection is an inferential SQL Injection technigue that relies on sending an SQL query to the database which forces the database to wait for a
specified amount of time (in seconds) before responding. The response time will indicate to the attacker whether the result of the query is TRUE or FALSE.
Depending on the result, an HTTP response will be returned with a delay, or returned immediately. This allows an attacker to infer if the payload used returned true
or false, even though no data from the database is returned. This attack is typically slow (especially on large databases) since an attacker would need to
enumerate a database character by character.

https://www.acunetix.com/websitesecurity/sql-injection2/

NEW QUESTION 134

- (Topic 2)

The Payment Card Industry Data Security Standard (PCI DSS) contains six different categories of control objectives. Each objective contains one or more
requirements, which must be followed in order to achieve compliance. Which of the following requirements would best fit under the objective, "Implement strong
access control measures"?
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A. Regularly test security systems and processes.

B. Encrypt transmission of cardholder data across open, public networks.

C. Assign a unique ID to each person with computer access.

D. Use and regularly update anti-virus software on all systems commonly affected by malware.

Answer: C

NEW QUESTION 136

- (Topic 2)

Daniel Is a professional hacker who Is attempting to perform an SQL injection attack on a target website. www.movlescope.com. During this process, he
encountered an IDS that detects SQL Injection attempts based on predefined signatures. To evade any comparison statement, he attempted placing characters
such as ??'or '1'="1" In any bask injection statement such as "or 1=1." Identify the evasion technique used by Daniel in the above scenario.

A. Null byte

B. IP fragmentation
C. Char encoding
D. Variation

Answer: D

Explanation:

One may append the comment ??7—?? operator along with the String for the username and whole avoid executing the password segment of the SQL query.
Everything when the — operator would be considered as comment and not dead.

To launch such an attack, the value passed for name could be ??0R ??1??=??1?? ; —Statement = ??SELECT * FROM ??CustomerDB?? WHERE ??name?? =
?? ??+ userName + ?? ?? AND ??password?? = ?? ?? + passwd + ?? ??; ?7?

Statement = ??SELECT * FROM ??CustomerDB?? WHERE ??name?? = ?? ?? OR ??1??=??1??;— + ?? ?? AND ??password?? = ?? ?? + passwd + ?? ?? ; ??
All the records from the customer database would be listed.

Yet, another variation of the SQL Injection Attack can be conducted in dbms systems that allow multiple SQL injection statements. Here, we will also create use of
the vulnerability in sure dbms whereby a user provided field isn??t strongly used in or isn??t checked for sort constraints.

This could take place once a numeric field is to be employed in a SQL statement; but, the programmer makes no checks to validate that the user supplied input is
numeric.

Variation is an evasion technique whereby the attacker can easily evade any comparison statement. The attacker does this by placing characters such as ??' or
'1'="1'?? in any basic injection statement such as ??or 1=1?7? or with other accepted SQL comments.

Evasion Technique: Variation Variation is an evasion technique whereby the attacker can easily evade any comparison statement. The attacker does this by
placing characters such as ??' or '1'="1'?7? in any basic injection statement such as ??or 1=1?7? or with other accepted SQL comments. The SQL interprets this as a
comparison between two strings or characters instead of two numeric values. As the evaluation of two strings yields a true statement, similarly, the evaluation of
two numeric values yields a true statement, thus rendering the evaluation of the complete query unaffected. It is also possible to write many other signatures; thus,
there are infinite possibilities of variation as well. The main aim of the attacker is to have a WHERE statement that is always evaluated as ??true?? so that any
mathematical or string comparison can be used, where the SQL can perform the same.

NEW QUESTION 140
- (Topic 2)
in the Common Vulnerability Scoring System (CVSS) v3.1 severity ratings, what range does medium vulnerability fall in?

A. 3.0-6.9
B. 40-6.0
C. 4.0-6.9
D. 3.9-6.9
Answer: C
Explanation:
CVSS v2.0 Ratings CVSS v3.0 Ratings
None 0.0
Low 0.0-3.9 Low 0.1-3.9
Medium 4.0-6.9 Medium 4.0-6.9
High 7.0-10.0 High 7.0-8.9
Critical 9.0-10.0

NEW QUESTION 144
- (Topic 2)
which of the following Bluetooth hacking techniques refers to the theft of information from a wireless device through Bluetooth?

A. Bluesmacking
B. Bluebugging
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C. Bluejacking
D. Bluesnarfing

Answer: D

Explanation:
Bluesnarfing is the unauthorized access of information from a wireless device through
aBluetooth connection, often between phones, desktops, laptops, and PDAs (personal digital assistant).

NEW QUESTION 145
- (Topic 2)
Within the context of Computer Security, which of the following statements describes Social Engineering best?

A. Social Engineering is the act of publicly disclosing information

B. Social Engineering is the means put in place by human resource to perform time accounting

C. Social Engineering is the act of getting needed information from a person rather than breaking into a system
D. Social Engineering is a training program within sociology studies

Answer: C

NEW QUESTION 147

- (Topic 2)

Larry, a security professional in an organization, has noticed some abnormalities In the user accounts on a web server. To thwart evolving attacks, he decided to
harden the security of the web server by adopting a countermeasures to secure the accounts on the web server.

Which of the following countermeasures must Larry implement to secure the user accounts on the web server?

A. Enable unused default user accounts created during the installation of an OS

B. Enable all non-interactive accounts that should exist but do not require interactive login
C. Limit the administrator or toot-level access to the minimum number of users

D. Retain all unused modules and application extensions

Answer: C

NEW QUESTION 151

- (Topic 2)

Bob, your senior colleague, has sent you a mail regarding a deal with one of the clients. You are requested to accept the offer and you oblige. After 2 days. Bob
denies that he had ever sent a mail. What do you want to ""know"" to prove yourself that it was Bob who had send a mail?

A. Authentication

B. Confidentiality
C. Integrity

D. Non-Repudiation

Answer: D

Explanation:

Non-repudiation is the assurance that someone cannot deny the validity of something.

Non-repudiation is a legal concept that is widely used in information security and refers to a service, which provides proof of the origin of data and the integrity of
the data. In other words, non-repudiation makes it very difficult to successfully deny who/where a message came from as well as the authenticity and integrity of
that message.

NEW QUESTION 152

- (Topic 2)

This wireless security protocol allows 192-bit minimum-strength security protocols and cryptographic tools to protect sensitive data, such as GCMP-256. MMAC-
SHA384, and ECDSA using a 384-bit elliptic curve. Which is this wireless security protocol?

A. WPA2 Personal
B. WPA3-Personal
C. WPA2-Enterprise
D. WPAS-Enterprise

Answer: D

Explanation:

Enterprise, governments, and financial institutions have greater security with WPA3-Enterprise. WPA3-Enterprise builds upon WPA2 and ensures the consistent
application of security protocol across the network. WPA3-Enterprise also offers an optional mode using 192-bit minimum-strength security protocols and
cryptographic tools to raised protect sensitive data:s Authenticated encryption: 256-bit Galois/Counter Mode Protocol (GCMP-256)« Key derivation and
confirmation: 384-bit Hashed Message Authentication Mode (HMAC) with Secure Hash Algorithm (HMAC-SHA384)« Key establishment and authentication: Elliptic
Curve Diffie-Hellman (ECDH) exchange and Elliptic Curve Digital Signature Algorithm (ECDSA) employing a 384-bit elliptic curves Robust management frame
protection: 256-bit Broadcast/Multicast Integrity Protocol Galois Message Authentication Code (BIP-GMAC-256)The 192-bit security mode offered by WPA3-
Enterprise ensures the proper combination of cryptographic tools are used and sets a uniform baseline of security within a WPA3 network.

It protects sensitive data using many cryptographic algorithms It provides authenticated encryption using GCMP-256 It uses HMAC-SHA-384 to generate
cryptographic keys It uses ECDSA-384 for exchanging keys

NEW QUESTION 156
- (Topic 2)
Which of the following LM hashes represent a password of less than 8 characters? (Choose two.)
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A. BA810DBA98995F1817306D272A9441BB
B. 44EFCE164AB921CQAAD3B435B51404EE
C. 0182BD0BD4444BF836077A718CCDF409
D. CEC52EB9C8E3455DC2265B23734E0DAC
E. B757BF5C0D87772FAAD3B435B51404EE
F. ES2CAC67419A9A224A3B108F3FAG6CB6D

Answer: BE

NEW QUESTION 158
- (Topic 2)
How can you determine if an LM hash you extracted contains a password that is less than 8 characters long?

A. There is no way to tell because a hash cannot be reversed
B. The right most portion of the hash is always the same

C. The hash always starts with AB923D

D. The left most portion of the hash is always the same

E. A portion of the hash will be all 0's

Answer: B

NEW QUESTION 160

- (Topic 2)

Attacker Lauren has gained the credentials of an organization's internal server system, and she was often logging in during irregular times to monitor the network
activities. The organization was skeptical about the login times and appointed security professional Robert to determine the issue. Robert analyzed the
compromised device to find incident details such as the type of attack, its severity, target, impact, method of propagation, and vulnerabilities exploited. What is the
incident handling and response (IH&R) phase, in which Robert has determined these issues?

A. Preparation

B. Eradication

C. Incident recording and assignment
D. Incident triage

Answer: D

Explanation:

Incident Handling and Response Incident handling and response (IH&R) is the process of taking organized and careful steps when reacting to a security incident
or cyberattack. Steps involved in the IH&R process: 3.Incident Triage - The IH&R team further analyzes the compromised device to find incident details such as
the type of attack, its severity, target, impact, and method of propagation, and any vulnerabilities it exploited. (P.84/68)

NEW QUESTION 163

- (Topic 2)

What would be the fastest way to perform content enumeration on a given web server by
using the Gobuster tool?

A. Performing content enumeration using the bruteforce mode and 10 threads

B. Shipping SSL certificate verification

C. Performing content enumeration using a wordlist

D. Performing content enumeration using the bruteforce mode and random file extensions

Answer: C

Explanation:

Analyze Web Applications: Identify Files and Directories - enumerate applications, as well as hidden directories and files of the web application hosted on the web
server. Tools such as Gobuster is directory scanner that allows attackers to perform fast-paced enumeration of hidden files and directories of a target web
application. # gobuster -u <target URL> -w common.txt (wordlist) (P.1849/1833)

NEW QUESTION 166

- (Topic 2)

A friend of yours tells you that he downloaded and executed a file that was sent to him by a coworker. Since the file did nothing when executed, he asks you for
help because he suspects that he may have installed a trojan on his computer.

what tests would you perform to determine whether his computer Is Infected?

A. Use ExifTool and check for malicious content.

B. You do not check; rather, you immediately restore a previous snapshot of the operating system.
C. Upload the file to VirusTotal.

D. Use netstat and check for outgoing connections to strange IP addresses or domains.

Answer: D

NEW QUESTION 171

- (Topic 2)

To invisibly maintain access to a machine, an attacker utilizes a toolkit that sits undetected In the core components of the operating system. What is this type of
rootkit an example of?

A. Mypervisor rootkit

B. Kernel toolkit
C. Hardware rootkit
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D. Firmware rootkit

Answer: B

Explanation:

Kernel-mode rootkits run with the best operating system privileges (Ring 0) by adding code or replacement parts of the core operating system, as well as each the
kernel and associated device drivers. Most operative systems support kernel-mode device drivers, that execute with a similar privileges because the software
itself. As such, several kernel-mode rootkits square measure developed as device drivers or loadable modules,
like loadable kernel modules in Linux or device drivers in Microsoft Windows. This category of rootkit has unrestricted security access, however is tougher to jot
down. The quality makes bugs common, and any bugs in code operative at the kernel level could seriously impact system stability, resulting in discovery of the
rootkit. one amongst the primary wide familiar kernel rootkits was developed for Windows NT four.0 and discharged in Phrack magazine in 1999 by Greg Hoglund.
Kernel rootkits is particularly tough to observe and take away as a result of they operate at a similar security level because the software itself, and square measure
therefore able to intercept or subvert the foremost sure software operations. Any package, like antivirus package, running on the compromised system is equally
vulnerable. during this scenario, no a part of the system is sure.

NEW QUESTION 174
- (Topic 2)
What is the BEST alternative if you discover that a rootkit has been installed on one of your computers?

A. Copy the system files from a known good system
B. Perform a trap and trace

C. Delete the files and try to determine the source
D. Reload from a previous backup

E. Reload from known good media

Answer: E

NEW QUESTION 177

- (Topic 2)

Steven connected his iPhone to a public computer that had been infected by Clark, an attacker. After establishing the connection with the public computer, Steven
enabled iTunes WI-FI sync on the computer so that the device could continue communication with that computer even after being physically disconnected. Now,
Clark gains access to Steven??s iPhone through the infected computer and is able to monitor and read all of Steven??s activity on the iPhone, even after the
device is out of the communication zone.

Which of the following attacks is performed by Clark in above scenario?

A. IOS trustjacking

B. 10S Jailbreaking

C. Exploiting SS7 vulnerability
D. Man-in-the-disk attack

Answer: A

Explanation:

An iPhone client??s most noticeably terrible bad dream is to have somebody oversee his/her gadget, including the capacity to record and control all action without
waiting be in a similar room. In this blog entry, we present another weakness called ??Trustjacking??, which permits an aggressor to do precisely that.

This weakness misuses an iOS highlight called iTunes Wi-Fi sync, which permits a client to deal with their iOS gadget without genuinely interfacing it to their PC. A
solitary tap by the iOS gadget proprietor when the two are associated with a similar organization permits an assailant to oversee the gadget. Furthermore, we will
stroll through past related weaknesses and show the progressions that iPhone has made to alleviate them, and why these are adequately not to forestall
comparative assaults.

After interfacing an iOS gadget to another PC, the clients are being found out if they trust the associated PC or not. Deciding to believe the PC permits it to speak
with the iOS gadget by means of the standard iTunes APIs.

This permits the PC to get to the photographs on the gadget, perform reinforcement, introduce applications and considerably more, without requiring another
affirmation from the client and with no recognizable sign. Besides, this permits enacting the ??iTunes Wi-Fi sync?? highlight, which makes it conceivable to
proceed with this sort of correspondence

with the gadget even after it has been detached from the PC, as long as the PC and the iOS gadget are associated with a similar organization. It is intriguing to
take note of that empowering ??iTunes Wi-Fi sync?? doesn??t need the casualty??s endorsement and can be directed simply from the PC side.

Getting a live stream of the gadget??s screen should be possible effectively by consistently requesting screen captures and showing or recording them distantly.

It is imperative to take note of that other than the underlying single purpose of disappointment, approving the vindictive PC, there is no other component that
forestalls this proceeded with access. Likewise, there isn??t anything that informs the clients that by approving the PC they permit admittance to their gadget even
in the wake of detaching the USB link.

NEW QUESTION 182

- (Topic 2)

A newly joined employee. Janet, has been allocated an existing system used by a previous employee. Before issuing the system to Janet, it was assessed by
Martin, the administrator. Martin found that there were possibilities of compromise through user directories, registries, and other system parameters. He also
Identified vulnerabilities such as native configuration tables, incorrect registry or file permissions, and software configuration errors. What is the type of vulnerability
assessment performed by Martin?

A. Credentialed assessment
B. Database assessment

C. Host-based assessment
D. Distributed assessment

Answer: C

Explanation:

The host-based vulnerability assessment (VA) resolution arose from the auditors?? got to periodically review systems. Arising before the net becoming common,
these tools typically take an ??administrator??s eye?? read of the setting by evaluating all of the knowledge that an administrator has at his or her disposal.
UsesHost VA tools verify system configuration, user directories, file systems, registry settings, and all forms of other info on a number to gain information about it.
Then, it evaluates the chance of compromise. it should also live compliance to a predefined company policy so as to satisfy an annual audit. With administrator
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access, the scans area unit less possible to disrupt traditional operations since the computer code has the access it has to see into the complete configuration of
the system.

What it Measures Host

VA tools will examine the native configuration tables and registries to spot not solely apparent vulnerabilities, however additionally ??dormant?? vulnerabilities —
those weak or misconfigured systems and settings which will be exploited when an initial entry into the setting. Host VA solutions will assess the safety settings of
a user account table; the access management lists related to sensitive files or data; and specific levels of trust applied to other systems. The host VA resolution will
a lot of accurately verify the extent of the danger by determinant however way any specific exploit could also be ready to get.

Types of Vulnerability Assessment Host-based assessments are a type of security check that involve conducting a configuration-level check to identify system
configurations, user directories, file systems, registry settings, and other parameters to evaluate the possibility

of compromise. Host-based scanners assess systems to identify vulnerabilities such as native configuration tables, incorrect registry or file permissions, and
software configuration errors. (P.528/512)

NEW QUESTION 186
- (Topic 2)
what are common files on a web server that can be misconfigured and provide useful Information for a hacker such as verbose error messages?

A. httpd.conf

B. administration.config
C. idg.dll

D. php.ini

Answer: D

Explanation:

The php.ini file may be a special file for PHP. it??s where you declare changes to your PHP settings. The server is already configured with standard settings for
PHP, which your site will use by default. Unless you would like to vary one or more settings, there??s no got to create or modify a php.ini file. If you??d wish to
make any changes to settings, please do so through the MultiPHP INI Editor.

NEW QUESTION 187

- (Topic 2)

Widespread fraud ac Enron. WorldCom, and Tyco led to the creation of a law that was designed to improve the accuracy and accountability of corporate
disclosures. It covers accounting firms and third parties that provide financial services to some organizations and came into effect in 2002. This law is known by
what acronym?

A. Fed RAMP
B. PCIDSS
C. SOX

D. HIPAA

Answer: C

Explanation:

The Sarbanes-Oxley Act of 2002 could be a law the U.S. Congress passed on July thirty of that year to assist defend investors from fallacious money coverage by
companies.Also called the SOX Act of 2002 and also the company Responsibility Act of 2002, it mandated strict reforms to existing securities rules and obligatory
powerful new penalties on law breakers.

The Sarbanes-Oxley law Act of 2002 came in response to money scandals within the early 2000s involving in public listed corporations like Enron Corporation,
Tyco International plc, and WorldCom. The high-profile frauds cask capitalist confidence within the trustiness of company money statements Associate in Nursingd
light-emitting diode several to demand an overhaul of decades-old restrictive standards.

NEW QUESTION 192
- (Topic 2)
What is the common name for a vulnerability disclosure program opened by companies In platforms such as HackerOne?

A. Vulnerability hunting program
B. Bug bounty program

C. White-hat hacking program
D. Ethical hacking program

Answer: B

Explanation:

Bug bounty programs allow independent security researchers to report bugs to an companies and receive rewards or compensation. These bugs area unit
sometimes security exploits and vulnerabilities, although they will additionally embody method problems, hardware flaws, and so on.

The reports area unit usually created through a program travel by associate degree freelance third party (like Bugcrowd or HackerOne). The companies can got
wind of (and

run) a program curated to the organization??s wants.

Programs is also non-public (invite-only) wherever reports area unit unbroken confidential to the organization or public (where anyone will sign in and join). they will
happen over a collection timeframe or with without stopping date (though the second possibility is a lot of common).

Who uses bug bounty programs?Many major organizations use bug bounties as an area of their security program, together with AOL, Android, Apple, Digital
Ocean, and goldman Sachs. you??ll read an inventory of all the programs offered by major bug bounty suppliers, Bugcrowd and HackerOne, at these links.

Why do corporations use bug bounty programs?Bug bounty programs provide corporations the flexibility to harness an outsized cluster of hackers so as to seek
out bugs in their code. This gives them access to a bigger variety of hackers or testers than they??d be able to access on a one-on-one basis. It {can also|also
willlcan even|may also|jmay} increase the probabilities that bugs area unit found and reported to them before malicious hackers can exploit them.

It may also be an honest publicity alternative for a firm. As bug bounties became a lot of common, having a bug bounty program will signal to the general public
and even regulators that a corporation incorporates a mature security program.

This trend is likely to continue, as some have began to see bug bounty programs as an business normal that all companies ought to invest in.

Why do researchers and hackers participate in bug bounty programs?Finding and news bugs via a bug bounty program may end up in each money bonuses and
recognition. In some cases, it will be a good thanks to show real-world expertise once you are looking for employment, or will even facilitate introduce you to
parents on the protection team within an companies.

This can be full time income for a few of us, income to supplement employment, or the way to point out off your skills and find a full time job.
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It may also be fun! it is a nice (legal) probability to check out your skills against huge companies and government agencies.

What area unit the disadvantages of a bug bounty program for independent researchers and hackers?A lot of hackers participate in these varieties of programs,
and it will be tough to form a major quantity of cash on the platform.

In order to say the reward, the hacker has to be the primary person to submit the bug to the program. meaning that in apply, you may pay weeks searching for a
bug to use, solely to be the person to report it and build no cash.

Roughly ninety seven of participants on major bug bounty platforms haven??t sold-out a bug. In fact, a 2019 report from HackerOne confirmed that out of quite
three hundred,000 registered users, solely around two.5% received a bounty in their time on the platform. Essentially, most hackers are not creating a lot of cash
on these platforms, and really few square measure creating enough to switch a full time wage (plus they do not have

advantages like vacation days, insurance, and retirement planning).

What square measure the disadvantages of bug bounty programs for organizations?These programs square measure solely helpful if the program ends up in the
companies realizeing issues that they weren??t able to find themselves (and if they??ll fix those problems)! If the companies is not mature enough to be able to
quickly rectify known problems, a bug bounty program is not the right alternative for his or her companies.

Also, any bug bounty program is probably going to draw in an outsized range of submissions, several of which can not be high-quality submissions. a corporation
must be ready to cope with the exaggerated volume of alerts, and also the risk of a coffee signal to noise magnitude relation (essentially that it??s probably that
they??re going to receive quite few unhelpful reports for each useful report).

Additionally, if the program does not attract enough participants (or participants with the incorrect talent set, and so participants are not able to establish any bugs),
the program is not useful for the companies.

The overwhelming majority of bug bounty participants consider web site vulnerabilities (72%, per HackerOn), whereas solely a number of (3.5%) value more highly
to seek for package vulnerabilities.

This is probably because of the actual fact that hacking in operation systems (like network hardware and memory) needs a big quantity of extremely specialised
experience. this implies that firms may even see vital come on investment for bug bounties on websites, and not for alternative applications, notably those that
need specialised experience.

This conjointly implies that organizations which require to look at AN application or web site among a selected time-frame may not need to rely on a bug bounty as
there is no guarantee of once or if they receive reports.

Finally, it are often probably risky to permit freelance researchers to try to penetrate your network. this could end in public speech act of bugs, inflicting name harm
within the limelight (which could end in individuals not eager to purchase the organizations?? product or service), or speech act of bugs to additional malicious third
parties, United Nations agency may use this data to focus on the organization.

NEW QUESTION 195

- (Topic 2)

When a security analyst prepares for the formal security assessment - what of the following should be done in order to determine inconsistencies in the secure
assets database and verify that system is compliant to the minimum security baseline?

A. Data items and vulnerability scanning

B. Interviewing employees and network engineers
C. Reviewing the firewalls configuration

D. Source code review

Answer: A

NEW QUESTION 196

- (Topic 2)

Alice, a professional hacker, targeted an organization's cloud services. She infiltrated the targets MSP provider by sending spear-phishing emails and distributed
custom-made malware to compromise user accounts and gain remote access to the cloud service. Further, she accessed the target customer profiles with her
MSP account, compressed the customer data, and stored them in the MSP. Then, she used this information to launch further attacks on the target organization.
Which of the following cloud attacks did Alice perform in the above scenario?

A. Cloud hopper attack

B. Cloud cryptojacking

C. Cloudborne attack

D. Man-in-the-cloud (MITC) attack

Answer: A

Explanation:

Operation Cloud Hopper was an in depth attack and theft of data in 2017 directed at MSP within the uk (U.K.), us (U.S.), Japan, Canada, Brazil, France,
Switzerland, Norway, Finland, Sweden, South Africa , India, Thailand, South Korea and Australia. The group used MSP as intermediaries to accumulate assets
and trade secrets from MSP client engineering, MSP industrial manufacturing, retail, energy, pharmaceuticals, telecommunications, and government
agencies.Operation Cloud Hopper used over 70 variants of backdoors, malware and trojans. These were delivered through spear-phishing emails. The attacks
scheduled tasks or leveraged services/utilities to continue Microsoft Windows systems albeit the pc system was rebooted. It installed malware and hacking tools to
access systems and steal data.

NEW QUESTION 199
- (Topic 2)
which type of virus can change its own code and then cipher itself multiple times as it replicates?

A. Stealth virus

B. Tunneling virus
C. Cavity virus

D. Encryption virus

Answer: A

Explanation:

A stealth virus may be a sort of virus malware that contains sophisticated means of avoiding detection by antivirus software. After it manages to urge into the now-
infected machine a stealth viruses hides itself by continually renaming and moving itself round the disc.Like other viruses, a stealth virus can take hold of the many
parts of one??s PC. When taking control of the PC and performing tasks, antivirus programs can detect it, but a stealth virus sees that coming and can rename
then copy itself to a special drive or area on the disc, before the antivirus software. Once moved and renamed a stealth virus will usually replace the detected
??infected?? file with a clean file that doesn??t trigger anti-virus detection. It??s a never-ending game of cat and mouse.The intelligent architecture of this sort of
virus about guarantees it??s impossible to completely rid oneself of it once infected. One would need to completely wipe the pc and rebuild it from scratch to
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completely eradicate the presence of a stealth virus. Using regularly-updated antivirus software can reduce risk, but, as we all know, antivirus software is
additionally caught in an endless cycle of finding new threats and protecting against them. https://www.techslang.com/definition/what-is-a-stealth-virus/

NEW QUESTION 202

- (Topic 2)

Which of the following DoS tools is used to attack target web applications by starvation of available sessions on the web server?

The tool keeps sessions at halt using never-ending POST transmissions and sending an arbitrarily large content-length header value.

A. My Doom

B. Astacheldraht

C. R-U-Dead-Yet?(RUDY)
D. LOIC

Answer: C

NEW QUESTION 203

- (Topic 2)

Morris, a professional hacker, performed a vulnerability scan on a target organization by sniffing the traffic on the network lo identify the active systems, network
services, applications, and vulnerabilities. He also obtained the list of the users who are currently accessing the network. What is the type of vulnerability
assessment that Morris performed on the target organization?

A. internal assessment

B. Passive assessment

C. External assessment

D. Credentialed assessment

Answer: B

Explanation:
Passive Assessment Passive assessments sniff the traffic present on the network to identify the active systems, network services, applications, and vulnerabilities.
Passive assessments also provide a list of the users who are currently accessing the network.

NEW QUESTION 204

- (Topic 2)

Attacker Steve targeted an organization's network with the aim of redirecting the company's web traffic to another malicious website. To achieve this goal, Steve
performed DNS cache poisoning by exploiting the vulnerabilities In the DNS server software and modified the original IP address of the target website to that of a
fake website. What is the technique employed by Steve to gather information for identity theft?

A. Pretexting
B. Pharming
C. Wardriving
D. Skimming

Answer: B

Explanation:

A pharming attacker tries to send a web site??s traffic to a faux website controlled by the offender, typically for the aim of collection sensitive data from victims or
putting in malware on their machines. Attacker tend to specialize in making look-alike ecommerce and digital banking websites to reap credentials and payment
card data. Though they share similar goals, pharming uses a special technique from phishing. ??Pharming attacker are targeted on manipulating a system, instead
of tricking people into

reaching to a dangerous web site,?? explains David Emm, principal security man of science at Kaspersky. ??When either a phishing or pharming attacker is
completed by a criminal, they need a similar driving issue to induce victims onto a corrupt location, however the mechanisms during which this is often undertaken
are completely different.??

NEW QUESTION 205

- (Topic 2)

There are multiple cloud deployment options depending on how isolated a customer's resources are from those of other customers. Shared environments share
the costs and allow each customer to enjoy lower operations expenses. One solution Is for a customer to Join with a group of users or organizations to share a
cloud environment. What is this cloud deployment option called?

A. Hybrid
B. Community
C. Public
D. Private

Answer: B

Explanation:

The purpose of this idea is to permit multiple customers to figure on joint projects and applications that belong to the community, where it??s necessary to possess
a centralized clouds infrastructure. In other words, Community Cloud may be a distributed infrastructure that solves the precise problems with business sectors by
integrating the services provided by differing types of clouds solutions.

The communities involved in these projects, like tenders, business organizations, and research companies, specialise in similar issues in their cloud interactions.
Their shared interests may include concepts and policies associated with security and compliance considerations, and therefore the goals of the project also .
Community Cloud computing facilitates its users to spot and analyze their business demands better. Community Clouds could also be hosted during a data center,
owned by one among the tenants, or by a third-party cloud services provider and may be either on- site or off-site.

Community Cloud Examples and Use CasesCloud providers have developed Community Cloud offerings, and a few organizations are already seeing the
advantages . the subsequent list shows a number of the most scenarios of the Community Cloud model that??s beneficial to the participating organizations.

? Multiple governmental departments that perform transactions with each other can have their processing systems on shared infrastructure. This setup makes it
cost- effective to the tenants, and may also reduce their data traffic.
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Benefits of Community CloudsCommunity Cloud provides benefits to organizations within the community, individually also as collectively. Organizations don??t
need to worry about the safety concerns linked with Public Cloud due to the closed user group.

This recent cloud computing model has great potential for businesses seeking cost- effective cloud services to collaborate on joint projects, because it comes with
multiple advantages.

Openness and ImpartialityCommunity Clouds are open systems, and that they remove the dependency organizations wear cloud service providers. Organizations
are able to do many benefits while avoiding the disadvantages of both public and personal clouds.

? Ensures compatibility among each of its users, allowing them to switch properties

consistent with their individual use cases. They also enable companies to interact with their remote employees and support the utilization of various devices, be it a
smartphone or a tablet. This makes this sort of cloud solution more flexible to users?? demands.

? Consists of a community of users and, as such, is scalable in several aspects like

hardware resources, services, and manpower. It takes under consideration demand growth, and you simply need to increase the user-base.

Flexibility and ScalabilityHigh Availability and ReliabilityYour cloud service must be ready to make sure the availability of knowledge and applications in the least
times. Community Clouds secure your data within the same way as the other cloud service, by replicating data and applications in multiple secure locations to
guard them from unforeseen circumstances.

Cloud possesses redundant infrastructure to form sure data is out there whenever and wherever you would like it. High availability and reliability are critical
concerns for any sort of cloud solution.

Security and ComplianceTwo significant concerns discussed when organizations believe cloud computing are data security and compliance with relevant
regulatory authorities. Compromising each other??s data security isn??t profitable to anyone during a Community Cloud.

? the power to dam users from editing and downloading specific datasets.

? Making sensitive data subject to strict regulations on who has access to Sharing sensitive data unique to a specific organization would bring harm to all or any
the members involved.

? What devices can store sensitive data.

Users can configure various levels of security for his or her data. Common use cases:Convenience and ControlConflicts associated with convenience and control
don??t arise during a Community Cloud. Democracy may be a crucial factor the Community Cloud offers as all tenants share and own the infrastructure and make
decisions collaboratively. This setup allows organizations to possess their data closer to them while avoiding the complexities of a personal Cloud.

Less Work for the IT DepartmentHaving data, applications, and systems within the cloud means you are doing not need to manage them entirely. This
convenience eliminates the necessity for tenants to use extra human resources to manage the system. Even during a self-managed solution, the work is split
among the participating organizations. Environment Sustainabilityln the Community Cloud, organizations use one platform for all their needs, which dissuades
them from investing in separate cloud facilities. This shift

introduces a symbiotic relationship between broadening and shrinking the utilization of cloud among clients. With the reduction of organizations using different
clouds, resources are used more efficiently, thus resulting in a smaller carbon footprint.

NEW QUESTION 208

- (Topic 2)

joe works as an it administrator in an organization and has recently set up a cloud computing service for the organization. To implement this service, he reached
out to a telecom company for providing Internet connectivity and transport services between the organization and the cloud service provider, in the NIST cloud
deployment reference architecture, under which category does the telecom company fall in the above scenario?

A. Cloud booker
B. Cloud consumer
C. Cloud carrier
D. Cloud auditor

Answer: C

Explanation:

A cloud carrier acts as an intermediary that provides connectivity and transport of cloud services between cloud consumers and cloud providers.

Cloud carriers provide access to consumers through network, telecommunication and other access devices. for instance, cloud consumers will obtain cloud
services through network access devices, like computers, laptops, mobile phones, mobile web devices (MIDs), etc. The distribution of cloud services is often
provided by network and telecommunication carriers or a transport agent, wherever a transport agent refers to a business organization that provides physical
transport of storage media like high-capacity hard drives.

Note that a cloud provider can started SLAs with a cloud carrier to provide services consistent with the level of SLAs offered to cloud consumers, and will require
the cloud carrier to provide dedicated and secure connections between cloud consumers and cloud providers.

NEW QUESTION 212

- (Topic 2)

Robin, an attacker, is attempting to bypass the firewalls of an organization through the DNS tunneling method in order to exfiltrate data. He is using the NSTX tool
for bypassing the firewalls. On which of the following ports should Robin run the NSTX tool?

A. Port 53
B. Port 23
C. Port 50
D. Port 80

Answer: A

Explanation:

DNS uses Ports 53 which is almost always open on systems, firewalls, and clients to transmit DNS queries. instead of the more familiar Transmission Control
Protocol (TCP) these queries use User Datagram Protocol (UDP) due to its low-latency, bandwidth and resource usage compared TCP-equivalent queries. UDP
has no error or flow-control capabilities, nor does it have any integrity checking to make sure the info arrived intact.How is internet use (browsing, apps, chat etc)
so reliable then? If the UDP DNS query fails (it??s a best-effort protocol after all) within the first instance, most systems will retry variety of times and only after
multiple failures, potentially switch to TCP before trying again; TCP is additionally used if the DNS query exceeds the restrictions of the UDP datagram size —
typically 512 bytes for DNS but can depend upon system settings.Figure 1 below illustrates the essential process of how DNS operates: the client sends a question
string (for example, mail.google[.Jcom during this case) with a particular type — typically A for a number address. 1??ve skipped the part whereby intermediate DNS
systems may need to establish where ??.com?? exists, before checking out where ??google[.Jcom?? are often found, and so on.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 312-50v13 dumps!
rJ CEF’ESE‘IHI‘Ed https://www.certshared.com/exam/312-50v13/ (572 Q&AS)

[ L W T

Tyime A O Seerver
Tl GOOCe GO

7 E—)
[—\. | =

[T Pl v as

Ot Syuntar—

Yroe A
Coge NOUPROR
Neaporae " 234

Many worms and scanners are created to seek out and exploit systems running telnet. Given these facts, it??s really no surprise that telnet is usually seen on the
highest Ten Target Ports list. Several of the vulnerabilities of telnet are fixed. They require only an upgrade to the foremost current version of the telnet Daemon or
OS upgrade. As is usually the case, this upgrade has not been performed on variety of devices. this might flow from to the very fact that a lot of systems
administrators and users don??t fully understand the risks involved using telnet. Unfortunately, the sole solution for a few of telnets vulnerabilities is to completely
discontinue its use. the well-liked method of mitigating all of telnets vulnerabilities is replacing it with alternate protocols like ssh. Ssh is capable of providing many
of an equivalent functions as telnet and a number of other additional services typical handled by other protocols like FTP and Xwindows. Ssh does still have
several drawbacks to beat before it can completely replace telnet. it??s typically only supported on newer equipment. It requires processor and memory resources
to perform the info encryption and decryption. It also requires greater bandwidth than telnet thanks to the encryption of the info . This paper was written to assist
clarify how dangerous the utilization of telnet are often and to supply solutions to alleviate the main known threats so as to enhance the general security of the web
Once a reputation is resolved to an IP caching also helps: the resolved name-to-IP is usually cached on the local system (and possibly on intermediate DNS
servers) for a period of your time . Subsequent queries for an equivalent name from an equivalent client then don??t leave the local system until said cache
expires. Of course, once the IP address of the remote service is understood , applications can use that information to enable other TCP- based protocols, like
HTTP, to try to to their actual work, for instance ensuring internet cat GIFs are often reliably shared together with your colleagues.So, beat all, a couple of dozen
extra UDP DNS queries from an organization??s network would be fairly inconspicuous and will leave a malicious payload to beacon bent an adversary;
commands could even be received to the requesting application for processing with little difficulty.

NEW QUESTION 213

- (Topic 2)

A pen tester is configuring a Windows laptop for a test. In setting up Wireshark, what river and library
are required to allow the NIC to work in promiscuous mode?

A. Libpcap
B. Awinpcap
C. Winprom
D. Winpcap

Answer: D
NEW QUESTION 217

- (Topic 2)
What is the minimum number of network connections in a multi homed firewall?
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Answer: A

NEW QUESTION 222
- (Topic 2)
How does a denial-of-service attack work?

A. A hacker prevents a legitimate user (or group of users) from accessing a service

B. A hacker uses every character, word, or letter he or she can think of to defeat authentication

C. A hacker tries to decipher a password by using a system, which subsequently crashes the network
D. A hacker attempts to imitate a legitimate user by confusing a computer or even another person

Answer: A

NEW QUESTION 225

- (Topic 2)

Nicolas just found a vulnerability on a public-facing system that is considered a zero-day vulnerability. He sent an email to the owner of the public system
describing the problem and how the owner can protect themselves from that vulnerability. He also sent an email to Microsoft informing them of the problem that

their systems are exposed to. What type of hacker is Nicolas?

A. Red hat
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B. white hat
C. Black hat
D. Gray hat

Answer: B

Explanation:

A white hat (or a white hat hacker) is an ethical computer hacker, or a computer security expert, who focuses on penetration testing and in other testing
methodologies that ensures the safety of an organization??s information systems. Ethical hacking may be a term meant to imply a broader category than simply
penetration testing. Contrasted with black hat, a malicious hacker, the name comes from Western films, where heroic and antagonistic cowboys might traditionally
wear a white and a black hat respectively. While a white hat hacker hacks under good intentions with permission, and a black hat hacker, most frequently
unauthorized, has malicious intent, there??s a 3rd kind referred to as a gray hat hacker who hacks with good intentions but sometimes without permission.White
hat hackers can also add teams called ??sneakers and/or hacker clubs??,red teams, or tiger teams.While penetration testing concentrates on attacking software
and computer systems from the beginning — scanning ports, examining known defects in protocols and applications running on the system and patch installations,
as an example — ethical hacking may include other things. A full-blown ethical hack might include emailing staff to invite password details, searching through
executive??s dustbins and typically breaking and entering, without the knowledge and consent of the targets. Only the owners, CEOs and Board Members (stake
holders) who asked for such a censoring of this magnitude are aware. to undertake to duplicate a number of the destructive techniques a true attack might employ,
ethical hackers may arrange for cloned test systems, or organize a hack late in the dark while systems are less critical. In most up-to-date cases these hacks
perpetuate for the long-term con (days, if not weeks, of long-term human infiltration into an organization). Some examples include leaving USB/flash key drives
with hidden auto-start software during a public area as if someone lost the tiny drive and an unsuspecting employee found it and took it.Some other methods of
completing these include:s DoS attackse Social engineering tacticse Reverse engineerings Network securitys Disk and memory forensicse Vulnerability researche
Security scanners such as:— W3af— Nessus— Burp suites Frameworks such as:— Metasploite Training PlatformsThese methods identify and exploit known security
vulnerabilities and plan to evade security to realize entry into secured areas. they??re ready to do that by hiding software and system ??back-doors?? which will
be used as a link to information or access that a non-ethical hacker, also referred to as ??black-hat?? or ??grey-hat??, might want to succeed in .

NEW QUESTION 227
- (Topic 2)
Which utility will tell you in real time which ports are listening or in another state?

A. Netstat
B. TCPView
C. Nmap

D. Loki

Answer: B

NEW QUESTION 231
- (Topic 2)
Which of the following are well known password-cracking programs?

A. LOphtcrack

B. NetCat

C. Jack the Ripper
D. Netbus

E. John the Ripper

Answer: AE

NEW QUESTION 236

- (Topic 2)

Elliot is in the process of exploiting a web application that uses SQL as a back-end database. He??s determined that the application is vulnerable to SQL injection,
and has introduced conditional timing delays into injected queries to determine whether they are successful. What type of SQL injection is Elliot most likely
performing?

A. Error-based SQL injection
B. Blind SQL injection

C. Union-based SQL injection
D. NoSQL injection

Answer: B
NEW QUESTION 239

- (Topic 2)
In Trojan terminology, what is a covert channel?
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A. A channel that transfers information within a computer system or network in a way that violates the security policy
B. A legitimate communication path within a computer system or network for transfer of data

C. Itis a kernel operation that hides boot processes and services to mask detection

D. It is Reverse tunneling technique that uses HTTPS protocol instead of HTTP protocol to establish connections

Answer: A

NEW QUESTION 241

- (Topic 2)

Attacker Rony Installed a rogue access point within an organization's perimeter and attempted to Intrude into its internal network. Johnson, a security auditor,
identified some unusual traffic in the internal network that is aimed at cracking the authentication mechanism. He immediately turned off the targeted network and
tested for any weak and outdated security mechanisms that are open to attack. What is the type of vulnerability assessment performed by Johnson in the above
scenario?

A. Distributed assessment
B. Wireless network assessment
C. Host-based assessment
D. Application assessment

Answer: B

Explanation:

Wireless network assessment determines the vulnerabilities in an organization??s wireless networks. In the past, wireless networks used weak and defective data
encryption mechanisms. Now, wireless network standards have evolved, but many networks still use weak and outdated security mechanisms and are open to
attack. Wireless network assessments try to attack wireless authentication mechanisms and gain unauthorized access. This type of assessment tests wireless
networks and identifies rogue networks that may exist within an organization??s perimeter. These assessments audit client-specified sites with a wireless network.
They sniff wireless network traffic and try to crack encryption keys. Auditors test other network access if they gain access to the wireless network.

Expanding your network capabilities are often done well using wireless networks, but it also can be a source of harm to your data system . Deficiencies in its
implementations or configurations can allow tip to be accessed in an unauthorized manner.This makes it imperative to closely monitor your wireless network while
also conducting periodic Wireless Network assessment.It identifies flaws and provides an unadulterated view of exactly how vulnerable your systems are to
malicious and unauthorized accesses.ldentifying misconfigurations and inconsistencies in wireless implementations and rogue access points can improve your
security posture and achieve compliance with regulatory frameworks.

NEW QUESTION 242

- (Topic 2)

Emily, an extrovert obsessed with social media, posts a large amount of private information, photographs, and location tags of recently visited places. Realizing
this. James, a professional hacker, targets Emily and her acquaintances, conducts a location search to detect their geolocation by using an automated tool, and
gathers information to perform other sophisticated attacks. What is the tool employed by James in the above scenario?

A. ophcrack

B. Hootsuite
C. VisualRoute
D. HULK

Answer: B

Explanation:

Hootsuite may be a social media management platform that covers virtually each side of a social media manager??s role.

With only one platform users area unit ready to do the easy stuff like reverend cool content and schedule posts on social media in all the high to managing team
members and measure ROI.

There area unit many totally different plans to decide on from, from one user set up up to a bespoken enterprise account that??s appropriate for much larger
organizations.

Conducting location search on social media sites such as Twitter, Instagram, and Facebook helps attackers to detect the geolocation of the target. This information
further helps attackers to perform various social engineering and non-technical attacks. Many online tools such as Followerwonk, Hootsuite, and Sysomos are
available to search for both geotagged and non-geotagged information on social media sites. Attackers search social media sites using these online tools using
keywords, usernames, date, time, and so on...

NEW QUESTION 246

- (Topic 2)

Yancey is a network security administrator for a large electric company. This company provides power for over 100, 000 people in Las Vegas. Yancey has worked
for his company for over 15 years and has become very successful. One day, Yancey comes in to work and finds out that the company will be downsizing and he
will be out of a job in two weeks. Yancey is very angry and decides to place logic bombs, viruses, Trojans, and backdoors all over the network to take down the
company once he has left. Yancey does not care if his actions land him in jail for 30 or more years, he just wants the company to pay for what they are doing to
him.

What would Yancey be considered?

A. Yancey would be considered a Suicide Hacker

B. Since he does not care about going to jail, he would be considered a Black Hat

C. Because Yancey works for the company currently; he would be a White Hat

D. Yancey is a Hacktivist Hacker since he is standing up to a company that is downsizing

Answer: A

NEW QUESTION 250

- (Topic 2)

An attacker redirects the victim to malicious websites by sending them a malicious link by email. The link appears authentic but redirects the victim to a malicious

web page, which allows the attacker to steal the victim's data. What type of attack is this?

A. Phishing
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B. Vlishing
C. Spoofing
D. DDoS

Answer: A

Explanation:

https://en.wikipedia.org/wiki/Phishing

Phishing is a type of social engineering attack often used to steal user data, including login credentials and credit card numbers. It occurs when an attacker,
masquerading as a trusted entity, dupes a victim into opening an email, instant message, or text message. The recipient is then tricked into clicking a malicious
link, which can lead to the installation of malware, the freezing of the system as part of a ransomware attack, or the revealing of sensitive information.

An attack can have devastating results. For individuals, this includes unauthorized purchases, the stealing of funds, or identify theft.

Moreover, phishing is often used to gain a foothold in corporate or governmental networks as a part of a larger attack, such as an advanced persistent threat (APT)
event. In this latter

scenario, employees are compromised in order to bypass security perimeters, distribute malware inside a closed environment, or gain privileged access to secured
data.

An organization succumbing to such an attack typically sustains severe financial losses in addition to declining market share, reputation, and consumer trust.
Depending on the scope, a phishing attempt might escalate into a security incident from which a business will have a difficult time recovering.

NEW QUESTION 255
- (Topic 2)
This TCP flag instructs the sending system to transmit all buffered data immediately.

A. SYN
B. RST
C. PSH
D. URG
E. FIN

Answer: C

NEW QUESTION 259

- (Topic 2)

Andrew is an Ethical Hacker who was assigned the task of discovering all the active devices hidden by a restrictive firewall in the IPv4 range in a given target
network.

Which of the following host discovery techniques must he use to perform the given task?

A. UDP scan

B. TCP Maimon scan
C. arp ping scan

D. ACK flag probe scan

Answer: C

Explanation:

One of the most common Nmap usage scenarios is scanning an Ethernet LAN. Most LANs, especially those that use the private address range granted by RFC
1918, do not always use the overwhelming majority of IP addresses. When Nmap attempts to send a raw IP packet, such as an ICMP echo request, the OS must
determine a destination hardware (ARP) address, such as the target IP, so that the Ethernet frame can be properly addressed. .. This is required to issue a series
of ARP requests. This is best illustrated by an example where a ping scan is attempted against an Area Ethernet host. The —send-ip option tells Nmap to send IP-
level packets (rather than raw Ethernet), even on area networks. The Wireshark output of the three ARP requests and their timing have been pasted into the
session.

Raw IP ping scan example for offline targetsThis example took quite a couple of seconds to finish because the (Linux) OS sent three ARP requests at 1 second
intervals before abandoning the host. Waiting for a few seconds is excessive, as long as the ARP response usually arrives within a few milliseconds. Reducing this
timeout period is not a priority for OS vendors, as the overwhelming majority of packets are sent to the host that actually

exists. Nmap, on the other hand, needs to send packets to 16 million IP s given a target like 10.0.0.0/8. Many targets are pinged in parallel, but waiting 2 seconds
each is very delayed.

There is another problem with raw IP ping scans on the LAN. If the destination host turns out to be unresponsive, as in the previous example, the source host
usually adds an incomplete entry for that destination IP to the kernel ARP table. ARP tablespaces are finite and some operating systems become unresponsive
when full. If Nmap is used in rawlP mode (—send-ip), Nmap may have to wait a few minutes for the ARP cache entry to expire before continuing host discovery.
ARP scans solve both problems by giving Nmap the highest priority. Nmap issues raw ARP requests and handles retransmissions and timeout periods in its sole
discretion. The system ARP cache is bypassed. The example shows the difference. This ARP scan takes just over a tenth of the time it takes for an equivalent IP.
Example b ARP ping scan of offline target

In example b, neither the -PR option nor the -send-eth option has any effect. This is often because ARP has a default scan type on the Area Ethernet network
when scanning Ethernet hosts that Nmap discovers. This includes traditional wired Ethernet as 802.11 wireless networks. As mentioned above, ARP scanning is
not only more efficient, but also more accurate. Hosts frequently block IP-based ping packets, but usually cannot block ARP requests or responses and
communicate over the network.Nmap uses ARP instead of all targets on equivalent targets, even if different ping types (such as -PE and -PS) are specified. LAN..
If you do not need to attempt an ARP scan at all, specify —send-ip as shown in Example a ??Raw IP Ping Scan for Offline Targets??.

If you give Nmap control to send raw Ethernet frames, Nmap can also adjust the source MAC address. If you have the only PowerBook in your security conference
room and a large ARP scan is initiated from an Apple-registered MAC address, your head may turn to you. Use the —spoof-mac option to spoof the MAC address
as described in the MAC Address Spoofing section.
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NEW QUESTION 264

- (Topic 2)

You need a tool that can do network intrusion prevention and intrusion detection, function as a network sniffer, and record network activity, what tool would you
most likely select?

A. Nmap

B. Cain & Abel
C. Nessus

D. Snort

Answer: D

NEW QUESTION 269

- (Topic 2)

John wants to send Marie an email that includes sensitive information, and he does not trust the network that he is connected to. Marie gives him the idea of using
PGP. What should John do to communicate correctly using this type of encryption?

A. Use his own public key to encrypt the message.
B. Use Marie's public key to encrypt the message.
C. Use his own private key to encrypt the message.
D. Use Marie's private key to encrypt the message.

Answer: B

Explanation:

When a user encrypts plaintext with PGP, PGP first compresses the plaintext. The session key works with a very secure, fast conventional encryption algorithm to
encrypt the plaintext; the result is ciphertext. Once the data is encrypted, the session key is then encrypted to the recipient's public key
https://en.wikipedia.org/wiki/Pretty Good_Privacy

Pretty Good Privacy (PGP) is an encryption program that provides cryptographic privacy and authentication for data communication. PGP is used for signing,
encrypting, and decrypting texts, e-mails, files, directories, and whole disk partitions and to increase the security of e-mail communications.

PGP encryption uses a serial combination of hashing, data compression, symmetric-key cryptography, and finally public-key cryptography; each step uses one of
several supported algorithms. Each public key is bound to a username or an e-mail address.

https://en.wikipedia.org/wiki/Public-key_cryptography

Public key encryption uses two different keys. One key is used to encrypt the information and the other is used to decrypt the information. Sometimes this is
referred to as asymmetric encryption because two keys are required to make the system and/or process work securely. One key is known as the public key and
should be shared by the owner with

anyone who will be securely communicating with the key owner. However, the owner??s secret key is not to be shared and considered a private key. If the private
key is shared with unauthorized recipients, the encryption mechanisms protecting the information must be considered compromised.

NEW QUESTION 271
- (Topic 2)
what is the port to block first in case you are suspicious that an loT device has been compromised?

A. 22

B. 443
C. 48101
D. 80

Answer: C

Explanation:

TCP port 48101 uses the Transmission management Protocol. transmission control protocol is one in all the most protocols in TCP/IP networks. transmission
control protocol could be a connection-oriented protocol, it needs acknowledgement to line up end- to-end communications. only a association is about up user??s
knowledge may be sent bi- directionally over the association.

Attention! transmission control protocol guarantees delivery of knowledge packets on port 48101 within the same order during which they were sent. bonded
communication over transmission control protocol port 48101 is that the main distinction between transmission control protocol and UDP. UDP port 48101
wouldn??t have bonded communication as transmission control protocol.

UDP on port 48101 provides Associate in Nursing unreliable service and datagrams might arrive duplicated, out of order, or missing unexpectedly. UDP on port
48101 thinks that error checking and correction isn??t necessary or performed within the application, avoiding the overhead of such process at the network
interface level.

UDP (User Datagram Protocol) could be a borderline message-oriented Transport Layer protocol (protocol is documented in IETF RFC 768).

Application examples that always use UDP: vocalisation IP (VolP), streaming media and period multiplayer games. several internet applications use UDP, e.g. the
name System (DNS), the Routing info Protocol (RIP), the Dynamic Host Configuration Protocol (DHCP), the straightforward Network Management Protocol
(SNMP).

NEW QUESTION 272

- (Topic 2)

Techno Security Inc. recently hired John as a penetration tester. He was tasked with identifying open ports in the target network and determining whether the ports
are online and any firewall rule sets are encountered. John decided to perform a TCP SYN ping scan on the target network. Which of the following Nmap
commands must John use to perform the TCP SYN ping scan?

A. nmap -sn -pp < target ip address >

B. nmap -sn -PO < target IP address >
C. nmap -sn -PS < target IP address >
D. nmap -sn -PA < target IP address >

Answer: C

Explanation:
https://hub.packtpub.com/discovering-network-hosts-with-tcp-syn-and-tcp-ack-ping-scans-in-nmaptutorial/
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NEW QUESTION 274

- (Topic 2)

You are performing a penetration test for a client and have gained shell access to a Windows machine on the internal network. You intend to retrieve all DNS
records for the internal domain, if the DNS server is at 192.168.10.2 and the domain name is abccorp.local, what command would you type at the nslookup prompt
to attempt a zone transfer?

A. list server=192.168.10.2 type=all

B. is-d abccorp.local

C. Iserver 192.168.10.2-t all

D. List domain=Abccorp.local type=zone

Answer: B

NEW QUESTION 277

- (Topic 2)

Robin, a professional hacker, targeted an organization's network to sniff all the traffic. During this process.

Robin plugged in a rogue switch to an unused port in the LAN with a priority lower than any other switch in the network so that he could make it a root bridge that
will later allow him to

sniff all the traffic in the network.

What is the attack performed by Robin in the above scenario?

A. ARP spoofing attack
B. VLAN hopping attack
C. DNS poisoning attack
D. STP attack

Answer: D

Explanation:

STP prevents bridging loops in a redundant switched network environment. By avoiding loops, you can ensure that broadcast traffic does not become a traffic
storm. STP is a hierarchical tree-like topology with a ??root?? switch at the top. A switch is elected as root based on the lowest configured priority of any switch (0
through 65,535). When a switch boots up, it begins a process of identifying other switches and determining the root bridge. After a root bridge is elected, the
topology is established from its perspective of the connectivity. The switches determine the path to the root bridge, and all redundant paths are blocked. STP
sends configuration and topology change natifications and acknowledgments (TCN/TCA) using bridge protocol data units (BPDU).

An STP attack involves
an attacker spoofing the root bridge in the topology. The attacker broadcasts out an STP configuration/topology change BPDU in an attempt to force an STP
recalculation. The BPDU sent out announces that the attacker??s system has a lower bridge priority. The attacker can then see a variety of frames forwarded from
other switches to it. STP recalculation may also cause a denial-of-service (DoS) condition on the network by causing an interruption of 30 to 45 seconds each time
the root bridge changes. An attacker using STP network topology changes to force its host to be elected as the root bridge.
switch

NEW QUESTION 281

- (Topic 2)

While testing a web application in development, you notice that the web server does not properly ignore the ??dot dot slash?? (../) character string and instead
returns the file listing of a folder structure of the server.

What kind of attack is possible in this scenario?

A. Cross-site scripting
B. Denial of service
C. SQL injection

D. Directory traversal

Answer: D

Explanation:

Appropriately controlling admittance to web content is significant for running a safe web worker. Index crossing or Path Traversal is a HTTP assault which permits
aggressors to get to limited catalogs and execute orders outside of the web worker??s root registry. Web workers give two primary degrees of security instruments
? Access Control Lists (ACLS)

? Root index

An Access Control List is utilized in the approval cycle. It is a rundown which the web worker??s manager uses to show which clients or gatherings can get to,
change or execute specific records on the worker, just as other access rights.

The root registry is a particular index on the worker record framework in which the clients are kept. Clients can??t get to anything over this root.

For instance: the default root registry of 1IS on Windows is C:\Inetpub\wwwroot and with this arrangement, a client doesn??t approach C:\Windows yet approaches
C:\Inetpub\wwwroot\news and some other indexes and documents under the root catalog (given that the client is confirmed by means of the ACLS).

The root index keeps clients from getting to any documents on the worker, for example, C:\WINDOWS/system32/win.ini on Windows stages and the/and so
on/passwd record on Linux/UNIX stages.

This weakness can exist either in the web worker programming itself or in the web application code.

To play out a registry crossing assault, all an assailant requires is an internet browser and some information on where to aimlessly discover any default documents
and registries on the framework.

What an assailant can do if your site is defenselessWith a framework defenseless against index crossing, an aggressor can utilize this weakness to venture out of
the root catalog and access different pieces of the record framework. This may enable the assailant to see confined documents, which could give the aggressor
more data needed to additional trade off the framework.

Contingent upon how the site access is set up, the aggressor will execute orders by mimicking himself as the client which is related with ??the site??. Along these
lines everything relies upon what the site client has been offered admittance to in the framework. lllustration of a Directory Traversal assault by means of web
application codeln web applications with dynamic pages, input is generally gotten from programs through GET or POST solicitation techniques. Here is an
illustration of a HTTP GET demand URL

GET http://test.webarticles.com/show.asp?view=oldarchive.html HTTP/1.1 Host: test.webarticles.com

With this URL, the browser requests the dynamic page show.asp from the server and with it also sends the parameter view with the value of oldarchive.html. When
this request is

executed on the web server, show.asp retrieves the file oldarchive.html from the server??s file system, renders it and then sends it back to the browser which
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displays it to the user.

The attacker would assume that show.asp can retrieve files from the file system and sends the following custom URL.

GET http://test.webarticles.com/show.asp?view=../../../../../Windows/system.ini HTTP/1.1 Host: test.webarticles.com

This will cause the dynamic page to retrieve the file system.ini from the file system and display it to the user. The expression ../ instructs the system to go one
directory up which is commonly used as an operating system directive. The attacker has to guess how many directories he has to go up to find the Windows folder
on the system, but this is easily done

by trial and error.

Example of a Directory Traversal attack via web serverApart from vulnerabilities in the code, even the web server itself can be open to directory traversal attacks.
The problem can either be incorporated into the web server software or inside some sample script files left available on the server.

The vulnerability has been fixed in the latest versions of web server software, but there are web servers online which are still using older versions of 1IS and
Apache which might be open to directory traversal attacks. Even though you might be using a web server software version that has fixed this vulnerability, you
might still have some sensitive default script directories exposed which are well known to hackers.

For example, a URL request which makes use of the scripts directory of 1IS to traverse directories and execute a command can be

GET http://server.com/scripts/..%5c../Windows/System32/cmd.exe?/c+dir+c:\ HTTP/1.1 Host: server.com

The request would return to the user a list of all files in the C:\ directory by executing the cmd.exe command shell file and run the command dir c:\ in the shell.
The %5c expression that is in the URL request is a web server escape code which is used to represent normal characters. In this case %5c represents the
character \.

Newer versions of modern web server software check for these escape codes and do not let them through. Some older versions however, do not filter out these
codes in the root directory enforcer and will let the attackers execute such commands.

NEW QUESTION 285
- (Topic 2)
Which type of sniffing technique is generally referred as MiTM attack?

MAC Flooding
DNS Poisoning

ARP Poisoning

Attacker

DHCP Attacks

Password Sniffing

Spoofing Attack

A. Password Sniffing
B. ARP Poisoning
C. Mac Flooding

D. DHCP Sniffing

Answer: B

NEW QUESTION 287
- (Topic 2)
You are programming a buffer overflow exploit and you want to create a NOP sled of 200 bytes in the program exploit.c
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char shellcode|[]
"\x31\xcO0\xb0\x46\x31\xdb\x31\xcS\xcd\x80\xeb\x16\x5b\x31\xc0”
“"\x88\x43\x07\x89\x5b\x08\x89\x43\x0c\xb0\x0b\x8d\x4b\x08\x84”
"\ x53\x0c\xcd\x80\xe8\xeS\xff\xff\xff\x2f\x62\x69\x6e\x2f\x73"
“AX68Y;

What is the hexadecimal value of NOP instruction?

A. 0x60
B. 0x80
C. 0x70
D. 0x90

Answer: D

NEW QUESTION 289

- (Topic 2)

During the enumeration phase. Lawrence performs banner grabbing to obtain information such as OS details and versions of services running. The service that he
enumerated runs directly on TCP port 445.

Which of the following services is enumerated by Lawrence in this scenario?

A. Server Message Block (SMB)
B. Network File System (NFS)
C. Remote procedure call (RPC)
D. Telnet

Answer: A

Explanation:

Worker Message Block (SMB) is an organization document sharing and information texture convention. SMB is utilized by billions of gadgets in a different
arrangement of working frameworks, including Windows, MacOS, iOS , Linux, and Android. Customers use SMB to get to information on workers. This permits
sharing of records, unified information the board, and brought down capacity limit needs for cell phones. Workers additionally use SMB as a feature of the Software-
characterized Data Center for outstanding burdens like grouping and replication.

Since SMB is a far off record framework, it requires security from assaults where a Windows PC may be fooled into reaching a pernicious worker running inside a
confided in organization or to a far off worker outside the organization edge. Firewall best practices and arrangements can upgrade security keeping malevolent
traffic from leaving the PC or its organization.

For Windows customers and workers that don??t have SMB shares, you can obstruct all inbound SMB traffic utilizing the Windows Defender Firewall to keep far

off associations from malignant or bargained gadgets. In the Windows Defender Firewall, this incorporates the accompanying inbound principles.

Pinrre Profile tnabled

You should also create a new blocking rule to override any other inbound firewall rules. Use the following suggested settings for any Windows clients or servers
that do not host SMB Shares:

? Name: Block all inbound SMB 445

? Description: Blocks all inbound SMB TCP 445 traffic. Not to be applied to domain controllers or computers that host SMB shares.

? Action: Block the connection

? Programs: All

? Remote Computers: Any

? Protocol Type: TCP

? Local Port: 445

? Remote Port: Any

? Profiles: All

? Scope (Local IP Address): Any

? Scope (Remote IP Address): Any

? Edge Traversal: Block edge traversal

You must not globally block inbound SMB traffic to domain controllers or file servers. However, you can restrict access to them from trusted IP ranges and devices
to lower their attack surface. They should also be restricted to Domain or Private firewall profiles and not allow Guest/Public traffic.

NEW QUESTION 294
- (Topic 2)
What does the following command in netcat do? nc -l -u -p55555 < /etc/passwd
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A. logs the incoming connections to /etc/passwd file

B. loads the /etc/passwd file to the UDP port 55555

C. grabs the /etc/passwd file when connected to UDP port 55555

D. deletes the /etc/passwd file when connected to the UDP port 55555

Answer: C

NEW QUESTION 295

- (Topic 2)

in an attempt to increase the security of your network, you Implement a solution that will help keep your wireless network undiscoverable and accessible only to
those that know It. How do you accomplish this?

A. Delete the wireless network
B. Remove all passwords

C. Lock all users

D. Disable SSID broadcasting

Answer: D

Explanation:

The SSID (service set identifier) is the name of your wireless network.

SSID broadcast is how your router transmits this name to surrounding devices. Its primary function is to make your network visible and easily accessible. Most
routers broadcast their SSIDs automatically. To disable or enable SSID broadcast, you need to change your router??s settings.

Disabling SSID broadcast will make your Wi-FI network name invisible to other users. However, this only hides the name, not the network itself. You cannot
disguise the router's activity, so hackers can still attack it.

With your network invisible to wireless devices, connecting becomes a bit more complicated. Just giving a Wi-FI password to your guests is no longer enough.
They have to configure their settings manually by including the network name, security mode, and other relevant info.

Disabling SSID might be a small step towards online security, but by no means should it be your final one. Before considering it as a security measure, consider
the following aspects:

- Disabling SSID broadcast will not hide your network completely

Disabling SSID broadcast only hides the network name, not the fact that it exists. Your router constantly transmits so-called beacon frames to announce the
presence of a wireless network. They contain essential information about the network and help the device connect.

- Third-party software can easily trace a hidden network

Programs such as NetStumbler or Kismet can easily locate hidden networks. You can try using them yourself to see how easy it is to find available networks —
hidden or not.

- You might attract unwanted attention.

Disabling your SSID broadcast could also raise suspicion. Most of us assume that when somebody hides something, they have a reason to do so. Thus, some
hackers might be attracted to your network.

NEW QUESTION 296

- (Topic 2)

Ethical backer jane Doe is attempting to crack the password of the head of the it department of ABC company. She Is utilizing a rainbow table and notices upon
entering a password that extra characters are added to the password after submitting. What countermeasure is the company using to protect against rainbow
tables?

A. Password key hashing
B. Password salting

C. Password hashing

D. Account lockout

Answer: B

Explanation:

Passwords are usually delineated as ??hashed and salted??. salting is simply the addition of a unique, random string of characters renowned solely to the site to
every parole before it??s hashed, typically this ??salt?? is placed in front of each password.

The salt value needs to be hold on by the site, which means typically sites use the same salt for each parole. This makes it less effective than if individual salts are
used.

The use of unique salts means that common passwords shared by multiple users — like ??123456?7? or ??password?? — aren??t revealed revealed when one such
hashed password is known — because despite the passwords being the same the immediately and hashed values are not.

Large salts also protect against certain methods of attack on hashes, including rainbow tables or logs of hashed passwords previously broken.

Both hashing and salting may be repeated more than once to increase the issue in breaking the security.

NEW QUESTION 298

- (Topic 2)

You have retrieved the raw hash values from a Windows 2000 Domain Controller. Using social engineering, you come to know that they are enforcing strong
passwords. You understand that all users are required to use passwords that are at least 8 characters in length. All passwords must also use 3 of the 4 following
categories: lower case letters, capital letters, numbers and special characters. With your existing knowledge of users, likely user account names and the possibility
that they will choose the easiest passwords possible, what would be the fastest type of password cracking attack you can run against these hash values and still
get results?

A. Online Attack

B. Dictionary Attack
C. Brute Force Attack
D. Hybrid Attack

Answer: D

NEW QUESTION 303
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