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NEW QUESTION 1

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features, Q 8
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. 0 O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. & o
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features, Q Q
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. 2 O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. & L8
NEW QUESTION 2
HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
« s used to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation.
Data loss prevention (DLP)
eDiscovery
A resource lock
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

+ Is used to identify, hold, and export electronic
Customer Lockbox inforrnation that might be used in an investigation

jon (DLF)
eDiscovery
resource [oc

NEW QUESTION 3

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

You can manage Microsoft Intune by using the v

Azure Active Directory admin center.
Microsoft 365 compliance center,
Microsoft 365 security center.

Microsoft Endpoint Manager admin center.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area

You can manage Microsoft Intune by using the

NEW QUESTION 4
HOTSPOT

Azure Active Directory admin center.
Microsoft 365 compliance center,
Microsoft 365 security center.

Microsoft Endpoint Manager admin center.

Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Federation is used to establish

NEW QUESTION 5

v

multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection

w

multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection

between organizations.

between organizations.

Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such as International Organization for

Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center

B. Azure Cost Management + Billing
C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center

Answer: C

NEW QUESTION 6
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Ne
Verify explicitly is one of the guiding principles of Zero Trust. o O
Assume breach is one of the guiding principles of Zero Trust ] O
The Zero Trust security model assurnes that a firewall secures the internal network from 8] 9]
external threats,
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Yes
Verify explicitly is one of the guiding principles of Zero Trust. 5]
Assume breach is one of the guiding principles of Zero Trust. ]
The Zero Trust security model assurnes that a firewall secures the internal network from O

external threats,

NEW QUESTION 7

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. o ]
Transparency is a key privacy principle of Microsoft. o o
Shared responsibility is a key privacy principle of Microsoft. © O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. Q O
Transparency is a key privacy principle of Microsoft, | O
Shared responsibility is a key privacy principle of Microsoft. © (&)

NEW QUESTION 8
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: A

NEW QUESTION 9

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
You can create custom roles in Azure Active Directory (Azure AD). O O
Global administrator is a role in Azure Active Directory (Azure AD). O O
An Azure Active Directory (Azure AD) user can be assigned only one role. © O
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Yes No
You can create custom roles in Azure Active Directory (Azure AD). O O
Global administrator is a role in Azure Active Directory (Azure AD) O O
An Azure Active Directory (Azure AD) user can be assigned only onerole, O O

NEW QUESTION 10
What is the purpose of Azure Active Directory (Azure AD) Password Protection?

A. to control how often users must change their passwords

B. to identify devices to which users can sign in without using multi-factor authentication (MFA)
C. to encrypt a password by using globally recognized encryption standards

D. to prevent users from using specific words in their passwords

Answer: D

NEW QUESTION 10

Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no longer require membership in

a group?

A. access reviews

B. managed identities

C. conditional access policies
D. Azure AD ldentity Protection

Answer: A

NEW QUESTION 13

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal. 0O @)
Conditional access policies apply before first-factor authentication is O ®
complete.
Conditional access policies can trigger multi-factor authentication 0 @)

(MFA) if a user aftempts to access a specific application

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal 0 O
Conditional access policies apply before first-factor authentication is 0 0
complete.
Conditional access policies can trigger multi-factor authentication @ @)

(MFA)If a user attempls to access a specific application

NEW QUESTION 15
HOTSPOT
Select the answer that correctly completes the sentence.
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Hot Area:
Answer Area

« is & cloud-based solution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, detect, and investigate advanced threats,

Microsoft Defender for Endpoint
Microsoit Defender for identity
Microsoft Defender for Office 365

A. Mastered
B. Not Mastered
Answer: A

Explanation:
Answer Area

« is a cloud-based solution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, detect, and investigate advanced threats,

Microsoft Defender for Endpoint
Microsoft Defender for identity
Microsoft Detender for Office 365

NEW QUESTION 19
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Azure Active Directory (Azure AD) is

LISE:d far aL.I‘thEHtlEETIDF‘I E.n'd Eil.ﬂhﬂri?.atmn an tﬂen"w prmde'
a management group

an extended detection and respaonse (XDR) system

a security information and event management (SIEM) system

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Azure Active Directory (Azure AD) is

used for authentication and authonzation. | an identity provider
a management group

an extended detection and response (XDR) system

a secunty information and event management (SIEM) system

NEW QUESTION 20

Which Azure Active Directory (Azure AD) feature can you use to provide just-in-time (JIT) access to manage Azure resources?

A. conditional access policies

B. Azure AD ldentity Protection

C. Azure AD Privileged Identity Management (PIM)
D. authentication method policies

Answer: C

NEW QUESTION 25

HOTSPOT

Select the answer that correctly completes the sentence.
Hot Area:

Answer Area

Azure DDoS Protection Standard can be used to protect

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

Azure DDoS Protection Standard can be used to protect

Azure Active Directory (Azure AD) applications.

Azure Active Directory (Azure AD) users.

FESOUICe groups.
virtual networks.

NEW QUESTION 30

What should you use in the Microsoft 365 security center to view security trends and track the protection status of identities?

A. Attack simulator
B. Reports

C. Hunting

D. Incidents

Answer: B
NEW QUESTION 33

DRAG DROP
Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more than once, or not at all.

NOTE: Each correct match is worth one point.
Select and Place:

Services Answer Area
Agure Bastion Provides Network Address Translation (NAT) services
Agure Firewall
Provides secure and seamless Remote Desidop
Metwork security group (NSG) conneCtivity 10 AZure virtual machines
Provides traffic filtering that can be applied to specific
network interfaces on a virtual network
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Services Answer Area
Azure Bastion Azure Firewall Provides Network Address Translation (NAT) services
Agure Firewall
Arure Bastion Provides secure and seamless Remote Deskiop
Network security group (N5SG) conneCtivity 1o Arure virtual machines

Metwork security group (NSG) Provadies traffic iltening that can be applied to specific

network interlaces on a virtual networl

NEW QUESTION 38

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements

Azure Defender can detect vulnerabilities and threats for Azure Storage.
Cloud Security Posture Management (CSPM) is available for all Azure subscriplions.
Azure Security Center can evaluate the security of workloads deployed to AZure or on-
premises.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Statements Yes Mo
Azure Defender can detect vulnerabilities and threats for Azure Storage. o Q
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. ) O
Azure Security Center can evaluate the security of workloads deployed to Azure or on- 'S O

premises,

NEW QUESTION 40

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Sensitivity labels can be used to encrypt documents. O @)
Sensitivity labels can add headers and footers to documents. O O
Sensitivity labels can apply watermarks to emails. O O
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Box 1: Yes -

You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent unauthorized people from accessing this
data.

Box 2: Yes -

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers to documents that have the label applied.
Box 3: Yes -

You can use sensitivity labels to mark the content when you use Office apps, by adding headers, or footers to email that have the label applied.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 44
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B

NEW QUESTION 47

What is a use case for implementing information barrier policies in Microsoft 3657

A. to restrict unauthenticated access to Microsoft 365

B. to restrict Microsoft Teams chats between certain groups within an organization

C. to restrict Microsoft Exchange Online email between certain groups within an organization

D. to restrict data sharing to external email recipients

Answer: B

NEW QUESTION 50
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