\i/ Exam Recommend!! Get the Full 350-601 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/350-601-exam-dumps.html (455 New Questions)

Cisco
Exam Questions 350-601

Implementing and Operating Cisco Data Center Core Technologies

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\"/ Exam Recommend!! Get the Full 350-601 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/350-601-exam-dumps.html (455 New Questions)

NEW QUESTION 1

A customer wants to offload some of its order processing to a public cloud environment. The customer environment is based on Cisco ACI and uses Puppet with
containenzed applications. The operations team requires a solution to orchestrate and optimize the cost of the new solution. Which product must be used to meet
these requirements?

A. Cisco Intersight

B. Cisco Workload Optimization Manager
C. Cisco CloudCenter

D. Cisco Data Center Network Manager

Answer: C

Explanation:

https://www.cisco.com/c/dam/en/us/products/collateral/cloud-systems-management/cloudcenter/white-paper-c1l

- Enforce multicloud governance by guiding user decisions to reduce risk

- Securely automate deployment to reduce manual effort and get consistent results

- Increase feature velocity via integration with developer tools to accelerate time to market (CI/CD = Puppet, Chef, and Ansible).
- Optimize cloud consumption to cut pay-per-use cloud costs
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/cloudcenter-suite/datasheet-c78

NEW QUESTION 2
An engineer mus! configure HSRP protocol on two Cisco Nexus 9000 Series Switches running a virtual port channel. In addition, the HSRP implementation must
meet these requirements:

> It must allow more than 500 groups.
> switch 1 must act as the primary switch.

> Both switches must use a user-defined hardware address.

Drag and drop the commands from the right to complete a configuration of the HSRP on the left. The commands are used more than once. Not all commands are
used.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Switch 1:

Box 1 = hsrp version 2

Box 2 = priority 100

Box 3 = mac-address 6000.6000.6000
Switch 2:

Box 1 = hsrp version 2

Box 2 = priority 255

Box 3 = mac-address 6000.6000.6000

NEW QUESTION 3
An engineer must configure a Cisco UCS domain for monitoring and management by the Cisco Intersight SaaS platform. After the setup is complete,
administrators must have full control to configure the device through Cisco UCS Manager and Intersight. Which set of actions accomplishes this task?

A. Configure Devce Connector Access Mode as Allow Control in Device Console Claim the device on Intersight as UCSM Managed Mode.

B. Configure Device Connector Access Mode as Allow Control in Cisco UCS Manager Claim the device on intersightc as Intersight Managed Mode
C. Configure Device Connector Access Moao as Allow Control in Device Consol

D. Claim the device on intersight as Intersight Managed Mode

E. Configure Device Connector Access Mode as Allow Control in Cisco UCS Manager Claim the device on intersight as UCSM Managed Mode
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F. Option A
G. Option B
H. Option C
I. Option D

Answer: C

NEW QUESTION 4
Refer to the exhibit.
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All switches are configured with the default OSPF priority. Which configuration should be applied to ensure that the SW2 Cisco Nexus switch controls the LSA
floods and advertises the network to the remaining nodes in the OSPFv2 area?

A. SW2# configure terminal SW2 (config)# interface ethernet 1/1 SW2 (config-if)# ip ospf priority 255
B. SW2# configure terminal SW2 (config)# interface ethernet 1/1 SW2 (config-if)# ip ospf priority 1
C. SW2# configure terminal SW2 (config)# router ospf 1 SW2 (config-router)# router-id 10.10.10.22
D. SW2# configure terminal SW2 (config)# interface ethernet 1/1 SW2 (config-if)# ip ospf priority O

Answer: A

Explanation:
Priority in OSPF is mainly used to influence/determine a designated router/backup designated router for a network. By default, the priority is 1 on all routers. A
router with a high priority will always win the DR/BDR election process.

NEW QUESTION 5
A server engineer wants to control power uses on a Cisco UCS C-series rack server down to the component level. Which two components support specific power
limits? (Choose two.)

A. memory

B. graphic card

C. processor

D. network controller
E. storage controller

Answer: AC

NEW QUESTION 6
Which two methods are available to Manage an ACI REST API session authentication when a user is unauthenticated?

A. POST to aaalogin

B. POST to aaaUserLogin
C. GET aaaRefresh

D. GET to aaaListDomains
E. DELETE to aaalogout

Answer: AC

Explanation:

These API methods enable you to manage session authentication:

aaalogin —Sent as a POST message, this method logs in a user and opens a session. The message body contains an aaa:User object with the name and
password attributes, and the response contains a session token and cookie. If multiple AAA login domains are configured, you must prepend the user's name with
apic: domain\\ .

aaaRefresh —Sent as a GET message with no message body or as a POST message with the aaalLogin message body, this method resets the session timer. The
response contains a new session token and cookie.

aaalLogout —Sent as a POST message, this method logs out the user and closes the session. The message body contains an aaa:User object with the name
attribute. The response contains an empty data structure.

aaaListDomains —Sent as a GET message, this method returns a list of valid AAA login domains. You can send this message without logging in.
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1 x/ b_Cisco_APIC_REST_API_Configuration_Guide/
b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html

NEW QUESTION 7
Where does the witness VM reside in a Cisco Hyperflex Edge deployment?

A. Windows application

B. Hyper Rex Data Platform
C. Cisco Intersight

D. local HyperFlex datastore

Answer: C

NEW QUESTION 8

A storage administrator notices an increasing number of storage targets that unexpectedly reach capacity, causing periodic service interruptions The administrator
must now create and submit a daily report of the environment that shows the status of the storage targets with the highest capacities Which solution provides this
information?

A. Nagios Core with OpManager

B. Cisco DCNM with SAN Insight

C. SolarWinds with Slow Drain Analysis

D. Cisco Intersight with Slow Drain Analysis

Answer: D

NEW QUESTION 9
A network engineer is deploying a cisco ALL-flash hyperflex solution. Which local storage configuration is required for the operating system and persistent logging?

A. Two solid state drives
B. Two SATA drives

C. One SATA drive

D. One solid state drive

Answer: D

NEW QUESTION 10
What is required for using puppet in a Cisco NX-OS environment?

A. Open Agent Container

B. XML management interface
C. NX-API

D. OpenNP

Answer: A

NEW QUESTION 10
Which two authentication types does Cisco UCS Manager support when configuration authentication? (Choose two.)

A. local

B. LDAP

C. 802.1X
D. Kerberos
E. PAM

Answer: AB

Explanation:
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin- Management/3-2/b_Cisco_UCS_Admin_Mgmt_Guide_3_ 2/
b _Cisco_UCS Admin_Mgmt Guide_3 2 chapter_0101.html

NEW QUESTION 12

A network administrator attempts to automate the provisioning of several new Cisco Nexus switches. The administrator prepares a bootstrap configuration script
for the task Due to the number of switches a zero-touch provisioning solution is preferred Additionally, some switches arrive with outdated software and should be
automatically upgraded as part of the provisioning workflow Which solution meets the requirements’

A. DHCP
B. Ansible
C. NX-API
D. POAP
Answer: C

NEW QUESTION 16
Which data structure results from running this Python code?
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>>> import json

>>> { = open('fname.json’, 'r’)

>>> var1 = json.load(f)

=>>> var1

(u'bd': U'bd1’, U'ap’: {u'epgs’: [(u'name’: u'app’}), {u'name’: u'web’}, {u'name’:
u'db’}), u'name’: U'OnlineStore’}, u'name’: u'39233259', u'pvn’: U'pvn1’)

A. tuple

B. dictionary
C. set

D. list

Answer: B

NEW QUESTION 20
A server engineer wants to control power usage on a Cisco UCS C-Series rack server down to the component level.
Which two components support specific power limits? (Choose two.)

A. storage controller
B. network controller
C. processor

D. graphic card

E. memory

Answer: CE

Explanation:
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-serie

NEW QUESTION 21
An engineer is configuring AAA authentication on an MDS 9000 switch. The LDAP server is located under the IP 10.10.2.2. The data sent to the LDAP server
should be encrypted. Which command should be used to meet these requirements?

A. Idap-server host 10.10.2.2 enable-ssl

B. Idap-server 10.10.2.2 port 443

C. Idap server host 10.10.2.2 key SSL_KEY
D. Idap-server 10.10.2.2 key SSL_KEY

Answer: A

NEW QUESTION 23
Port security is statically configured on a Cisco Nexus 7700 Series switch and F3 line card. The switch is configured with an Advanced Services license. Which two
actions delete secured MAC addresses from the interface? (Choose Two)

A. The address must be removed from the configuration.

B. The address must reach the age limit that is configured for the interface.
C. The interface must be converted to a routed port.

D. The device must be restarted manually.

E. Shutdown and then no shutdown must be run on the interface.

Answer: AC

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_

Static Method

NEW QUESTION 24
Refer to the exhibit.
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SAN-B

vsan 200

Servert

An administrator must complete the unified fabric configuration between Serverl and a pair of Cisco Nexus 9000 Series Switches Drag and drop the code snippets
from the right onto the blanks in the code on the left to complete the N9K-1 configuration Snippets are used more than once.

service-policy type go=s input default-fcoe-in-policy

=NT

vian
sWitchpert trunk allowed 1, 100
vfs 1

ine
bind intefl

no- SnuT

ace E

o i

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Pol2
Vlan Vfcl Pol2

NEW QUESTION 29

An engineer is implementing the Cisco ACI fabric and wants to reduce the amount of TCAM resources consumed by the fabric The engineer also needs to ensure
that all EPGs m a VRF consume the same services Which action should be taken to meet these requirements?

A. Configure a single contract provided and consumed in all EPGs
B. Configure preferred groups in the VRF for al EPGs

C. Implement an unenforced VRF

D. Implement vzAny feature

Answer: A

NEW QUESTION 32
Refer to the exhibit.
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switch{config)# ip sla 10
awitch(config-ip-=la)# icmp-echo
10.19.31.1

switch(config)# ip sla schedule 10
life forever start-time now
switch(config)# track 5 ip sla 10
reachability

e R R * ----------

An engineer must invoke a Python script that alerts the operations team when the router DC-RTR-1 becomes unreachable. Which configuration set accomplishes

this task?

track 3 ip sla 10 reachability

event name GATEWAY-DOWN
event state down

action cli command routerdown.py

i» _scheduler job name ROUTER-DOWN
job track 9 state down
actiog 1.0 cli source routerdown.py
schedale 10

event scheduler name DOWN-ROUTER

event track 2 state 1 notup

event action 1.0 command source routerdown._py
event start 0:00 repeat 0:08

event manager applet ROUTER-DOWN-SLA
event track § state down

action 1.0 event-default

action 2.0 cli command source routerdown py

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 33

An engineer must configure a VXLAN routing on a cisco Nexus 9000 series Switch. The engineer requires a solution where all the leaf switches have the same

gateway MAC and IP address. Which configuration set accomplishes this task?
A)

NXEK [ conhig)# fabric forwarding anycast-gateway-mac AABB:AA'BB.AA BB

NAEK(confia)® Interface VLAN-nterface-name! <9k (config- )2 fabric forwarding mode anycast-gateway

B)

N (config)# fabric forwarding anycast-gateway-mac AABB:AABB:AA BB
NG (confia)® interface VLAN-Interface-name

NAGK [config- £ 1@ vif member vif-name

MNAGK (config-£)# fabric forwarding mode anycast-gateway

C)

NXGK [config)® install feature-set fabric

NABK[config)# feature-set fabric

NAGK (config)® fabric forwarding anycast-gateway-mac AABB:AA:BB.AABB
NAGK(config)# interface VLAN-Interface-name

NXEK (config- )2 vif member vrf-name

NG config-“ ¥ fabric forwarding mode anycast-gateway

D)
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NEEK [ config® install feature-set fabric

FEEK [contig)® feature-set fabric

NAGK (config® fabric forwarding anycast-gateway-mac AABB:AA'BB:AABB
NAOK [ corfig)® interface VLAN-interface-name

K (contig-# )% fabric forwarding mode anycast-gateway

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 38
In an FCoE environment, for which two sets of data must an interface that implements the PAUSE mechanism always provision sufficient ingress buffer? (Choose
two)

A. frames that were sent with high credit

B. frames that were processed and transmitted by the transmitter before the PAUSE frame left the sender
C. frames that were sent on the link but not yet received.

D. frames that were sent on the link and received.

E. frames that were processed and transmitted by the transmitter after the PAUSE frame left the sender.

Answer: BC
Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/fcoe/config/ cisco_nexus7000_fcoe_config_guide_8x/configuring_fcoe.html

NEW QUESTION 42
Drag and drop the NAS and NFS concepts from the left onto the definitions on the right.

MNES
Data storad { hanng reguest nd 1 od
4
The protocol 5 regularly used on Linux and UNIX systems ]
pOoware 5 Od ed or shtweight OS5 that 15 embedded in th
Narg ]
HAS
LAl F"I-'r d "‘Jr -"1 » SIDDL =""-‘ iy -"|'||_"":' ""I
A. Mastered
B. Not Mastered
Answer: A
Explanation:
NFS
Data storage and file sharing requests are sent and received The protocol is regularly used on Linux segment
NAS

Software is deployed on a lightweight OS that is embedded in the hardware The vendor-agnostic protocol is supported on any hardware and OS

NEW QUESTION 45
A network engineer must enable port security on all cisco MDS series switches in the fabric. The requirement is to avoid the extensive manual configuration of the
switch ports. Which action must be taken to meet these requirements?

A. Activate CFS distribution and the auto-learning port security feature.

B. Activate CFS distribution and file auto-learning port security feature on a per-VSAN basis.
C. Enable the auto-learning port security feature on a per-VSAN basis.

D. Enable the auto-learning port security feature.

Answer: B
Explanation:
You can instruct the switch to automatically learn (auto-learn) the port security configurations over a specified period. This feature allows any switch in the Cisco

MDS 9000 Family to automatically learn about devices and switches that connect to it. Use this feature when you activate the port security feature for the first time
as it saves tedious manual configuration for each port. You must configure auto-learning on a per-VSAN basis.
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https://www.cisco.com/en/US/docs/storage/san_switches/mds9000/swi/rel_3_x/configuration/guides/fm_3 3 1/p

NEW QUESTION 49
Multiple roles are applied to a user on the Cisco MDS 9000 Series Switch. Which statement is true?

A. Any commands that have conflicting settings between roles are denied.

B. Access to a command takes priority over being denied access to a command.
C. The first role assigned takes precedence over subsequent roles.

D. The last role assigned takes precedence over previous roles.

Answer: B

Explanation:
Graphical user interface, text, application Description automatically generated

S

Note |f you belong to multiple roles. you can execute a union of all the commands permitted |

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/5_0/configuration/guides/sec/nxos/ sec/clicfgur.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/8_x/config/security/
cisco_mds9000_security _config_guide_8x/configuring_users_and_common_roles.html

NEW QUESTION 52
Which configuration statically assigns VSAN membership to a virtual Fibre Channel interface?

A. switch(config-vsan-cb># vsan 100 bind interface fc 3/1
B. switch<config-vsan-db)# vsan 100 bind interface vfc 31
C. switch(config-vsan-db># vsan 100 fc 3/1

D. switch(config-vsan-db)# vsan 100 interface vfc 31

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/configuration/guide/cli/ CLIConfigurationGuide/vsan.html

NEW QUESTION 54
What occurs when running the command install deactivate <filename> while a software maintenance upgrade is performed on a Cisco Nexus 9000 Series switch?

A. The current set of packages is committed.

B. The package is removed from the switch.

C. The package features for the line card are disabled.
D. The current upgrade stops.

Answer: C

NEW QUESTION 56
Drag and drop the network assurance concepts from the left onto the corresponding benefits on the right.

Crro Tet-arenm MCayE e T res e A3l i 'I't.i'-:;

Viprupa Thial 1o F S [ "-_-_
Data Managemert Engine = S That e hat e

ot el il L e m e el

. "= 5, v il f i 0N lu'.qrh:rl- e N
Lstd Nehwor SEsurance Cngme

) e i rrlll'-:'r*.. :a.i-.|.1.. ...1....1..'..-\..F|:l|

Streaming Telermenry |

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Diagram Description automatically generated

NEW QUESTION 59

An engineer is duplicating an existing Cisco UCS setup at a new site. What are two characteristics of a logical configuration backup of a Cisco UCS Manager

database? (Choose two.)

A. contains the AAA and RBAC configurations

B. contains a file with an extension.tgz that stores all of the configurations
C. contains the configuration organizations and locales

D. contains all of the configurations

E. contains the VLAN and VSAN configurations

Answer: CE

Explanation:

Logical configuration—An XML file that includes all logical configuration settings such as service profiles, VLANs, VSANS, pools, and policies. You can use the file
generated from this backup to import these configuration settings to the original fabric interconnect or to a different fabric interconnect. You cannot use this file for

a system restore.

NEW QUESTION 64
Refer to the exhibit.

SW1
- Root Bridge
SW2 SW3
Eth1/4 Eth1/4 F Eles /6 I+ I

Eth1l/5 Ethl/5 Layers Host

I

External Switch

The Cisco Nexus Series Switches SW1, SW2, and SW3 are connected via Layer 2 copper interfaces. An engineer implements loop prevention standard IEEE
802.1w on each VLAN lo provide lasier recovery from network changes or failures. The Implementation has these requirements

> Interfaces that are connected to Layer 2 hosts must not receive STP BPDUs.

> The implementation must detect unidirectional links due to one-way traffic twisted-pair links

> Bridge assurance must be enabled between SW2 and SW3

> The Layer 2 domain must be protected from superior BPDUs that arrive from external switches.

Drag and drop the code snippets from the right onto the blanks in the code on the left to complete the configuration for SW3. Not all code snippets are used.

8W3 configuraticn

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Network Aggressive Bpdu

edge

NEW QUESTION 66
Refer to the exhibit.
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Nexus# show vpe peer-keepalive | i Keepalive
-Keepalive interval : 1000 msec

--Keepalive timeout : § seconds

--Keepalive hold timeout : 3 seconds
--Keepalive vif ; management

--Keepalive udp port : 3200

--Keepalive tos : 192

Nexus# ethanalyzer local interface mgmt limit-captured-frames 1000

Captuning on mgmt0

2019-06-15 12:01:51.242597 192.168.254.11 -> 192.168.234.3 ICMP Echo (ping) request

2019-06-15 12:01:51.242860 192.168.254.3 -> 192.168.254.11 ICMP Echo (ping) reply

2019-06-15 11:50:15.975474 192.168.254.1 -> 192.168.254.3 TCP 47540 > bootps [SYN] Seq=0 Win=1024 Len=0 M85=1460
2019-06-15 11:50:15.973547 192.168.254.3 -> 192.168.254.1 TCP 29 > 47540 [RST, A CK| Seq=1 Ack=1 Win=0 Len=0
2019-06-15 11:50:15.975564 192.168.254.1 -> 192.168.254.3 TCP 47540 > 44 [SYN] Seq=0 Win=1024 Len=0 M55=1460
2019-06-15 11:50:15.975924 192.168.254.1 -> 192.168.254.3 TCP 47540 > discard [SYN] Seq=0 Win=1024 Len=0 MS5=1460
2019-06-15 11:50:15.976027 192.168.254.1 -> 192.168.254.3 TCP 47540 > 97 [SYN] Seq=0 Win=1024 Len=0 MSS$=1460
2019-06-15 11:50:15.976381 192.168.254.1 -> 192.168.254.3 TCP 47540 > 35 [SYN] Seq=0 Win=1024 Len=0 MS8=1460
2019-06-15 11:50:16.661845 192.168.254.3 -> 192.168.254.4 UDP Source port: 3200 Destination port: 3200

2019-06-15 11:50:16.761147 00:82:73:a2:41:13 > 01:80:¢2:00:00:00 STP Conf. Root = 8192/10/ec;e1:29:df6¢:80 Cost = 22 Port = 0x8013
2019-06-15 11:50:16.853248 192.168.254.4 -> 192.168.254.3 UDP Source port: 3200 Destination port: 3200

2019-06-15 11:50:17.326253 192.168.234.1 -> 192.168.234.3 S5H Encrypted request packet len=52

2019-06-15 11:50:17.327313 192.168.254.3 -> 192.168.254.1 SSH Encrypted response packet len=1348

2019-06-15 11:50:17.377246 192.168.254 4 -> 239.255.70.83 UDP Source port: 7346 Destination port: 7546

2019-06-15 11:50:17.552215 192.168.254.1 -> 192.168.254.3 TCP 14139 > ssh [ACK] Seq=365 Ack=11277 Win=63546 Len=0
2019-06-15 11:50:17.661764 192.168.254.3 -> 192.168.254.4 UDP Source port: 3200 Destination port: 3200

2019-06-15 11:50:17.653242 192.168.254.4 -> 192.168.254.3 UDP Source port: 3200 Destination port: 3200

2019-06-15 11:50:17.872637 Sc:60:4faa:¢2:el -> 01:80:27:00:00:0¢ LLDP Chassis : d = 8¢:60:41:aa:¢2:¢]1 Port 1d = mgmt0 TTL =120
2019-06-15 11:50:08.173056 192.168.256.3 -> 192.168.254.2 NTP NTP client

2019-06-15 11:50:08.173256 192.168.256.2 -> 192.168.254.3 NTP NTP server

A flapping link issue has been reported on the vPC keepalive link. A packet capture has been activated on the Cisco Nexus switch. What is the destination IP
address of the vPC keepalive packets that are sent by the switch?

A. 192.168.254 .4
B. 239.255.70.83
C. 192.168.254.1
D. 192.168.254.2

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/interfaces/92x/b-cisco-nexus-3000-nx

NEW QUESTION 69

A cisco Nexus 9000 series switch experiences a startup configuration comuption. The engineer must implement a procedure to recover configuration file from the
switch. Which command set must be used?

A. * 1. Copy the running-configuration to the startup configuration.* 2. Clear the current configuration of the switch.* 3. Restart the device.* 4. Copy a previously
saved configuration file to the running configuration.

B. * 1. Clear the current configuration of the switch* 2. Restart the device.* 3. Copy the running configuration to the startup configuration* 4. Copy a previously
saved configuration file to the running configuration

C. * 1. Clear the current configuration of the switch* 2. Restart the device.* 3. Copy a previously saved configuration file to the running-configuration* 4. Copy the
running-configuration to the startup configuration.

D. * 1.Restarting device.* 2. Copy the running-configuration file to a remote server.* 3. Clear the current configuration of the switch.* 4. Copy the running
configuration to the startup configuration

Answer: C

Explanation:

Problems, such as memory corruption, can occur that make it necessary for you to recover your configuration from a backed-up version.

Each time that you enter a copy running-config startup-config command, a binary file is created and the ASCII file is updated. A valid binary configuration file
reduces the overall boot time significantly. A binary file cannot be uploaded, but its contents can be used to overwrite the existing startup configuration. The write
erase command clears the binary file.

SUMMARY STEPS

* 1. write erase

* 2. reload

* 3. copy configuration-file running-configuration

* 4. copy running-config startup-config https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/fundamentals/configuration/guide

NEW QUESTION 74

An engineer must build a lab replica of a Cisco UCS production environment. The file must be imported into a new Cisco UCS cluster using a Cisco UCS manager
GUI. The file must be in XML format and be exported from Cisco UCS Manager using encrypted method. Which two configuration parameters should be selected
to meet these requirements?. (Choose two.)

A. Type: Logical configuration
B. Protocol SCP
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C. Type Full state
D. Protocol TFTP
E. Type All configuration

Answer: BE

NEW QUESTION 79

A network engineer must prevent data comuption due to cross fabric communication in an FCoE environment. Which configuration must be applied to the Cisco

Nexus Unified Switches to achieve this objective?

A. Switch(config)#fcoe fcmap Oe,fc,2a

B. Switch(config-if)# no fcoe fcf-priority O

C. Switch(config-if) # shutdown lan
D. Switch(config) # no fcoe fcf-priority

Answer: A

Explanation:

2. Sl + lcoe femap

! no feoe femap |

DETAILED STEPS

Command or Action

Step 1 witché configure terminal

- b

Step 2 swil fig)# fcoe femap

¢ conTigure taerminal

Purpose

fcoe fcmap Be.fc.2a

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/fcoe/ b_Cisco_Nexus_5000_Series_NX-

OS_Fibre_Channel_over_Ethernet_Configuration_Guide_/ Cisco_Nexus_5000_Series NX-OS_Fibre_Channel_over_Ethernet_Configuration_Guide chapter3.html
You can prevent data corruption due to cross-fabric talk by configuring an FC-Map that identifies the Fibre Channel fabric for this Cisco Nexus device. When the

FC-Map is configured, the switch discards the MAC addresses that are not part of the current fabric.

switch(config)# fcoe fcmap fabric-map Configures the global FC-Map. The default value is OE.FC.00. The range is from OE.FC.00 to OE.FC.FF.

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/fcoe/513_nl_1/b_Cisco_n5k_fcoe_co

NEW QUESTION 82

An engineer needs to connect Cisco UCS Manager to an external storage array. Due to budget limitations, the engineer must connect a Cisco UCS manager

directly to an FC storage port. Which two actions must be taken to complete this connection? (Choose two)

A. Configure the fabric interconnect in FC switch mode
B. Create a storage connection policy

C. Set FC zoning to disabled when creating the VSAN
D. Configure the fabric interconnect in end host mode

E. Create the required VSAN in the SAN cloud

Answer: AC

NEW QUESTION 85

Which two statements describe the process of upgrading an EPLD on a Cisco MUS 9000 Series Switch? (Choose two)

A. EPLDs are capable to be upgraded without replacing the hardware

B. The CPLDs for all the modules on a switch must be upgraded at the same time
C. An upgrade verification identifies the impact of each EPLD upgrade

D. EPLDs are only capable to be upgraded to the latest F

E. D image

F. EPLD upgrades are capable to be completed without powering down the module during the upgrade

Answer: AC

NEW QUESTION 89
Refer to the exhibit.
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NSK-1 (config)#interface fc2/3
NSK-1 (config-if) #switchport mode sd
N5K-1 (config-if) # no shutdown

What is the result of implementing this configuration?

A. The Fibre Channel interface is configured for synchronization distribution.

B. The Fibre Channel interface is configured for SPAN.

C. The Fibre Channel interface is configuration for source distribution.
D. The Fibre Channel interface is configured for FSPF.

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/san_switching/421_n1_1/
b_Cisco_n5k_nxos_sanswitching_config_guide_rel421_nl1_1/Cisco_n5k_nxos_sanswitching_config_guide_rel4
https://www.cisco.com/en/US/docs/switches/datacenter/nexus5000/sw/configuration/guide/cli_rel_4 1/
Cisco_Nexus_5000_Series_Switch_CLI_Software_Configuration_Guide_chapter50.html

NEW QUESTION 93

When a strict CoPP policy is implemented, which statement describes an event during which packets are dropped?

A. Fifteen SSH sessions remain connected to the switch.
B. A large system image is copied to a switch by using the default VRF.

C. A ping sweep is performed on a network that is connected through a switch.

D. A web server that is connected to a switch is affected by a DDoS attack.

Answer: B

Explanation:
A large image upload is more probable to generate that level of traffic.

15 SSH session would mean an average of 200pps per session, and they simply mention that the session remain connected, if there are no inputs in them they

have Opps and even a full config push would probably not require 200 packets total.

class copp-system-p-class-management set cos 2
police cir 3000 pps bc 32 packets conform transmit violate drop

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/security/configuration/guide/ b_Cisco_Nexus_9000_Series_NX-
OS_Security_Configuration_Guide/b_Cisco_Nexus 9000_Series NXOS__ Security _Configuration_Guide_chapter_010001.html

NEW QUESTION 96
Refer to the exhibit.

VLAN2001 VLAN2002

Cisco UCS Chassis

o Cratevean x|
Create VSAN
Namg; w0
FC sy St Uieegs
BT Jorwwg: - Dbl © Exsivied
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An engineer is configuring a VSAN on the network Which option must be selected to create the VSAN?

A. Fabric B
B. FC Zoning Enabled
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C. Fabric A
D. Common/Global

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/nx-os/configuration/guides/fabric/fabric
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-central/GUI-User-Guides/Storage-Mgmt/1-5/

NEW QUESTION 98
Due to a major version change, an engineer must perform a software upgrade on a Cisco Nexus Series switch. Which two technologies can be implemented to
reduce disruptions to the network during the upgrade? (Choose two.)

A. MLAG
B. HSRP
C. PAgP
D. vDC
E. vPC

Answer: BE

NEW QUESTION 101
A network administrator is using the Cisco ESA with Cisco AMP to upload files to the cloud for analysis. The network is congested and is affecting communication.
How will the Cisco ESA handle any files which need analysis?

A. Cisco AMP calculates the SHA-256 fingerprint, caches it, and periodically attempts the upload.
B. The Cisco ESA immediately makes another attempt to upload the file.

C. The file is queued for upload when connectivity is restored.

D. The file upload is abandoned.

Answer: A

NEW QUESTION 103

An engineer must create a scheduler configuration to create two backup jobs per day. The backup file must be copied to a server in the operations VRF. Which
configuration accomplishes this task?

A)

scheduler schedule name CNFGBACKUP
job name BACKUP-JOB
copy running-config tftp:/10.19.11.12/$(SWITCHNAME)-$(TIMESTAMP).cfg vrf operations
time start now repeat 12:00
B)

scheduler schedule name CNFGBACKUP
job name BACKUP-JOB
show tech-support | redirect vrf operations tftp:/10.19.11.12/$(SWITCHNAME)-$(TIMESTAMP).cfg
time start daily 12:30 0:30

C)

scheduler schedule name CNFGBACKUP
job name BACKUP-JOB
copy startup-config tftp:/10.19.11.12/$(SWITCHNAME)-$(TIMESTAMP).cfg
time daily 12:30 0:30
D)
scheduler schedule name CNFGBACKUP
job name BACKUP-JOB

copy vrf operations config tftp:/10.19.11.12/$(SWITCHNAME)-S(TIMESTAMP).cfg
time start 12:30 repeat 12

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
NEW QUESTION 105
A customer requires a solution to orchestrate the configuration of storage arrays, firewalls, and Cisco ACI networking. Additionally, the orchestration product must

support open automation and a service catalog. Which solution meets these requirements?

A. Cisco UCS Director
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B. Cisco Intersight
C. Cisco Data Center Network Manager
D. Cisco Workload Optimization Manager

Answer: C

NEW QUESTION 110
The EPLD update of the supervisor module has been scheduled for several cisco MDS 9000 switches. What will be the impact of the update?

A. All control plane traffic is stopped for the duration of the EPLD update and the switch remain operational for the duration of the upgrade.
B. The redundant supervisor lakes over while the EPLD update is in progress and there is no service disruption.

C. All traffic is stopped for the duration of the EPLD update and the switch is rebooted after the upgrade is completed.

D. The redundant supervisor lakes while the EPLD update is in progress and the switch is rebooted after the upgrade is completed.

Answer: C

Explanation:

An EPLD update of the supervisor module of fabric switches (Cisco MDS 9100, Cisco MDS 9200, and Cisco MDS 9300 Series switches) is disruptive since there is
no redundant supervisor to take over while the update is in progress. All traffic through the system is stopped for the duration of the update and the switch is
rebooted after the upgrade has completed. The update may take up to 30 minutes to complete.
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/6_2/release/notes/epld/epld_rn.html#pg

NEW QUESTION 114
Which statement describes monitoring Fibre Channel traffic on a Cisco UCS 6332 Fabric Interconnect?

A. Fibre Channel traffic is monitored only on one vHBA per server.

B. The destination port for monitoring must be an unassigned Fibre Channel port.
C. The monitoring of Fibre Channel traffic is limited to the default VSAN.

D. Fibre Channel traffic is capable to be monitored as it is encapsulated as FCoE.

Answer: D

Explanation:

You can monitor Fibre Channel traffic using either a Fibre Channel traffic analyzer or an Ethernet traffic analyzer. When Fibre Channel traffic is monitored with an
Ethernet traffic monitoring session, at an Ethernet destination port, the destination traffic is FCoE. The Cisco UCS 6300 Fabric Interconnect supports FC SPAN
only on the ingress side. A Fibre Channel port on a Cisco UCS 6248 Fabric Interconnect cannot be configured as a source port.
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/System-

Monitoring/3-2/b_ UCSM_GUI_System_Monitoring_Guide_3 2/ b_UCSM_GUI_System_Monitoring_Guide_3 2 chapter_01101.pdf

NEW QUESTION 117
Refer to the exhibit

An engineer must mirror the traffic on a switch The engineer locates the server port that requires monitoring on switchl, but the packet sniffer is on switch2 The
engineer must configure the source IP address on switchl Much command accomplishes this goal?

A. monitor session 10 type erspan-source

B. monitor erspon origin ip-address 209.165.200.225
C. source ip 209.165.200.225

D. source interface vbn512

Answer: B

NEW QUESTION 122

An engineer needs to monitor ingress traffic that arrives at interface Ethernet 1/3 that belongs to a Cisco Nexus 5600 Series Switch. The traffic analyzer machine
located at interface Ethernet 1/5 is already monitoring other production, and the traffic analyzer must not be impacted by the traffic captured from the interface
Eth1/3. The operations team allocated a traffic budget for the new monitoring session of 1 Gbps to meet this requirement Which set of commands configures the
SPAN session?
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interface Ethernet 1/3
switchport monitor rate-limit 1G

monitor session 2
destination interface ethernet 1/5
source interface Eth 1/3

interface Ethernet 1/3 rx
switchport mode SD
switchport monitor rate-limit 1G
monitor session2
destination interface ethernet 1/5

interface Ethernet 1/3
monitor rate-limit 1G
destination interface ethernet 1/5
source interface rx

interface Ethernet 1/5
monitor session 2
destination interface tx

interface Ethernet 1/3
monitor session 2
destination interface ethernet 1/5
source interface rx

interface Ethernet 1/5
monitor rate-limit 1G

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Q

OIS T L t » 1 ER CRLE LN AU S LA J (|- ¥ T

ethernet siot/port Ethernet interface selected by the slot and port values

Step 3 switchiconfg-1fid switchport Specifies that the rate limitis 1 (
monitor rate-limit 1G

Step 4 SWiT Ng=it)e exn Reverts o global conbguration modi

Example

his examnle shows how to limit the bandwidth on Ethemeat mterfa

igls interface ethernet 1/2
hicontig-if )i switchport monitor rate-limit 1G

trhic ATl Y i

Configuring Source Ports

Procedure
Command or Action Purpose
Step 1 switchit configure Enters global configuration mode
terminal
Step 2 gyirc hgl & monitor  Enters monitor configuration mode for the specihed monitoring
Se55I0N c =L - SESSION
Step 3 switchiconbao-monitarl 8 Adds an Ethernet SPAN . | 5p .
source interface o« hirectod which 10 duphcateé packets You can enter a range of

[rx | ¢ | both ] Ethernet, Fibre Channel, of virtual Fibre Channel ports. You car

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/system_management/7x/ b_5600_System_Mgmt_Config_7x/configuring_span.html

NEW QUESTION 127

An engineer must perform a software upgrade on a production Cisco Nexus 7000 Series Switch. Before the upgrade activity, the requirement is for all ports to be
shut down and routing protocols to terminate gracefully.

Which feature must be used to meet these requirements?

A. Configuration Profile

B. Maintenance Mode Profile
C. Switch Profile

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 350-601 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/350-601-exam-dumps.html (455 New Questions)

D. Service Profile Template

Answer: B

NEW QUESTION 131
A DNS server with IP address 192.168.1.1 is deployed in a data center A network engineer must configure a Cisco UCS Fabric Interconnect to use this DNS.
Which configuration should be applied?
ficl-mgmt-A#® scope system
Lf ficl-mgmt-A /system # create dns 192.168.1.1
ficl-mgmt-A /system® # commit-buffer

ficl-mgmt-A# scope fabric-interconnect a

ficl-mgmt-A /fabric-interconnect # set name 192.168.1.1
ficl-mgmt-A fabric-interconnect # scope system
ficl-mgmt-A /system # commit-buffer

ficl-mgmt-A# scope fabric-interconnect a
ficl-mgmt-A /fabric-interconnect # set name 192.168.1.1
ficl-mgmt-A fabric-interconnect® # commit-buffer

ficl-mgmt-A# scope system

ficl-mgmt-A /system # scope services

ficl-mgmt-A /system/services # create dns 192.168.1.1
ficl-mgmt-A /system/services® # commit-buffer

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 133

A network engineer repeatedly saves a configuration on Catalyst switches to NVRAM using the write memory command. What action should be taken to
implement the same action on Nexus switches?

A. Use the write memory command to save the configuration.

B. Use the alias command to use the write memory command.

C. Use the exit command to leave the configuration mode and save the configuration automatically.
D. Use the wri command to use the copy running-config startup-config command.

Answer: B

NEW QUESTION 137

AN engineer is asked to modify an overridden policy by changing the number of FCNS database entries to 1500 and then generable a massage. What
configuration will accomplish this task?

A. event manager applet fens_policyevent fens entries max-per-switch 1500
action 1.0 syslog priority warnings msg FCNS DB entries have reached the EEM limit
action 2.0 policy-default

B. event manager applet fens_policy override _fcns_entries_max_per_switch
action 1.0 syslog priority errors "CNS DB entries have reached the EEM limit”
action 2.0 policy-default

C. event manager applet fens_policy override _fens_entries_max_per_switch
event fens entries max-per-switch 1500
action 1.0 syslog priority warnings msg FCNS DB entries have reached the EEM limit

D. event manager applet fcns_policy action 1.0 syslog priority warnings msg FCNS DB entries have
reached the EEM limit
action 2.0 event-default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 350-601 dumps in VCE and PDF From SurePassExam
L' Sure PaSS https://www.surepassexam.com/350-601-exam-dumps.html (455 New Questions)

Explanation:

The following example modifies an overridden policy by changing the number of FCNS database entries to 1500. It also generates both the configured and the
default syslog messages of the default system policy event manager applet fcns_policy override fcns_entries_max_per_switch

event fcns entries max-per-switch 1500 action 1.0 syslog priority warnings msg FCNS DB entries have reached the EEM limit.

NEW QUESTION 139
Which two actions should be performed before upgrading the infrastructure and firmware of multiple UCS blades? (Choose two)

A. Verify if the bootflash on the fabric interconnects m the Cisco UCS has at least 15°* available space

B. Enable Smart Call Home feature during the firmware upgrade process

C. Verify if the bootflash on the fabric interconnects in the Cisco UCS has at least 10% available space

D. Run the Check Conformance feature to verify that all your components are running the compatiblefirmware version after the upgrade
E. Get Full State and All Configuration backup files before beginning the upgrade

Answer: DE

NEW QUESTION 140
An engineer must implement a Cisco UCS system at a customer site. One of the requirements is to implement SAN boot. The storage system maps the source
WWPN to a unique LUN. Which method does Cisco recommend to configure the SAN boot?

A. Create a SAN boot policy in which every initiator is mapped to the same target LUN.
B. Define the vHBAS as bootable and leave the default values on the target definition.
C. Define the vHBAs as bootable and leave the boot target definition empty.

D. Create a SAN boot policy in which every initiator is mapped to a different target LUN.

Answer: A

Explanation:

While you have multiple zones consisting of FC vHBASs and storage target wwpns for SAN Fabrics A and B, you are ultimately booting off of the same boot LUN.
Multiple paths to get to the same boot device which correspond with the same LUN ID.
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ts/guide/UCSTroubleshooting/
UCSTroubleshooting_chapter_0110.html#r_sanarrayconfigurationchecklist

NEW QUESTION 142

A company is running a pair of cisco Nexus 7706 series switches as part of a data center segment. All network engineers have restricted read-Write access to the
core switches. A network engineer must a new FCoE VLAN to allow traffic from services toward FCoE storage. Which set of actions must be taken to meet these
requirements?

A. * 1. Create a user defined role and add the required privileges.* 2. Assign a role to a user.

B. * 1. Add the required privilege to the VDC-admin role.

C. Commit the changes to the active user database.

D. * 1. Modify a network-operator role and add the required privileges.* 2. Assign a VDC-operator role to a user.
E. * 1. Assign the network-admin role to a user.* 2. Commit the role to the switch to the active user database
Answer: B

NEW QUESTION 145
Refer to the exhibit.

wree 101010 10
B

]
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A host with a source address 10.10.10.10 sends traffic to multicast group 239.1.1.1. How do the vPC switches forward the multicast traffic?

A. If multicast traffic is received on Switchl over the vPC peer-link, the traffic is dropped
B. If multicast traffic is received on Po10 Switch1l, the traffic is forwarded out on Pol and Po20

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 350-601 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://www.surepassexam.com/350-601-exam-dumps.html (455 New Questions)

C. If multicast traffic is received on Pol1l Switch2, the traffic is forwarded out only on Po20
D. If multicast traffic is received on Poll Switch2, the traffic is dropped.

Answer: D
Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/multicast/214140-multicast-forwarding-in-vpc-based-on-loc.htm

NEW QUESTION 149
Refer to the exhibit.

NTK-
spanning-tree vlan 1-10 priority 8192

vpe domain 100
role priority 100
p’“*—ﬁﬁﬂﬁa¢l”ﬁ destination 10.1.1.2 source 10.1.1.1
vrf default
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peer-switch
auto-recovery
ip arp synchronize

(=]
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N /K-2
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vp omain 100

r-keepalive destination 10.1.1.1 source 10.1.1.2
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d
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The STP priority of N7K-1 and N7K-2 are the lowest in the network. Which statement describes STP on the vPC?

A. N7K-1 appears as the STP root.

B. N7K-2 appears as the STP root.

C. N7K-1 and N7K-2 appear as a single STP root.
D. N7K-1 preempts N7K-2 as the STP root.

Answer: C

NEW QUESTION 152
Which protocol does Cisco Hyperflex use to share data among nodes in a VMware vSphere environment?

A. CIFS
B. FCoE
C. SMB
D. NFS

Answer: D

NEW QUESTION 157
Refer to the exhibit.

restart pim

Which result of running the command is true?

A. The PIM database is deleted.

B. Multicast traffic forwarding is suspended.
C. PIM join messages are suspended.

D. MRIB is flushed

Answer: A
Explanation:
When you restart PIM, the following tasks are performed: The PIM database is deleted. The MRIB and MFIB are unaffected and forwarding of traffic continues.

The multicast route ownership is verified through the MRIB. Periodic PIM join and prune messages from neighbors are used to repopulate the database.
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/multicast/configuration/guide/b_C
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NEW QUESTION 159

Drag and drop the steps on the left onto the order that they must be implemented on the right to recover a fabric interconnect when there is no working image on
the bootflash.

Copy the main image files, : step 1
Configure the management interfaces. . step 2
1
Boot the kickstart image using TFTP, | step 3
[nstall the files. step 4
A. Mastered
B. Not Mastered
Answer: A
Explanation:
____________________ |'
Copy the main image files, | Boot the kickstart image using TFTP,
___________________ P | e i B e e e
| Configure the management interfaces, i Configure the management interfaces,
|—_ _—— — S S=_S —-_w S - Ss =S === ""_.'
R e i et S i ] 1
| Boot the kickstart image using TFTP, I I Copy the main image files,
P R D T D D e i e
Install the files. | Install the files.
I

NEW QUESTION 160
Which statement about the impact of a rolling EPLD upgrade on a Cisco MDS 9000 Series Switch is true?

A. All modules on the switch are disrupted.

B. An EPLD upgrade is nondisruptive.

C. Only the modules that are being upgraded are disrupted.

D. The upgrade can be performed from the standby supervisor module.

Answer: C

Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/6_2/release/notes/epld/ epld_rn.html#pgfld-241919
NEW QUESTION 162

Which Cisco UCS Manager XML encoded backup type must be used to back up user names, roles, and service profiles?

A. Full State Configuration

B. Logical Configuration

C. All Configuration

D. System Configuration

Answer: C

NEW QUESTION 166
Refer to the exhibit.
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; Router 1 configuration
interface loopbackl
ip address 10.10.32.121/30
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0

ip pim sparse-mode

ip pim rp-address 10.10.32.122 group-list 225.0.0.0/8 bi-dir

In a bidirectional PIM network using Phantom RP as an RP redundancy mechanism, two Cisco NX-OS routers have these requirements:
* R1 must be the active RP.

* R2 must be the backup RP that is used only if R1 is not reachable

Drag and drop the configuration steps to complete the configuration for Router 2. Not all configuration steps are used.

; Router 2 configuration

interface loopbackl

ip address

ip ospf network

ip router ospf 1 area 0.0.0.0

ip pim
ip pim rp-address group-list 225.0.0.0/8 bi-dir
10.10.32.121/32] [ 10.032.121 | ﬁﬁml*tﬁ:pﬂmi-‘ | broadcast |
10.10.32.121/29] [ 101032122 | s.parsemade} " dense-mode |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

Answer .

Ip address 10.10.32.121/29

ip ospf network point-to-point
router ospf 1 area 0.0.0.0

ip pim sparse-mode

ip pim rp-address 10.10.32.122 group-list 255.0.0.0/8 bi-dir

NEW QUESTION 171
An engineer configures a role for a new user in Cisco UCS Manager The role should allow the user to configure vHBAS, VNICs, and server port types.
Which role should be assigned to allow the engineer to complete this task?

A. network administrator
B. operations

C. server-compute

D. AAA administrator
Answer: A

NEW QUESTION 172
An engineer must export the Cisco UCS Manager configuration for backup purposes. The requirement is to export the configuration that contains the AAA and
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RBAC configuration Also the file must be stored a human-readable format 'Much backup type must be selected to meet these requirements?

A. logical configuration
B. system configuration
C. fun state

D. all configuration

Answer: B

NEW QUESTION 173
A network engineer must migrate a Cisco WSA virtual appliance from one physical host to another physical host by using VMware vMotion. What is a requirement
for both physical hosts?

A. The hosts must run Cisco AsyncOS 10.0 or greater.

B. The hosts must have access to the same defined network.

C. The hosts must run different versions of Cisco AsyncOS.

D. The hosts must use a different datastore than the virtual appliance

Answer: B

NEW QUESTION 175

An engineer is implementing the Cisco ACI fabric and must create two different vPCs from leaf switches A and B. The vPCs are deployed as follows:
*vPC 1 encompasses ports Eth 1 /1 on leaf A and B and connects to server 1.

*vPC 2 encompasses port Eth1/2 on leaf A and B and connects to server 2.

A leaf switch profile listing leaves A and B is already configured Which ACI object must be created to meet these requirements?

A. two vPC interface policy groups

B. one access port interface policy group
C. two PortChannel interface policy groups
D. one vPC interface policy group

Answer: A

NEW QUESTION 176
An engineer must perform a nondisruptive software upgrade on a dual supervisor Cisco Nexus 7000 series switch. What is the cause of the upgrade being
disruptive?

A. The show install all impact command is not issued before the upgrade

B. The kickstart image is installed by using the Install all kickstart image system image command
C. Attempt to simultaneously upgrade more than three cards

D. Change to the configuration settings or the network connections during the upgrade process

Answer: D

NEW QUESTION 177
An engineer must perform backup and restore of the Cisco UCS Manager configuration. The configuration must be stored on a remote server via XML encoding.
The backup must store the configurations of the chassis. FEX, rack servers. IOMs, and blade server. Which set of actions accomplishes these goals?

A. Perform a logical configuration backup and run the replace import method.
B. Perform a ful state configuration backup and run the restore procedure.

C. Perform a system configuration backup and run the merge import method
D. Perform an all configuration backup and run the system restore procedure.

Answer: A

NEW QUESTION 181
Refer to the exhibit.

UCS-A# scope adapter 1/1/1
Ucs-A# /chassis/server/adapter # show image
Name Type Version State

ucs-m8lkr-vic.2.2.1b.bin Adapter 2.2(1lb) Active

UCS-A%# /chassis/server/adapter # update firmware 2.2 (1b)
UCS-A# /chassis/server/adapter* # activate firmware 2.2 (1lb)
set-startup-only

UCS-A# /chassis/server/adapter* # commit-buffer

UCS-A# /chassis/server/adapter #

What is the result of this series of commands?
A. It reboots the server immediately.

B. It verifies the firmware update on the server.
C. It activates the firmware on the next adapter boot.
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D. It updates the firmware on adapter 1/1/1 immediately.
Answer: C
Explanation:

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/CLI-User-Guides/Firmware-Mgmt/ Graphical user interface, text, application, email
Description automatically generated

StEp 6 LCS-A Activates the selected firmware version on the adapte
Chassis/senerfadapier 1 ;
tllgaalafs LIz the SEI'SIHHUD'OH!? KEYWORD [T yiou want 1o move the activaled Nrmware into e
H I\ I : ;
AcHvaRs ftane pending-next-boot state and not immediately reboot the server, The activated f
startup-only ] ka3 . = { for 2 | ' 1
startup-only | repooteq. You 01 UsSeE the SET'Stﬂftup":'-’"}' KEVINDIQ 10F an adapler in the nos

NEW QUESTION 185
An engineer must optimize ARP responses and reduce unnecessary ARP broadcasts over the VXLAN/EVPN fabric. Which action accomplishes these tasks?

A. Configure ip proxy-arp under the VLAN SVI associated with the VXLAN VNI.

B. Configure ip proxy-arp within the VXLAN VNI configuration under the VTEP NVE interface.
C. Configure suppress-arp within the VXLAN VNI configuration under the VTEP NVE interface.
D. Configure suppress-arp under the VLAN SVI associated with the VXLAN VNI.

Answer: C

NEW QUESTION 186
An engineer needs to connect Cisco UCS Fabric Interconnect (FI) to an external storage array. Due to budget limitations, the engineer must connect a Cisco UCS
FI directly to an FC storage port. Which two actions must be taken to complete this connection? (Choose two.)

A. Configure the fabric interconnect in FC switch mode.
B. Set FC zoning to disabled when creating the VSAN
C. Create a storage connection policy.

D. Configure the fabric interconnect in end-host mode,
E. Create the required VSAN in the SAN cloud.

Answer: AE

NEW QUESTION 190
Which data interchange format is presented in this output?

{
"totalCount™: "17,
“imdata™: [
"fabricNode™: {
"attributes™: {
"address”: "10.0.40.65",
"apicType”: "apic",
"dn": "topology/pod-1/node-201",
"id™: "201",
"lastStateModTs": "2020-09-07710:20:57.236+00:00",
"modTs": “2020-09-07710:21:18.912+00:00",
"model”: "N9K-C9336PQ",
"monPolDn": "unifabric/monfab-default”,
"role”: "spine”,
"serial”: "FDOJ3I9106328J",
"uid": "0",
"vendor”: "Cisco Systems, Inc”,
}
}
]
}
A. XML
B. YAML
C. JSON
D. CSS
Answer: C

NEW QUESTION 194
An engineer must start a software upgrade on a Cisco Nexus 5000 Series Switch during a zone merge. What is the result of this action?

A. The zone merge stops.

B. The zone merge pauses until the upgrade completes
C. The upgrade stops
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D. The zone merge executes and then the upgrade completes.

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/upgrade/602_N2_2/n5500_upgrade_d
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FRITLWUE TRUUIEITIEIR =l TR IS DODLSOOY I Slalhe 100 gt Raa 10 T UHTELLY TR ITHES AR N
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EQ Ae n ¥ aks bl an oomaers Miass Calos Camtase IEO] ahasbe Faci spabcatlag fors fem R R sl PRy PRy
LFa~As part of thi instalation process, Lisco Fabad Senices (ora) checks if any apphcation [mp.fsm_ resn, felami) is focked. Hf sty applicatio

Zone Server- The mstallabon process aborts if @ 200e MErge of 20ne Change request 16 in progress

F~As part of the upgrade process, Fabric Shortest Path First (FSPF) veries f the configured interface dead intenval s mare than 80 seconds, otherwise, the installation aborts

NEW QUESTION 195
An administrator needs to configure an automated policy to shut down a link when a given threshold is exceeded on MDS switch. Which feature needs to be used?

A. Scheduler
B. RMON

C. EEM

D. Call Home

Answer: C
Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/6_2/configuration/guides/ interfaces/nx-os/cli_interfaces/intf.html

NEW QUESTION 199
Refer to the exhibit.

Core Switch A Core Switch B

Router A Router B
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feature vn-segment-vlan-based
feature nv overlay

vlan 10
vo-segment 10010

Interface LoopbackD
ip address 10.10.0.1-32
ip pim sparse mode

A network engineer configures the VXLAN between the routers in a data center. The VLAN 10 must be extended between routers A and B. The initial VXLAN

configuration is completed on Router A. Which configuration finishes the VXLAN configuration on Router A?

A.
vrf context tenant1
vni 10010

Interface nve1
source-interface lo0
no shutdown
member vni 10010 interface 10.10.0.1

® system bridge-domain 10
member vni 10010
interface nve1
no shutdown
source-interface lo0

“ Interface nvet
no shutdown
source-interface lo0
vni 10100 12
rd auto

D.
Interface nve1
no shutdown
source-interface lo0

member vni 10010 mcast-group 231.1.1.1

Answer: C

NEW QUESTION 202
Refer to the exhibit.

Sitchld sh ip mroute
IP Mulcicast mRouting Table for VRF "dafault®

¥, 215.1.1._1:3'.‘:. Sptime: 02:10:2). igmp ip pinm
Incoming interface: port-channallld, RFF obr: 10.0.1.1
Wigoling interface list: (coumt: 1)
Vianl00, upcima: 02:18:1), iomp

(10.10.10.10/32, 238.1.1.1/12), uptime: O00:44:0%, ip pla mrib
Incoming interfasce: port-chammell(, RFF nbr: 10.0.1.1
Outgoling interface list: (count: I

Vianlo0, uptime: 00:44:09. arik

* 29 3B ip mroute

- N ® T F ela
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A host with source address 10.10.10.10. sends traffic to multicast group 239.1.1.1. how do the vPC switches forward the multicast traffic?

A. If multicast traffic is received on Pol1l Switch2, the traffic is forwarded out only one P020.

B. If multicast traffic is received on Po10 Switchl, the traffic is forwarded out on Pol and Po20.
C. If multicast traffic is received on Pol1 and Switch2, the traffic is dropped.

D. If multicast traffic is received on Switch over the vPC peer-link, the traffic is dropped.

Answer: C

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/multicast/214140-multicast-forwarding-in-vpc-based-on-loc.htm

NEW QUESTION 205
Which MAC address is an HSRP version 27

A. 0100.5E7F.FFFF
B. 3799.9943 3000
C. 0000.0C9F.FOC8
D. 0000.0C07.AC1H

Answer: C

NEW QUESTION 208
APIC EPG Resolution Immediacy is set to “Immediate” Which statement is true about the Deployment Immediacy for VMM domains associated to EPGs?

A. The “Immediate” and “On demand” options require a port group to be created on the VDS.

B. If “On demand” is selected, the policy is programmed in the hardware only when the APIC detects a VM created in the EPG.

C. If “On demand” is selected the policy is programmed in the hardware only when the first packet is received through the data path.
D. If “immediate” is selected the policy is programmed in the hardware as soon as the leaf is booted.

Answer: C

Explanation:

"Deployment Immediacy On demand — Specifies that the policy is programmed in the hardware policy CAM only when the first packet is received through the data
path."

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/aci-fundamentals/b_ACI-Fundament

NEW QUESTION 211

A network engineer must perform a backup and restore of the Cisco Nexus 5000 Series Switch configuration. The backup must be made to an external backup
server. The only protocol permitted between the Cisco Nexus Series switch and the backup server is UDP. The backup must be used when the current working
configuration of the switch gets corrupted. Which set of steps must be taken to meet these requirements?

A. 1. Perform a running-config backup to an SFTP serve

B. 2. Copy backup-config from the SFTP server to the running-config file.
C. 1. Perform a startup-config backup to a TFTP serve

D. 2. Copy backup-config from the backup server to the running-config file.
E. 1. Perform a running-config backup to an SCP serve

F. 2. Copy running-config in the boot flash to the running-config file.

G. 1. Perform a startup-config backup to an FTP serve

H. 2. Copy startup-config in the boot flash to the running-config file.
Answer: B

Explanation:

TFTP runs on UDP 69 = Is correct

NEW QUESTION 214
A new user with access privileges in the Finance department moves to a new Admin department. The user must have access privileges to the Admin department
data and applications inside the Cisco UCS Manager Which set of changes must be implemented in Cisco UCS Central for the user to acquire the privileges?

A. Create an Admin user account and remove the authentication service for the Finance privileges.
B. Disable the Finance user account and add the authentication service for the Admin privileges.
C. Create a new locale Admin and add the Admin department to the Admin local

D. Delete the old locale

E. Finance and remove the Finance department from the Finance locale.

Answer: C
NEW QUESTION 217
An engineer must configure remote authentication on a Cisco UCS system. The user password must be encrypted before it is sent to the authentication server.

The company security policy requires the server to be based on an open standard. Drag and drop the UCS CLI AAA configuration commands from the left into the
order in which they must be implemented on the right. Not all commands are used.
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comnd - buffer

creats sarver <ip address>

B Q0T [

s{ 00 LRCACS

SCODE SeCLrily

A. Mastered
B. Not Mastered

Answer: A

Explanation:
UCS-A# scope security
UCS-A /security # scope radius

UCS-A /security/radius # create server radiusserv?

UCS-A /security/radius/server* # set key
UCS-A /security/radius/server* # commit-buffer

NEW QUESTION 219
Which two settings must be configured before enabling a Cisco UCS Manager domain for Cisco Intersight connectivity? (Choose two.)

A. syslog redirection

B. DNS servers

C. SMTP servers

D. NTP servers

E. SMTP reply-to-address

Answer: BD

Explanation:

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-
Management/4-1/b_Cisco_UCS_Admin_Mgmt_Guide_4-1/m_gui_cisco_intergight_management.html

NEW QUESTION 223

Host 1 is in VLAN 100 located is DataCenter 1 and Host2 is in VLANZ200 located in DataCenter2. Which OTV VLAN mapping configuration allows Layer 2
connectivity between these two hosts?

A

DC1:
interface Overlayl
otv extend-vlan 100
otv vlan mapping 100 to 200

DC2:
interface Overlayl
otv extend-vlan 100
otv vlan mapping 100 to 200

DC1:
interface Overlayl

otv extend-vlan 100
otv vlan mapping 100 to 200

DC2:
interface Overlayl
otv extend-vlan 200
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“ DI
interface Overlavl

otv extend-vlan 100

DC2:
interface Overlay2

otv extend-vian 200
> DCI:
interface Overlayl
otv extend-vian 100
DC2:
interface Overlayl
otv extend-vlan 200
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

Explanation:
https://www.cisco.com/c/en/us/support/docs/switches/nexus-7000-series-switches/200998-Nexus-7000-OTV-V
https://www.cisco.com/c/en/us/support/docs/switches/nexus-7000-series-switches/200998-Nexus-7000-OTV-V

NEW QUESTION 225
A network architect wants to propose a scalable network monitoring solution in which data is repeatedly acquired from network devices. The solution must use a
push model and provide close to realtime access to operational data. Which technology must be used to meet these requirements?

A. streaming telemetry

B. logging
C. SNMPv3
D. CLI-based scripting

Answer: A

Explanation:
https://blogs.cisco.com/developer/its-time-to-move-away-from-snmp-and-cli-and-use-model-driven-telemetry

Why Model-Driven Telemetry?

Muodel-Driven Telemetry i a new approach for network monitoning in which data s streamed from network devices conlinuously using a push model and

. P - | S pp— spmiabi sl statimbims Ve mam moamasin lafins wikat A=t adi it b sileariba s s e .....I_.".'.‘_l_l"_ A sl (WALLET b
PIOVIGES near real-ime atcess 1o operational stalisics. You Can precisely denine what data you want 1o subscnve 10 using standard YANG models (YANG 15 @

data modeling language used to model configuration and state data manipulated by the NETCONF protocol) with no CLI required. It allows network devices to
continuousty stream real time configuration and operating state information to subscribers. Structured data is published at a defined cadence, or on-change,
based upon Ine subscription criteria and data type
NEW QUESTION 226
Refer to the exhibit.

A ccop - Unified Computing .. x |[J]

Fle Edt View Famvortess Tooks Hep
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#y

Create Backup Operati

e ¥ i | e ¥
3 ury

Which backup operation type does not include the Preserve Identities feature?

A. logical configuration
B. system configuration
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C. full state
D. all configuration

Answer: C

Explanation:

This checkbox remains selected for All Configuration and System Configuration. Full State backup does not have Preserver Identity feature.
All configs, logical and system backups seem to allow “preserve identities”:
https://books.google.pt/books?id=5VXUDWAAQBAJ&pg=PT699&Ipg=PT699&dq=Preserve+identities
+feature+backup+ucs&source=bl&ots=daWxti4DV& sig=ACfU3U3X8UIPtS8EewzRIqTxgpyNVqOaNQ&hl=es419&
sa=X&ved=2ahUKEwiYhtaxyMDgAhXFzIUKHXI8CzoQ6AEWC30ECA0QAQ#v=0nepage&q=Preserve
%20ldentities%20feature%20backup%20ucsé&f=false

NEW QUESTION 227
An engineer needs to perform a backup of user roles and locales from Cisco UCS Manager to replicate the setting to a different fabric interconnect. The engineer
wants to review the file before importing it to a target fabric interconnect. Which backup type must be selected to meet these requirements?

A. all configuration

B. system configuration
C. logical configuration
D. full state

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-Managem

+ System configuration—An XML file that includes all system configuration settings
such as usernames, roles, and locales. You can use the file generated from this
backup to import these configuration settings to the original fabric interconnect or to

a different fabric interconnect. You cannot use this file for a system restore

NEW QUESTION 229
An engineer must perform an initial configuration of VXLAN Tunnel End-Point functionality on the Cisco Nexus 9000 Series platform All the necessary features are
already enabled on the switch Which configuration set must be used to accomplish this goal?

NXSK(config#= interface loopback(

NX9K(config-f# ip address 10.10.10.11/32

NX9K(config® interface overlay0
NXOK/!config-if-overlay ¥ source-interface loopback(0

NX9K(config)= interface VLAN10
NX9K(config-if-nve % source-interface loopback(

NX9K!config= interface loopback(
NX9K(config-fj= ip address 10.10.10.11/32

NXOK(config= interface tunnel1
NX9Kconfig-f = tunnel source loopback(

NX9K(configi® interface ethernet1/1
NX9K(config-f#* ip unnumbered loopback0

NX9K(config)# interface loopback(
NX9K(config-f ip address 10.10.10.11/32

NX9K(config)® interface nvel
NX9K(config-if-nve ¢ source-interface loopback(

NX9K[config# interface ethernet1/1
NX9K(config-f# ip unnumbered loopback0

NX9K(config)= interface loopback0
NXOK(config-fi ip address 10.10.10.11/32

NX9K(config)® interface VLAN10
NX9K[config-f# ip unnumbered loopback0

NX9Kconfig)= interface nve1
NX9K(config-f-nve }# source-interface loopback(

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 230
A network architect must redesign a data center on OSPFv2. The network must perform fast reconvergence between directly connected switches. Which two
actions must be taken to meet the requirement? (Choose two)

A. Configure all links on AREA 0.

B. Implement a virtual link between the switches.
C. Use OSPF point-to-point links only.

D. Set low OSPF hello and DEAD timers.

E. Enable BFD for failure detection.

Answer: CD

NEW QUESTION 235

A Cisco Nexus 7000 Series switch runs VXLAN, and interface Ethernet 7/30 is configured as a trunk port. Which command set configures the switch to act as a
gateway for VLAN 507

interface Ethernet7/30 no switchport

no shutdown

service instance 1 vni no shutdown

A. encapsulation profile VSI_50_TO_500 default

B. encapsulation profile vni VSI_50 TO_500 dotlq 500 vni 50bridge-domain 500member vni 50 interface VIan500ip address 10.50.50.51/24
C. encapsulation profile vni VSI_50_TO_500 dotl1q 500 vni 50bridge-domain 500member vni 50 interface Bdi500jp address 10.50.50.51/24
D. encapsulation profile vni VSI_50_TO_500 dot1qg 50 vni 500bridge-domain 50member vni 500 interface Bdi50ip address 10.50.50.51/24
E. encapsulation profile vni VSI_50_TO_500 dot1q 50 vni 500bridge-domain 50member vni 500 interface VIan50ip address 10.50.50.51/24

Answer: C

NEW QUESTION 238
A POAP-enabled Cisco Nexus switch will not enter POAP mode. Which two conditions should be verified? (Choose two.)

A. Bootflash must contain a special directory named POAP with poap.py file.
B. The switch is in bootup process.

C. No startup configuration is available.

D. The license file is missing on the switch.

E. No Cisco NX-OS image is present on the bootflash.

Answer: BC

Explanation:

POAP is an automatic provisioning and zero-touch deployment feature that assists device owners in the initial deployment and configuration of Nexus switches.
The feature works by checking for a local configuration script. If the script has been deleted, the switch has been reset to factory settings, or this is the first boot-up,
the POAP daemon will connect to a preset list of servers to download an initial configuration file.

To perform this operation, the switch must first obtain an IP address from a local DHCP server. POAP configuration settings can also be passed through the DHCP
response.

Which conditions should be verified, so they need to be TRUE. Like no startup (A) and bootup (B). C means that it needs to miss a license file and E means it
needs to miss an NX-OS image.

NEW QUESTION 239
An engineer implements an ACI fabric and must implement microsegmentation of endpoints within the same IP subnet using a network-based attribute. The
attribute mapping must allow IP subnet independence. Which attribute must be selected?

A. MAC address
B. Custom

C. Tag

D.IP

Answer: D

Explanation:

If you want to use a network-based attribute and classify IP addresses in the same subnet, you must use the MAC-based network attribute. IP-based
microsegmented EPGs do not support classification for IP addresses in the same subnet.
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/virtualization/b_ACI_Virtualization_

NEW QUESTION 242
A Cisco UCS C-Series server is installed at a data center. The server should be managed by the Cisco UCS Manager by using a single cable for management and
data traffic. Which configuration should be applied after the Physical connection is established?

A. UCS-A# scope server 1 UCS-A /server# scope cimcUCS-A /server/cimc # scope mgmt-conn sidebandUCS-A /server/cimc # mgmt-conn-state enabled UCS-A
/server/cimc/mgmt-conn* # commit-buffer

B. UCS-A# scope chassis 1 UCS-A /chassis# scope cimcUCS-A /chassis/cimc # scope mgmt-conn sidebandUCS-A /chassis/cimc/mgmt-conn # mgmt-conn-state
enabled UCS-A /chassis/cimc/mgmt-conn* # commit-buffer

C. UCS-A# scope chassis 1 UCS-A /chassis# scope cimcUCS-A /chassis /cimc # set mgmt-conn-state enabled UCS-A /chassis /cimc/mgmt-conn* # commit-buffer
D. UCS-A# scope server 1 UCS-A /server# scope cimcUCS-A /server/cimc # scope mgmt-conn sidebandUCS-A /server/cimc/mgmt-conn #set mgmt-conn-state
enabled UCS-A /server/cimc/mgmt-conn* # commit-buffer

Answer: D

Explanation:

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 350-601 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/350-601-exam-dumps.html (455 New Questions)

Example

UCS-A# scope server 1 UCS-A /server # scope cimc

UCS-A /server/cimc # scope mgm
UCS-A /server/cimc # scope mgmt-conn
UCS-A /server/cimc # scope mgmt-conn sideband

UCS-A /server/cimc/mgmt-conn # set mgmt-conn-state enabled UCS-A /server/cimc/mgmt-conn* # commit-buffer

UCS-A /server/cimc/mgmt-conn

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c-series_integration/lucsm3-1/b_C-Series- Integration_UCSM3-1/b_C-Series-

Integration_UCSMS3-1_chapter_010.html

NEW QUESTION 246

A customer data center experiences bandwidth contention that affects the servers connected to the NPV enabled switch The NPV switch is connected to the NPIV
switch using two 10 Gb uplinks but the traffic originating front the connected hosts to the core switch exceeds the available bandwidth The engineers decided to
add a third uplink to the NPV server to increase the available bandwidth Which set of commands must be used to provision the new uplink?

switch2{config® npv auto-load-balance disruptive

| uplink lo NFY Care

switch2(config-if)@ switchport mode np

« switch2(config)® port-channel load-balance ethernet source-dest-port

| K "'.F 1 'l-. "i" -.-. ore

switch2{config-if)# switchport mode np

switch2(config® npv traffic-map server-interface

| uplink ta NPV Care

switch2{config-ifj# switchport mode npiv

switch2{config® npv auto-load-balance

| uplink to NPV Core

switch2{config-if)j2 switchport mode npiv

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 248

A network engineer must create a script to quickly verify IP reachability for multiple hosts using ping from the Cisco NX-OS switches. The script should use the

management VRF and exit the shell after execution Which script should be used to achieve this objective?

telsh

foreach address {

192.168.254.1

192.168.254.2

192.168.254.3

192,168.254.4

} {ping $address source 192,168,254, 254
}

teloguit

tclsh

foreach address {

192 168.254.1

192,168.254.2

192.168.254.3

192,168.254.4
} {ping $address source 1392,168.254,254

}

telsh

foreach address {

192.168.254.1

192.168.254.2

192.168.254.3

192 166.254 .4

Hping $address vrf management source 132.168,254.254
}

tclsh

foreach address {
192.166.254.1
192 1668.254.2
192,168.254.3
192 168.254 4

} {cli ping $address vrf management source 192 168,254 254

telquit

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: D
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NEW QUESTION 253
An engineer needs a utility to translate traditional Nexus CLI inputs and generate Python code using XML and JSON message formats. The solution needs to be
available on a Nexus 7700 series switch. Which utility should be used?

A. NX-OS JSON-RPC

B. NX-API Sandbox

C. Guest Shell for NX-OS
D. Open NX-OS

Answer: B
Explanation:

https://developer.cisco.com/docs/nx-os/#!nx-api-cli-developer-sandbox

NEW QUESTION 256
Refer to the exhibit.

Which backup operation type not include the preserve identities feature?

A. Full state

B. Logical configuration
C. System configuration
D. All configuration

Answer: A

NEW QUESTION 257

An engineer must allow communication between the APIC controller and an OpenStack OpFlex agent. The agent is running on a compute node directly plugged to
a Cisco ACI leaf switch. The engineer must enable and extend Infra VLAN on the port facing the compute and extend the Infra VLAN to the host. Which action
must be taken to meet these requirements?

A. Enable the Infra VLAN on the Interface Profile policy

B. Enable the Infra VLAN on the Attachable Access Entity Profile.
C. Add the infra VLAN via the physical domain.

D. Add the infra VLAN via the VMM domain.

Answer: C

NEW QUESTION 262
A customer has a requirement to deploy a cloud service and needs to have full control over the underlying OS, data and application. Which cloud model meets this
requirement?

A. PaaS
B. MaaS
C. laaS

D. SaaS

Answer: C

Explanation:

Traditional IT is responsible for Application, Data, Runtime, Middleware, OS, Virtualization, Servers, Storage, Networking. laaS = Infrastructure as a Service - is
responsible for OS, Virtualization, Servers, Storage, Networking. SaaS = Software as a Service - Software deployed by the cloud provider - is responsible for
nothing. PaaS = Platform as a Service - Software can be deployed by the customer building their own application | is responsible for Data and Application.

NEW QUESTION 267

A network engineer must configure a Fibre Channel interface on the Cisco MDS 9000 Series Switch The configuration must meet these requirements
* The interface must be disabled when the bit errors threshold Is exceeded

« Buffer-to-buffer credits must be set to the maximum value

« The interface must have full bandwidth allocated for its port group

Which command set configures a Fibre Channel interface that meets these requirements?

A interface fc1/1
switchport bit-errors
switchport fcrxbberedit 220 mode Fx
switchport rate-mode dedicated

B.
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interface fc1/1

switchport ignore bit-errors
switchport fcrxbbceredit 255 mode Fx
no switchport rate-mode

interface fc1/1

no switchport ignore bit-errors
switchport fcrxbbcredit 255 mode Fx
switchport rate-mode dedicated

interface fc1/1

no switchport bit-errors

switchport fecrxbberedit 220 mode Fx
no switchport rate-mode

Answer: A

NEW QUESTION 270

An engineer is implementing OTV on a transport that supports multicast. The solution needs to meet the following requirements:
« Establish adjacency to the remote peer by using multicast.

* Enable OTV advertisements for VLAN 100 to the other site.

Which two commands should be configured to meet these requirements? (Choose two.)

A. otv site-vlan 100

B. otv data-group 232.2.2.0/28

C. otv use-adjacency-server 172.27.255.94
D. otv extend-vlan 100

E. otv control-group 232.1.1.1

Answer: DE

Explanation:
https://www.cisco.com/c/dam/en/us/products/collateral/switches/nexus-7000-series-switches/guide_c07-728315
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-0s/OTV/config_guide/b_Cisco_Nexus_7000_

NEW QUESTION 272
An engineer configures a storage environment for a customer with high- security standards. The secure environment is configured in vsan 50. The customer wants
to maintain a configuration and active databases and prevent unauthorized switches from joining the fabric. Additionally, the switches must prevent rogue devices
from connecting to their ports by automatically learning the WWPNs of the ports connected to them for the first time. Which two configuration sets must be used to
meet these requirements? (Chose two.)

port-security enable

port-security activate vsan 50

clear fabric-binding activate vsan 50
fabric-binding activate vsan 50

fabric-binding activate vsan 50 force

fcsp enable
fcsp auto-active

fcsp dhchap hash mdS sha

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: AC
NEW QUESTION 277
An engineer must configure HTTPS secure management for Cisco UCS Manager using a key ring named kr2016 and a key size of 1024 bits. The environment

consists of a primary fabric interconnect named UCS-A and a secondary fabric interconnect named UCS-B. Which command sequence must be used to
accomplish this goal?
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UCS-B# scope security

UCS-B /security # keyring kr2016

UC S-B /security/keyring” # set mod mod1024
UC S-A /security/keyring” # commit-buffer

UC S-A# scope security

UCS-A /security # create keyring kr2016

UC $-A /security/keyring” # set modulus mod1024
UCS-A /security/keyring” # commit-buffer

UC 5-B# scope security

UC S-B /security # create keyring kr2016
UCS-B /security/keyring” # set size mod1024
UCS-A /security/keyring” # commit-buffer

UCS-A#% scope security

UC $-A /security # keyring name kr2016
UCS-A /security/keyring” # set size 1024
UC S-A /security/keyring” # commit-buffer

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/cli/config/guide/1.4.1/CLI_Config_Guide_1 4 1

UCS-A# scope security
UCS-A /security # create keyring kr220

UCS-A /security/keyring* # set modulus modle24

UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring #

NEW QUESTION 280

An engineer is performing an ISSU upgrade on the Cisco MDS 9000 Series Switch. What is the impact on the control plane of the switch?

A. It remains down until the next reboot.

B. It remains up throughout the update.

C. It remains down for more than 80 seconds but less than 140 seconds.
D. It is down for less than 80 seconds.

Answer: D

NEW QUESTION 285
Refer to the exhibit.

MDESWITCH® config terminal

MDSSWITCH (confiqg) # felip profile 1

MDSSWITCH (config-profile)# ip address 192.0.1.10
MDSSWITCH (config-profile}# port S000

MDSSWITCH (config=-profile}# top max-bandwidth-mbps 5000
min-avallable-bandwidth-mbps 4000 round-trlip-time-ms 1
MDSSWITCH (config-profile)d exit

MDSSWITCH (configl # interfaos foip 1

MDESWITCH (config-2£) 1 use-profile 1

MOSSWITCH lconfig-1if) 1 pear-info ipaddr 192.0.1.11

Ly
;-'. ..
o

VITCH (config-1£)# top-connections 1

-
-
1 = "

MDSSWITCH (config-1f) # ip-compression moda2

MDSSWITCH (config-1if)# no shutdown

MDSSWITCH (config=-1£f) # exit

MODSSWITCH (confiq) # interface ipStorage 1/1

MDSSWITCH (config-1if) 4 ip address 192.0.1.10 255.255.255.0
MDSSWITCH (config-11) § switchport mtu 2500

MDESWITCH (config-2£f) # no shutdown

MDSSWITCH (config-1£) 4 end

An engineer configures FCIP on a Cisco MDS 9000 Series switch. What is the result of implementing the configuration?

A. The switch attempts to make two TCP connections
B. Compression is performed by using hardware

C. Mode2 is enabled by default.

D. Compression is performed by using software.
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Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/8_x/config/ip_services/ipsvc/ cfcip.html

NEW QUESTION 290

An engineer must perform a POAP deployment of a Cisco Nexus 9000 Series Switch The switch must automatically receive its software image and configuration
file upon power-on. Also, only UDP is permitted between the Nexus 9000 switch and the server that hosts the Cisco NX-OS system images Which set of actions
completes the configuration’

A. Enable option 67. Define TFTP transfer protocol
B. Enable option 43 Define HTTP transfer protocol.
C. Enable option 46. Define TFTP transfer protocol
D. Enable option 35. Define HTTP transfer protocol.

Answer: A

NEW QUESTION 294
A UCS B- Series server located in B5108 chassis 1 slot 1 is currently unavailable. The server needs to be associated with a specific service profile when it
becomes available. Which associate service profile option should be selected to accomplish this goal?

A. server pool

B. server

C. custom server
D. restrict migration

Answer: C

Explanation:
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/ UCSM_GUI_Configuration_Guide_141 chapter28.html

Text, application Description automatically generated with medium confidence
Associating a Service Profile with 3 Server or Server Pool

Fallow this procedure if vou did not associate the senvice profile with a blade senver or server pool when you crealed i, or to change the blade server or server poal
With which a service profile is associated

Frocedure
Step 1 Inthe Navigation pane, click the Semvers 1ab

Step 2 Onthe Servers tab, expand Servers > Senvice Profiles
Step 3 Expand the node for the organization that contains the service profile that you want to associate with a new Senver or server pool

fthe system does not Include muti-tenancy, expand e oot node.
Stepd Right-Click the service profile you wani to associale with a server and select Change Service Profite Association

Step 5 Inthe AssQCiate Service Profile dialog box. select one of the following oplions
Option | Description

server | Select a senver pool from the crop-down list. Cisco UCS Manager assians a server fram this pool b the service profiie
=
Continue with Step 7

Server MNavigate to Ihe Gesired availabie serverin the navigation iree and sekect the server wiich will be ﬂESiQI’I’EI] {0 the service profile

caontinue with Step 7

Custom | Specries the chassis and siot that contains the server that will be assigned o the senvice profie. If the server is not in the 510 or is othenwise
Sepver enavailable. the service profile will be associated with the server when it becomes avallable

continue with Step b

Step € |fyou chose Custom Senver, do the following

a. In the Chassls 10 figld, enter the aumber of the Chassis where [he selected senver 1S located
b. In the Server id field. enter the number of the siot where the selected server is lecated

NEW QUESTION 297

An engineer must implement a solution that prevents untrusted DHCP servers from compromising the network. The feature must be configured on a Cisco Nexus
7000 Series Switch and applied to VLAN 10. The legitimate DHCP servers are connected to interface Ethernet 2/4. Which configuration set must be used to meet
these requirements?
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nk-1(config)# ip dhep snooping vian 10
n7k-1{configf}# interface Ethernet2/4

nik-1{config-if # ip dhcp snooping trust
n7k-1(config)# ip dhcp snooping vian 10
n7k-1{config)# interface Ethernet2/4
nTk-1(config-if ip dhep snooping verify vian 10
nik-1(config)# ip dhep snooping verify
n7k-1(config)# interface Ethernet2/4
n7k-1(config-if ip dhep snooping verify vian 10
nik-1{config)# ip dhep snooping verify
n7k-1(config)# vian configuration 10
nik-1{config-vian# ip dhcp snooping trust

A. Option A

B. Option B

C. Option C

D. Option D

Answer: A

NEW QUESTION 298

Which action must be performed before renumbering a Cisco UCS chassis?

A. Move the chassis to new ports on fibric interconnect.

B. Re-acknowledge the chassis.

C. Decommission the chassis.

D. Run the shut and no shut command on the connected ports.

Answer: C

NEW QUESTION 303

Which NFS version uses the TCP protocol and needs only one IP port to run the service?

A. NFSvl
B. NFSv2
C. NFSv3
D. NFSv4

Answer: D

NEW QUESTION 306

What is a benefit of using the Cisco UCS Lightweight upgrade feature?

A. Security updates are scheduled with the next reboot of the fabric interconnects.
B. All servers are rebooted to push the latest updates.

C. The firmware version of a component is updated only when it has been modified.
D. A soft reboot is available for the fabric interconnects.

Answer: C

NEW QUESTION 309
Refer to the exhibit.
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An engineer installs a new Cisco UCS B-Series server. The requirement is to install an operating system on a LUN that is provided by the Fibre Channel storage
array. Which two steps must be configured in the boot policy to accomplish this goal? (Choose two.)

A. Disable Enforce vNIC*"HBA/ISCSI Name

B. Add Local CD/DVD and SAN Boot.

C. Configure a SAN Boot Target with a WWPN
D. Set Boot Order to External USB and LAN Boot
E. Create (SCSI VNICs and add Local LUN

Answer: AD

NEW QUESTION 311

An engineer must suggest a deployment model for a newly developed application. The engineer has a small starting budget and lacks technical knowledge and
infrastructure to implement storage, operating system, and database services to support the application deployment. The engineer also needs usage data related
to the service and the ability to elastically scale the deployment as customer demands grow. Which two models must be used to meet the requirements?
(Choose two.)

A. private cloud

B. platform as a service

C. software as a service

D. infrastructure as a service
E. public cloud

Answer: DE

NEW QUESTION 313
A network engineer is adding a Cisco HyperFlex data platform to the Cisco intersight management portal. Which two components are required for Intersight to
claim the Cisco HyperFlex data platform? (Choose two.)

A. device FQDN

B. device public IP address
C. device claim code

D. device ID

E. device serial number

Answer: CD

Explanation:
Text Description automatically generated
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Step 1 |, the Cisco Intersight, left navigation pane, select ADMIN > Targets
Step 2 | the Targets details page, chick Claim a New Target
Step 3 |, the Claim a New Target wizard, select Hyperconverged > Cisco HyperFlex Cluster and

complete the following fields

Note You can locate the Device ID and the Claim Code information in

a. Cisco UCS Manager and Cisco IMC by navigating to Admin > Device Connector
b. Cisco HyperFlex by navigating to HyperFlex Connect Ul > Settings > Device
Connector

c. Cisco UCS Director by navigating to Administration > Device Connector

Ul Element Essential Information
Device ID Enter the applicable Device ID

= For a UCS Domain, use the sernal number
of the pnmary and subordinate Fls, in this
format: (Senal number of Fl-A & Senal
number of FI-B). Example
[SAL1924GKVBESAL1913CITV]

« For a standalone server, use sernal
number. Example: NGTR12345

« For HyperFlex, use Cluster LIUID
Example: xxxxxxxx-xxm-xxu-umﬁ
Diagram, application Description automatically generated with medium confidence
: re-instalation

Complete

Ensure Network Log into
» Cisco Intersight

Is Setup

instaliation

: Run the Create
Verify Cisco UCS »
HyperFlex Cluster
Firmware Versions Brofile Wizard

Claim Devices [ 3

Post Installation

Run the

Post Installaton Script *
through the controller VM

 — 5

https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/

HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight/ b_HyperFlex_Installation_Guide_for_Intersight_chapter_011.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-dataplatform/ 214268-cisco-intersight-hyperflex-installatio.html

NEW QUESTION 318
Which statement is true about upgrading the firmware on a Cisco MDS storage switch with dual supervisors?

A. The standby supervisor must be offline before the firmware upgrade begins.

B. Both supervisors load the new firmware and then the active supervisor reboots.
C. Supervisors can be upgraded independently to test the new firmware.

D. The new firmware is load on the standby supervisor first.

Answer: D

Explanation:

https://www.cisco.com/c/en/us/support/docs/storage-networking/mds-9000-nx-0s-san-os-software/118952- technote-

mds9k-00.html#:~:text=0n%20a%2095xx%200r%2097xx,becomes%20the%20new%20standby%20supervisor.

NEW QUESTION 322

An engineer must apply AAA configuration on a Cisco MDS 9000 Series Switch. The solution must meet these conditions:
b’ It must use a challenge-response authentication protocol that uses MD5 hashing with an incrementally changing identifier

;’ The RADIUS configuration must t>e automatically shared with other MDS switches in the environment.
The RADIUS server is already defined. Which command set completes the configuration?
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aaa authentication login pap enable
distribute radius
radius-server host 10.58.8.0 auth-port 1821

aaa authentication login mschapv2 enable
radius propagate
radius authentication port 1821

aaa authentication login chap enable
radius distribute
radius commit

aaa authentication login mschap enable
radius commit
radius-server host 10.8.8.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 324
Refer to the exhibit

s
‘%,

During a vPC peer switch reload, there is packet loss between the server and the router Which action must be taken to prevent this behavior during future reloads?

A. Set the routed uplink ports of the Cisco Nexus peers as orphans.
B. Increase the vPC delay restore timer.

C. Decrease the OSPF hello and dead interval timers.

D. Disable vPC ARP synchronize on the vPC peers.

Answer: B

NEW QUESTION 325
Refer to the exhibit

e
| |
Lo1-10 255255 10

An engineer must provision a VXLAN deployment The OSPF has already been configured as the underlay protocol All BGP configurations will be performed using
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the template method The deployment must meet these requirements

> The local update source for leaf switches must be loopback 1

> The router ID must be the local loopback IP address

> The external BGP connections must use a template name

Drag and drop the configuration snippets from the bottom to complete the configuration

router bgp 65000
::ule:‘lj‘ ]
template peer SPINE
bfd
remoe-a3
update-scurce lcopbackl
timers 3 O
ajﬂ:ess-fa:-lyf _ - “] _
send-community extended
neighbor | }
peer SPINE
10.25%.2585.10 livpT j 8 VDT
A. Mastered

B. Not Mastered
Answer: A

Explanation:

zouter-i ;f.:ff.;fF.:f}
template peer SPINE
bfd

i ]
iy

'

NEW QUESTION 326

An engineer must integrate Cisco ACI with a VMware vSphere environment. The requirement is to use a VMware Distributed Virtual Switch and to assign the

encapsulation VLAN of the EPG from the VLAN pool. Which configuration set accomplishes this goa?

A. Create a VMM domain association under the EPGs Create a VLAN pool with static alocated VLANS.
B. Create a physical domain association under the EPGs Create a VLAN pool with static alocated VLANS.

C. Create a physical domain association under the EPG
D. Create a VLAN pool with oVnarmc alocated VLANs

E. Create a VMM domain association under the EPGs Create a VLAN pool with dynamic alocated VLANS.

Answer: D
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NEW QUESTION 328
Refer to the exhibit.
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An engineer is configuring a Cisco MDS 9000 Series Switch for the first time. After the initial setup process, the name server at IP 192.168.10.11 is missing from

the configuration. Which set of actions completes the configuration?

A. Enter no at step 21 and reinitialize the installe
B. Press the Esc key to access ROMMON mode.
C. Enter no at step 21 and reload the switc

D. Configure the advanced IP options.

E. Enter yes at step 21 to edit the configuratio

F. Add the line dns-server 192.168.10.11.

G. Enter yes at step 21 and log i

H. Modify the startup configuration DNS

Answer: B

NEW QUESTION 331

AN engineer enters these commands while in EEM on a Cisco Nexus 9000 Series Switch. event manager applet Backup-config event timer watchdog time 1800

name timer
event cli match “copy running-config startup-config” what is the result of applying this configuration?

A. It saves the running configuration every 1800 seconds.

B. It generates an error because no action is mentioned.

C. It executes the copy running-config startup-config command.
D. It blocks the copy running-config startup-config command.

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/b-cisco-nex

Graphical user interface, text, application, email Description automatically generated
Prerequisites for EEM

§ f Wi
T -
T sLE RIS L Omgure L

Guidelines and Limitations for EEM

show tech commands (o completa belore the same acton 15 calfed agal

NEW QUESTION 336

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\l/ Exam Recommend!! Get the Full 350-601 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/350-601-exam-dumps.html (455 New Questions)

A network engineer needs a tool to automate the provisioning of Cisco UCS Service Profiles. The administrator has limited programming knowledge but is skilled
with scripting tools. The tool must include existing support for Cisco UCS configuration. Additionally, the administrator will eventually use the solution to manage
Cisco UCS C-Series Rack Servers. Which tool meets these requirements?

A. Cisco DCNM
B. Python scripts
C. PowerShell
D. Bash scripts

Answer: C

NEW QUESTION 339
What is an advantage of using Ansible for automation as compared to puppet and chef?

A. Ansible automates the enforcement of configuration settings.

B. Ansible perform automation without installing a software agent on the target node.

C. Ansible configures a set of CLI commands on a device by using NETCONF.

D. Ansible abstracts a scenario so that set of configuration setting can be used across multiple operating systems.

Answer: B

NEW QUESTION 340
Refer to the exhibit.
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Esxi-server is associated to the blade server. A VLAN added to trunk-a. the VLAN is missing on the vNIC of ESXI-server. Which action should be taken to add the
VLAN to the cNIC?

A. Change the template type of ESXI-Server to an updating template.

B. Change the template type of Trunk-A to an updating template.

C. Remove both template and recreate them as updating templates.

D. Remove the VLAN from the Trunk-A template and add the VLAN again.

Answer: D

NEW QUESTION 344
A small remote office is set to connect to the regional hub site via NSSA ASBR. Which type of LSA is sent to the remote office OSPF area?

A. type 7 LSA
B. type 3LSA
C.type 1LSA
D. type 5 LSA

Answer: A

NEW QUESTION 345
An engineer must configure OSPFv2 connectivity between a pair of Cisco Nexus switches. The connection between the switches must meet these requirements:

> Use unicast for updates.
> Use decentralized communication of updates.

> Full adjacency between switches.
Which configuration is needed to meet these requirements?
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A. interface with a type of p2p network
B. stub area between the neighbors
C. filter list between the neighbors

D. virtual link between the neighbors

Answer: A

NEW QUESTION 347
Due to a domain name change at a customer site, a Cisco UCS cluster must be renamed. An engineer must recommend a solution to ensure that the Cisco UCS
Manager is available over HTTPS. Which action accomplishes this goal?

A. Reinstall the cluster to generate the default key ring certificate

B. Generate a new default key ring certificate from the Cisco UCS Manager
C. Reboot the SSO component of the Cisco UCS Manager

D. Regenerate the default key ring certificate manually

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-Managem

The default key ring certificate must be manually regenerated if the cluster name changes or the certificate expires.

NEW QUESTION 350
A bridge domain is being extended out of a Cisco ACI fabric. Between which of these components are policies used to identify the connectivity between Endpoint
Groups and the external connection?

A. an external bridge domain and an external routed domain
B. internal contracts and external contracts

C. internal EPGs and external EPGs

D. L20ut and L30ut

Answer: D

NEW QUESTION 353
Refer to the exhibit.

router D Internet

Web
Eenjer

App Storage Storage

DC1 Server Nodel  Node 2

Drag and drop each traffic flow type from the left onto the corresponding number on the right Not all traffic flow types are used
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Inter-Data Center 1

EESt-'-‘J'E’S:.

P

North-\West

L

North-South 4

South-YWest 5

Storage Traffic

Storage Rephcation

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Table Description automatically generated

NEW QUESTION 356
Refer to the exhibit.

awitchl show radius-server
Global RADIUS shared sscret:®ssthssa
retranamission count:3
timesout value:10
following RADIUS servers are configured:
myradius . CASCO.usSers.com!:
available for authentication on port:1812
avallables for accounting on port:1813
172.22.91.37:
available for authsntication on port:1812
available for accounting on port:l1813
RADIUS shared sscrat:s**ssss
10.10.0.0:
available for authentication on port:1812
available for accounting on port:1813
RADIUS shared secret *w=sws

switchi# show radius-server groups
total number of groups:4
following RADIUS server groups are configured:
group radius:
server: all configured radius servers
group Groupl:
server: Server) on auth-port 1812, acct-port 1811
sarver: ServerS on auth-port 1812, acct-port 1813
group Grouph

A network engineer requires remote access via SSH to a Cisco MDS 9000 Series Switch. The solution must support secure access using the local user database

when the RADIUS servers are unreachable from the switches. Which command meets these requirements?
A. aaa authentication none

B. aaa authentication login default group radius

C. aaa authentication login default group local

D. aaa authentication login default fallback error local

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/6_2/configuration/guides/security/nx-o
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Configuring Fallback Mechanism for Authentication

You can enablefdisable faliback to local database in case the remote authentication iz set and all AAA servers are

unreachable (authentication error). The fallback is set to local by default in case of an authentication error. You can disable

this fallback for both console and sshjtelnet login, Disabling this fallback will tighten the secunity of authentication,

The following steps explain thefallback mechanism for authentication:

Step 1 By default fallback will be enabled for both default/console login. The “sh run aaa all” command can be used to

verify this,

Step 2 Disabling fallback will print a waming message.

The CLI syntax and behavior is as follows:

Step

Step

Step

Command Purpose

switch# config ¢ Enters configuration mode.

switch{config )4

switch(config}# show run aas all Displays the default fallback behavior
asa authentication login default fallback error

Local

gsa suthentication login console fallback error

local

switch{config)# no aaa authentication login default Disables the fallback to local database for authentication,

fallback ervor jocal Note Replace default with console in this command to

WARNING!! Disabling fallback can lock your switch. disable fallback to console.

NEW QUESTION 360
Refer to the exhibit.

Eth1/2 Monitorng
Device
Ethi/4
Ethl/4 Ethl/5
SW2
o | - i

= ﬂ
Vian 51 Vian 58 Vian 52 Vian 57
hyper1 hyp-erg hyper3 hyperd

An engineer must monitor the Ethernet port and the corresponding VLAN traffic for the hyper4 device The SW3 device is a Cisco Nexus 7000 Series Switch Drag
and drop the code snippets from the right into the boxes in the configuration to meet these requirements.
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s = ; vian 57

ethernet 1/2

interface ethernet 1/2

switchport ethemet 1/4
monitor
monitor session 2
source interface interface vlan 57
destination interface
source
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Graphical user interface Description automatically generated

NEW QUESTION 365

An engineer must configure two Cisco Nexus 7000 series switches in the same data center to support OTV. Which command set completes the join interface
configuration?

La s [T ey lr_‘. by :"‘_-_a P "'-_- ol g e s mp ki B m .'H'u-||| 118 - ol m Pl ate '-:-_-. akn _._..pl:_ vl na )
A engieer must configure o Cisco Nexus 700U denes switches i ihe same daka certer bo Supoor TV, WWhich command set compietes e jon nteréace comigurzbon

feature otv

otv site-identifier 238
interface overlay 1

otv controbgroup 239.1.4.
otv data-group 239.1.1.028
ot joindnterface ethemet 21
otv extend-vian 40

no shutdown
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Edge Device 1

interface ethernet 2/1
ip address 192.0.2.1/24
ip igmp version 3

Edge Device 2

interface ethernet 2/1
ip address 192.0.2.16/24
ip igmp version 3

Edge Device 1

interface ethernet 2/1
ip address 192.0.2.1/24
ip igmp version 3
ip pim sparse-mode

Edge Device 2

interface ethernet 2/1
ip address 192.0.2.16/24
ip igmp version 3
ip pim sparse-mode

Edge Device 1
interface ethernet 2/1
ip address 192.0.2.1/24

Edge Device 2
interface ethernet 2/1
ip address 192.0.2.16/24

Edge Device 1

interface ethernet 2/1
ip address 192.0.2.1/24
ip igmp version 3

Edge Device 2

interface ethernet 2/1
ip address 192.0.2.1/24
ip igmp version 3

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 368
Refer to the exhibit.

. jadaa group : L radius HADI
I server 10.1.1.10
HADIS Server 1 - jeadtime 30
E S radius-server host 10.1.1.10 key O C!'5c
; - dda group server radius RaDZ
e rve e el 1L
10.1.1.10 R :
101 Vil I 0 b 5
-*ngrnm 1 T cjml
10.2.2.10 e | bt eadile labatit
. Nesus 9000 yEL mehbel management
‘ ] face vlian ;
p addngss 1/24
1 __.1:'_'-:. athi sl
RADIIS Server 2 . “hpe
o ship m i
X hi ACCe 1 2

A user must be granted management access to the Cisco Nexus 9000 Series Switch using AAA servers The RADIUS servers are configured to accept login
requests from the same Layer 2 subnet of the switch The user must be permitted to log in with these requirements:

> RADIUS server 1 must be used to log in via a console.
> RADIUS server 2 must be used to log in via SSH.
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WDOhich two actions meet these requirements?

A. Enable command authorization to RAD1 and RAD?2 for all successful logins.

B. Change the dead timer for RAD1 and RAD2 to 1 minute.

C. Set the RADIUS source interface to be mgmt0 for group RAD1 and VLAN 22 for group RAD2

D. Configure the authentication login to use group RAD1 for console and group RAD2 for remote access.

Answer: AD

NEW QUESTION 369
Refer to the exhibit.
-

SPAN

Metwork Tratfic
Analysis Application

An engineer must monitor ingress traffic from SW1 and SW2 port-channel interfaces from SW3. Which configuration must be implemented to accomplish this
goal?
A)

SWER configure terminal
SWEconfig ¥ seurce interface port-channal 1 rx
SWE config# source interface port-channel 2 tx

nfig )@ imterface ethernet 1M
Vi configf i destination interface ethernet 14
SWE{ config-i 8 axit

Wicon'g# interface Port-channel 1.2
WA config-if @ switchport monitor
WA Confug-if ) axit

B)

SWaR configure terminal

SWEConhg [ monitor session 2

conhig-montor}® seurce interface pert-<channel 1 tx
¢ onfig-montor & seurce interface pert-channel 2 tx

SWE configl® interface Pertchannel 1
Heonhg-f 2 switchport maniter
W config-if & axit

N3 config ¥ interface Port-channel 2
W Config-f @ switchport monitor
VW config- i) exit

C)

SWEE configure terminal

SWHconhg® moniter session 2
A config-montor ¥ seurce interface port-channel 1 tx
A3 config-monitor ¥ seurce interface pert-channel 2 rx

Heonfigl® interface port-channel 1
SWE configaf @ switchport monitor
SWA(conhg- M exit

SWEHconfig# interface port-channel 2
Wi configf @ switchport monitor
WVE confg-T 8 et

D)

SWEE configure terminal
SW3 contig [ meniter session 2

Hconhg-montor @ seurce interface pert-channel 1 re
W config-mondor j# seurce interface pert=channel 2 rx
W config# interface ethernet 1M

SWE confiz-if® switchport moniter
A conhg- e exit
SWEH confg |# moniter session 2
SWE config-monitor j@ destination interface ethemaet 14
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 374

A network engineer must implement RBAC on Cisco MDS 9000 Series Multilayer Switches.
Drag and drop the Cisco MDS 9000 Series roles from the left onto the correct categories on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface Description automatically generated with low confidence
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin
Management/3-1/b_Cisco_UCS_Admin_Mgmt_Guide_3_1/b_UCSM_Admin_Mgmt_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/8_x/config/security/
cisco_mds9000_security _config_guide_8x/configuring_users_and_common_roles.html#con_1422305

san-operator

global-admin

server-admin

storage-admin

network-admin

network-operator

NEW QUESTION 376
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