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NEW QUESTION 1
DRAG DROP

Match the Palo Alto Networks Security Operating Platform architecture to its description.

Select and Place:

Threat Intelligence Clond

MNext-Generation Firewall

Advanced Endpoint
Protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Threat Intelligence Cloud

Next-Generatlon Firewall

Advanced Endpoint
Protection

NEW QUESTION 2

Drag answer hiere

Drap answer here

Drag answer here

Gathers, analyzes, correlates, and
disseminates threats to and from the
network and endpoints locatsd within the

network,

Identifies and inspects all traffic to block
kmowm theeats.

Inspects processes and files to prevent
knowm and unknown exploits.

Identifies and inspects all traffic to block
known threats.

Gathers, analyzes, correlates, and
disseminates threats fo and from the
network and endpoints located within the
nEtwork

Inspects processes and files to prevent
known and unknown exploits.

Identifres and mspects all traffic to block
known threats

Gathers, analyzes, correlates, and
disseminates threats to and from the
network and endpoints located within the
nebwork.

Inspects processes and files to prevent
known and unknown exploits.

A security administrator has configured App-ID updates to be automatically downloaded and installed. The company is currently using an application identified by
App-ID as SuperApp_base. On a content update notice, Palo Alto Networks is adding new app signatures labeled SuperApp_chat and SuperApp_download, which

will be deployed in 30 days. Based on the information, how is the SuperApp traffic affected after the 30 days have passed?

A. All traffic matching the SuperApp_chat, and SuperApp_download is denied because it no longer matches the SuperApp-base application
B. No impact because the apps were automatically downloaded and installed

C. No impact because the firewall automatically adds the rules to the App-ID interface
D. All traffic matching the SuperApp_base, SuperApp_chat, and SuperApp_download is denied until the security administrator approves the applications

Answer: C

NEW QUESTION 3

Which option shows the attributes that are selectable when setting up application filters?

A. Category, Subcategory, Technology, and Characteristic

B. Category, Subcategory, Technology, Risk, and Characteristic
C. Name, Category, Technology, Risk, and Characteristic

D. Category, Subcategory, Risk, Standard Ports, and Technology

Answer: B

NEW QUESTION 4
DRAG DROP

Match the Cyber-Attack Lifecycle stage to its correct description.

Select and Place:
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Reconnaissance

Installation

Command and Conirol

Act on the Objective

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reconnaissance

Installation

Command and Control

Act on the Objective

Drag answer here

stage where the attacker has

deface web property

metivation for attacking a network to

Drag answer here

that can be exploited

stage where the attacker scans for
network vulnerabilities and services

Drag answer here

meethods sich as a root kit to
establish persistence

stage where the attacker will explore

Drag answer here

a specific server so they can

from infected devices within a
network

stage where the atiacker has access to

communicate and pass data to and

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the attacker has
motivation for altacking a network to
deface web property

stage where the attacker will explore
methods such as a root kit to
establish persistence

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the anacker las access 1o
a specific server so they can
communicale and pass data to and
from mfected devices within a
network

stage where the attacker will explore
methods such as a root kit to
cstablish persistence

stage where the attacker has
maotivation for aitacking a network 1o
deface web property

stage where the attacker has access to
a specific server so they can
commumicate and pass data 1o and

from infected devices within a
network

NEW QUESTION 5
Which two statements are correct about App-ID content updates? (Choose two.)

A. Updated application content may change how security policy rules are enforced

B. After an application content update, new applications must be manually classified prior to use
C. Existing security policy rules are not affected by application content updates

D. After an application content update, new applications are automatically identified and classified

Answer: CD

NEW QUESTION 6
Which User-ID mapping method should be used for an environment with clients that do not authenticate to Windows Active Directory?

A. Windows session monitoring via a domain controller

B. passive server monitoring using the Windows-based agent

C. Captive Portal

D. passive server monitoring using a PAN-OS integrated User-ID agent

Answer: C

NEW QUESTION 7

An administrator needs to allow users to use their own office applications. How should the administrator configure the firewall to allow multiple applications in a
dynamic environment?

A. Create an Application Filter and name it Office Programs, the filter it on the business-systems category, office-programs subcategory
B. Create an Application Group and add business-systems to it

C. Create an Application Filter and name it Office Programs, then filter it on the business-systems category

D. Create an Application Group and add Office 365, Evernote, Google Docs, and Libre Office

Answer: B
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NEW QUESTION 8
Which interface does not require a MAC or IP address?

A. Virtual Wire
B. Layer3

C. Layer2

D. Loopback

Answer: A

NEW QUESTION 9
A company moved its old port-based firewall to a new Palo Alto Networks NGFW 60 days ago. Which utility should the company use to identify out-of-date or
unused rules on the firewall?

A. Rule Usage Filter > No App Specified

B. Rule Usage Filter >Hit Count > Unused in 30 days
C. Rule Usage Filter > Unused Apps

D. Rule Usage Filter > Hit Count > Unused in 90 days

Answer: D

NEW QUESTION 10
What are two differences between an implicit dependency and an explicit dependency in App- ID? (Choose two.)

A. An implicit dependency does not require the dependent application to be added in the security policy
B. An implicit dependency requires the dependent application to be added in the security policy
C. An explicit dependency does not require the dependent application to be added in the security policy
D. An explicit dependency requires the dependent application to be added in the security policy

Answer: AD

NEW QUESTION 10
Recently changes were made to the firewall to optimize the policies and the security team wants to see if those changes are helping. What is the quickest way to
reset the hit counter to zero in all the security policy rules?

A. At the CLI enter the command reset rules and press Enter

B. Highlight a rule and use the Reset Rule Hit Counter > Selected Rules for each rule
C. Reboot the firewall

D. Use the Reset Rule Hit Counter > All Rules option

Answer: D

NEW QUESTION 13
Which two App-ID applications will need to be allowed to use Facebook- chat? (Choose two.)

A. facebook

B. facebook-chat
C. facebook-base
D. facebook-email

Answer: BC

NEW QUESTION 16
In which stage of the Cyber-Attack Lifecycle would the attacker inject a PDF file within an email?

A. Weaponization

B. Reconnaissance

C. Installation

D. Command and Control
E. Exploitation

Answer: A

NEW QUESTION 18

Identify the correct order to configure the PAN-OS integrated USER-ID agent.

3. add the service account to monitor the server(s)

. define the address of the servers to be monitored on the firewall

. commit the configuration, and verify agent connection status

. create a service account on the Domain Controller with sufficient permissions to execute the User- ID agent

= AN

. 2-3-4-1
1-4-3-2
.3-1-2-4
1-3-2-4

oo W

Answer:
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D

NEW QUESTION 21
Which license must an Administrator acquire prior to downloading Antivirus Updates for use with the firewall?

A. Threat Prevention License

B. Threat Implementation License
C. Threat Environment License
D. Threat Protection License

Answer: A

NEW QUESTION 24
Which two security profile types can be attached to a security policy? (Choose two.)

A. antivirus

B. DDoS protection
C. threat

D. vulnerability

Answer: AD

NEW QUESTION 25

The CFO found a USB drive in the parking lot and decide to plug it into their corporate laptop. The USB drive had malware on it that loaded onto their computer
and then contacted a known command and control (CnC) server, which ordered the infected machine to begin Exfiltrating data from the laptop.

Which security profile feature could have been used to prevent the communication with the CnC server?

A. Create an anti-spyware profile and enable DNS Sinkhole

B. Create an antivirus profile and enable DNS Sinkhole

C. Create a URL filtering profile and block the DNS Sinkhole category
D. Create a security policy and enable DNS Sinkhole

Answer: A

NEW QUESTION 28
What are three differences between security policies and security profiles? (Choose three.)

A. Security policies are attached to security profiles

B. Security profiles are attached to security policies

C. Security profiles should only be used on allowed traffic
D. Security profiles are used to block traffic by themselves
E. Security policies can block or allow traffic

Answer: BCE

NEW QUESTION 32

Which type of security rule will match traffic between the Inside zone and Outside zone, within the Inside zone, and within the Outside zone?
A. global

B. intrazone

C. interzone

D. universal

Answer: D

NEW QUESTION 37
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