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NEW QUESTION 1
DRAG DROP
An engineer is implementing NetFlow on a Cisco Nexus 7000 Series Switch.
Drag and drop the NetFlow commands from the left into the correct order they must be entered on the right.
Select and Place:

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 2
Which virtual MAC address is the default for HSRP version 2 group 10?

A. 0000.5E00.0110
B. 0000.0C9F.F00A
C. 3716.1350.1C0A
D. 0000.0C9F.F010

Answer: B

NEW QUESTION 3
Refer to the exhibit.

Which two statements about the routing table of the leaf switch are true? (Choose two.)

A. 10.20.1.0/24 is a BD subnet in ACI.
B. The next hop 10.0.1.14 for route 172.16.99.0/24 is the TEP address of a border leaf in ACI.
C. 172.16.100.0/24 is a BD subnet in ACI.
D. The next hop 10.1.168.95 for route 172.16.100.0/24 is the TEP address of a border leaf in ACI.
E. The next hop 10.0.8.65 for route 10.20.1.0/24 is the TEP address of a border leaf in ACI.

Answer: AE

NEW QUESTION 4
Which mroute state is created when Bidirectional PIM is deployed at a site?

A. *.G
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B. MVPN Type-6
C. MVPN Type-7
D. S.G

Answer: A

NEW QUESTION 5
Which adjacency server configuration makes two OTV edge devices located in the same site bring up the dual- site adjacency?

A. 

B. 

C. 
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D. 

Answer: B

NEW QUESTION 6
Refer to the exhibit.
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The STP priority of N7K-1 and N7K-2 are the lowest in the network. Which statement describes STP on the vPC?

A. N7K-1 and N7K-2 appear as a single STP root.
B. N7K-1 appears as the STP root.
C. N7K-1 preempts N7K-2 as the STP root.
D. N7K-2 appears as the STP root.

Answer: A

NEW QUESTION 7
The engineer must configure SPAN on a Cisco Nexus 5000 Series Switch to get a capture of the traffic from these applications for an in-depth packet analysis.
Which two SPAN characteristics must be considered? (Choose two.)

A. SPAN source ports can be monitored in multiple SPAN sessions.
B. The Ethernet, FC, vFC, port channel, SAN port channel can be used as SPAN source ports.
C. A SPAN source port cannot be a destination SPAN port.
D. Only Ethernet, FC, vFC, port channel port types can be used as SPAN source ports.
E. The rx/tx option is available for VLAN or VSAN SPAN sessions.

Answer: BC

NEW QUESTION 8
Host1 is in VLAN100 located in DataCenter1 and Host2 is in VLAN200 located in DataCenter2.
Which OTV VLAN mapping configuration allows Layer 2 connectivity between these two hosts? 

A. 

B. 

C. 
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D. 

Answer: A

NEW QUESTION 9
Refer to the exhibit.

What is configured as a result of running these commands?

A. loose unicast RPF
B. strict unicast RPF
C. IP Source Guard
D. reverse lookup for outbound packets

Answer: B

NEW QUESTION 10
Which configuration implements static ingress replication?

A. 

B. 

C. 

D. 

Answer: D

NEW QUESTION 10
Refer to the exhibit.
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A network engineer is setting up a multihomed OTV network. The first site has been set up with a primary and secondary adjacency server.
Which configuration must be added on the remote OTV AEDs site? A.

A. 

B. 

C. 

D. 

Answer: C

NEW QUESTION 12
What is an advantage of streaming telemetry over SNMP?

A. on-change traps sent to a receiver
B. periodic push-based subscription messages
C. periodic polling of the device status
D. MD5-based authentication on polling

Answer: B

NEW QUESTION 14
Which action must be performed before renumbering a Cisco UCS chassis?

A. Run the shut and no shut command on the connected ports.
B. Move the chassis to new ports on fabric interconnect.
C. Decommission the chassis.
D. Re-acknowledge the chassis.

Answer: C

NEW QUESTION 19
An engineer is implementing an import operation in Cisco UCS Manager.
What is the impact of performing this operation?

A. Information can be modified on the management plane only.
B. A configuration can be imported from a higher release to a lower release.
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C. An import operation can be scheduled.
D. Only a configuration file that was exported from the same Cisco UCS Manager can be imported.

Answer: A

NEW QUESTION 21
An engineer is seeking the most optimal on demand CPU performance while configuring the BIOS settings of a UCS C-series rack mount server.
What setting will accomplish this goal?

A. C6 Retention
B. C6 non-Retention
C. C2 state
D. C0/C1 state

Answer: A

NEW QUESTION 26
A network engineer is adding a Cisco HyperFlex data platform to the Cisco Intersight management portal.
Which two components are required for Intersight to claim the Cisco HyperFlex data platform? (Choose two.)

A. device FQDN
B. device claim code
C. device public IP address
D. device ID
E. device serial number

Answer: BD

NEW QUESTION 29
When the default firmware package is set to a new version, which type of policy determines the liming of server reboots during the firmware upgrade?

A. diagnostics
B. maintenance
C. local disk
D. BIOS

Answer: B

NEW QUESTION 32
DRAG DROP
An engineer deploys a custom guest shell rootfs onto multiple switches. Drag and drop the steps from the left into the correct order on the right. Export the Guest
Shell rootfs.
Select and Place:

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 33
Which two statements about the process of performing an EPLD upgrade on a Cisco MDS 9000 Series Switch are true? (Choose two.)

A. The upgrade can be performed from the standby supervisor module.
B. The upgrade process disrupts only the module that is being upgraded.
C. The active supervisor can be upgraded.
D. If an upgrade is interrupted, the upgrade continues after a connection is restored.
E. Modules must be online to be upgraded.

Answer: AB

NEW QUESTION 34
Which two statements about the process at upgrading an EPLD on a Cisco MDS 9000 Series Switch are correct? (Choose two.)

A. EPLDs can be upgraded only to the latest EPLD image.
B. EPLD upgrades can be completed without powering down the module during the upgrade.
C. An upgrade verification identifies the impact of each EPLD upgrade.
D. The EPLDs for all the modules on a switch must be upgraded at the same time.
E. EPLDs can be upgraded without replacing the hardware.

Answer: CE

NEW QUESTION 35
Refer to the exhibit.

What is the outcome of this command when the EPLD is updated on a Cisco Nexus 9000 Series Switch?

A. displays the compatibility of the EPLD upgrade and the image in the bootflash
B. shows a simulated upgrade of the EPLD
C. upgrades the EPLD on the switch disruptively
D. displays the impact of the upgrade on the operation of the switch

Answer: A

NEW QUESTION 38
DRAG DROP
An engineer is configuring VNTag between a virtualized server and a Cisco Nexus 5500 Series switch. Drag and drop the configuration steps from the left into the
correct order on the right.
Select and Place:
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 40
Multiple roles are applied to a user on the Cisco MDS 9000 Series Switch.
Which statement is true?

A. The last role assigned takes precedence over previous roles.
B. Access to a command takes priority over being denied access to a command.
C. Any commands that have conflicting settings between roles are denied.
D. The first role assigned takes precedence over subsequent roles.

Answer: B

NEW QUESTION 43
Refer to the exhibit.

Which backup operation type does not include the Preserve Identities feature?

A. full state
B. all configuration
C. logical configuration
D. system configuration

Answer: C

NEW QUESTION 44
Refer to the exhibit.

Which action must be taken before the maintenance policy can be committed?

A. Specify a maintenance time by selecting a schedule.
B. Associate a service profile to the maintenance policy.
C. Set the soft shutdown timer to a specific time.
D. Set the policy to apply the changes on the next reboot.

Answer: A

NEW QUESTION 47
An engineer must implement a Cisco UCS system at a customer site. One of the requirements is to implement SAN boot. The storage system maps the source
WWPN to a unique LUN. Which method does Cisco recommend to configure the SAN boot?

A. Define the vHBAs as bootable and leave the boot target definition empty.
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B. Create a SAN boot policy in which every initiator is mapped to a different target LUN.
C. Define the vHBAs as bootable and leave the default values on the boot target definition.
D. Create a SAN boot policy in which every initiator is mapped to the same target LUN.

Answer: D

NEW QUESTION 52
In an FCoE environment, for which two sets of data must an interface that implements the PAUSE mechanism always provision sufficient ingress buffer? (Choose
two.)

A. frames that were sent with high credit
B. frames that were sent on the link but not yet received
C. frames that were processed and transmitted by the transmitter after the PAUSE frame left the sender
D. frames that were processed and transmitted by the transmitter before the PAUSE frame left the sender
E. frames that were sent on the link and received

Answer: BD

NEW QUESTION 53
What are two types of FC/FCoE oversubscription ratios? (Choose two.)

A. switch processing power to end-node processing power
B. port bandwidth to uplink bandwidth
C. server storage to end-node count
D. edge ISL bandwidth to core ISL bandwidth
E. host bandwidth to storage bandwidth

Answer: DE

NEW QUESTION 55
Refer to the exhibit.

An engineer is implementing zoning on two Cisco MDS switches. After the implementation is finished, E Ports that connect the two Cisco MDS switches become
isolated. What is wrong with the implementation?

A. Zones are local to the MDS switch and name service must be used to activate the connection between E Ports.
B. Different zone set names must be configured on both MDS switches.
C. Zones must have the same name on both MDS switches for the E Ports to function.
D. E Ports on both MDS switches must be configured as F Ports for the zoning to function.

Answer: A

NEW QUESTION 60
Which statement about monitoring Fibre Channel traffic on a Cisco UCS 6332 Fabric Interconnect is true?

A. Fibre Channel traffic can be monitored only on one vHBA per server.
B. Fibre Channel traffic can be monitored as it is encapsulated as FCoE.
C. The monitoring of Fibre Channel traffic is limited to the default VSAN.
D. The destination port for monitoring must be an unassigned Fibre Channel port.

Answer: A

NEW QUESTION 61
An engineer is implementing NPV mode on a Cisco MDS 9000 Series Switch.
Which action must be taken?

A. NPIV must be enabled on the upstream switch.
B. The FCNS database must be disabled in the fabric.
C. A port channel must be configured to the upstream switch.
D. All switches in the fabric must be Cisco MDS switches.

Answer: A
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NEW QUESTION 66
DRAG DROP
An engineer must recover configuration on a Cisco MDS 9000 Series switch from a previous version that was backed up to bootflash and then verify the
restoration. Drag and drop the commands on the left to the correct order on the right.
Select and Place:

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 70
Which two methods are available to manage an ACI REST API session authentication when a user is unauthenticated? (Choose two.)

A. POST to aaaUserLogin
B. GET to aaaListDomains
C. GET aaaRefresh
D. DELETE to aaaLogout
E. POST to aaaLogin

Answer: CE

NEW QUESTION 72
A customer has a requirement for an automation solution that supports periodically acquiring configuration from a centralized server and aligning UCS servers to
their desired state. Which open-source tool meets this requirement?

A. SaltStack
B. Kubernetes
C. Puppet
D. Terraform

Answer: C

NEW QUESTION 77
What is an advantage of using Ansible for automation as compared to Puppet and Chef?

A. Ansible performs automation without installing a software agent on the target node.
B. Ansible abstracts a scenario so that one set of configuration settings can be used across multiple operating systems.
C. Ansible automates the enforcement of configuration settings.
D. Ansible configures a set of CLI commands on a device by using NETCONF.
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Answer: A

NEW QUESTION 79
An engineer enters these commands while in EEM on a Cisco Nexus 9000 Series Switch
event manager applet Backup-config event timer watchdog time 1800 name timer event cli match "copy running-config startup-config" What is the result of
applying this configuration?

A. It generates an error because no action is mentioned.
B. It executes the copy running-config startup-coring command.
C. It saves the running configuration every 1800 seconds.
D. It blocks the copy running-config startup-config command.

Answer: A

NEW QUESTION 84
An engineer is asked to modify an overridden policy by changing the number of FCNS database entries to 1500 and then generate a message.
What Configuration will accomplish this task?

A. event manager applet fcns_policyevent fcns entries max-per-switch 1500action 1.0 syslog priority warnings msg FCNS DB entries have reached the EEM limit
action2.0 policy-default
B. event manager applet fcns_policy override fcns_entries_max_per_switchaction 1.0 syslog priority errors "CNS DB entries have reached the EEM limit" action
2.0 policy-default
C. event manager applet fcns_policy override fcns_entries_max_per_switchevent fcns entries max-per-switch 1500action 1.0 syslog priority warnings msg FCNS
DB entries have reached the EEM limit
D. event manager applet fcns_policy action 1.0 syslog priority warnings msg FCNS DB entries have reached the EEM limit action 2.0 event-default

Answer: C

NEW QUESTION 88
An engineer is asked to manage a large-scale data center and collect information from multiple Cisco NX-OS devices using Cisco NX-OS Data Management
Engine model.
Which technology should be used to accomplish this goal?

A. NETCONF
B. NX Yang
C. NX-API REST
D. JSON-RPC

Answer: C

NEW QUESTION 89
A network architect is asked to design and manage geographically distributed data centers across cities and decides to use a Multi-Site Orchestrator deployment.
How many orchestrators should be deployed?

A. 5
B. 3
C. 4
D. 2

Answer: B

NEW QUESTION 91
Which feature must be enabled to support the use of JSON and XML encodings when a Cisco Nexus 7000 Series Switch is deployed?

A. Bash shell
B. NX-API
C. Open Agent Container
D. LLDP

Answer: B

NEW QUESTION 95
An engineer must configure RBAC in Cisco UCS Manager in an existing data center environment.
Which two roles can be used to configure LAN connectivity policies? (Choose two.)

A. server-profile
B. network-admin
C. operations
D. enable
E. admin

Answer: BE

NEW QUESTION 98
An engineer is enabling port security on a Cisco MDS 9000 Series Switch.
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Which feature of enabling port security on a Cisco MDS 9000 Series Switch must be considered?

A. It can be distributed by using Cisco Fabric Services.
B. It authorizes only the configured sWWN to participate in the fabric.
C. It always learns about switches that are logging in.
D. It binds the fabric at the switch level.

Answer: A

NEW QUESTION 102
DRAG DROP
An engineer is implementing security on the Cisco MDS 9000 switch.
Drag and drop the descriptions from the left onto the correct security features on the right.
Select and Place:

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 105
An engineer has a primary fabric that is named UCS-A and a secondary fabric that is named UCS-B. A certificate request that has a subject name of sjc2016 for a
keyring that is named kr2016 needs to be created. The cluster IP address is 10.68.68.68.
Which command set creates this certificate request?

A. UCS-A # scope keyring kr2016UCS-A /keyring # create certreq 10.68.68.68 sjc2016UCS-A /keyring* # commit-buffer
B. UCS-B # scope keyring kr2016UCS-B /keyring # create certreq ip 10.68.68.68 subject-name sjc2016 UCS- B /keyring* # commit-both
C. UCS-B# scope securityUCS-B /security # scope keyring kr2016UCS-B /security/keyring # set certreq 10.68.68.68 sjc2016UCS-B /security/keyring* # commit-
both
D. UCS-A# scope securityUCS-A /security # scope keyring kr2016UCS-A /security/keyring # create certreq ip 10.68.68.68 subject-name sjc2016 UCS- A
/security/keyring* # commit-buffer

Answer: D

NEW QUESTION 109
What is a feature of NFS?

A. zone-based access control
B. Kerberos-based security model
C. block-based file access
D. role-based access control

Answer: B
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NEW QUESTION 113
Port security is enabled on a Cisco MDS 9000 Series Switch.
Which statement is true?

A. Port security can be enabled only globally and affects all VSANs.
B. Any devices currently logged in must be added manually to the device database.
C. Auto-learning is always enabled automatically when port security is enabled.
D. Cisco Fabric Services must be disabled before enabling port security.

Answer: C

NEW QUESTION 118
When a strict CoPP policy is implemented, which statement describes an event during which packets are dropped?

A. A large system image is copied to a switch by using the default VRF.
B. Fifteen SSH sessions remain connected to the switch.
C. A ping sweep is performed on a network that is connected through a switch.
D. A web server that is connected to a switch is affected by a DDoS attack.

Answer: D

NEW QUESTION 121
An engineer is running an ACI fabric, has VMM integration with VMware vCenter, and wants to enable microsegmentation based on vCenter VM attributes. Which
statement about microsegmentation is true?

A. ACI does not support microsegmentation based on vCenter VM attribute
B. You should use network attributes for microsegmentation.
C. When enabled, microsegmentation performs distributed switching and routing on the ESXi hosts.
D. Microsegmentation is supported only using AVE or AVS.
E. An ACI microsegmented EPG automatically creates a port group with a private VLAN configured on a VMware vCenter distributed virtual switch.

Answer: D

NEW QUESTION 122
Which two authentication types does Cisco UCS Manager support when configuring authentication? (Choose two.)

A. PAM
B. local
C. 802.1X
D. Kerberos
E. LDAP

Answer: BE

NEW QUESTION 123
Refer to the exhibit.

What is the result of implementing this configuration?

A. The switch queries the TACACS+ server by using an encrypted text PAP login.
B. The TACACS+ server uses the type-6 encrypted format.
C. The switch queries the TACACS+ server by using a clear text PAP login.
D. The timeout value on the TACACS+ server is 10 seconds.

Answer: D

NEW QUESTION 124
Refer to the exhibit.
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Which setting must be configured to prevent the reuse of passwords?

A. Change Interval
B. No Change Interval
C. History Count
D. Change Count

Answer: C

NEW QUESTION 129
......
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