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NEW QUESTION 1
An administrator configures Azure AD Privileged Identity Management as shown in the following exhibit.

Exhange Administrator - Members

+Add member X Remove member - Accessreviews ¥, Export (¥ Refresh

Assignment fype
All A

Search

[C{Seamh by members name

Member Email ASSIGNMENT TYPE EXPIRATION
Adminl  Admmnl@M365x901434.onmicrosoft.com  Permanent -
Admin2  Admin2@M365x901434.onmicrosoft.com  Eligible -

What should you do to meet the security requirements?

A. Change the Assignment Type for Admin2 to Permanent

B. From the Azure Active Directory admin center, assign the Exchange administrator role to Admin2
C. From the Azure Active Directory admin center, remove the Exchange administrator role to Adminl
D. Change the Assignment Type for Admin1l to Eligible

Answer: D

NEW QUESTION 2

HOTSPOT

You plan to configure an access review to meet the security requirements for the workload administrators. You create an access review policy and specify the
scope and a group.

Which other settings should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set the frequency to:

One time W
Weekly
Monthly

To ensure that access is removed if an administrator fails to respond, configure the:

Upon completion settings W
Advanced settings
Programs
Reviewers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Set the frequency to:

One time v

Weekly
Monthly

To ensure that access is removed if an administrator fails to respond. confiZure the:

Upon completion settings v
Advanced settings
Programs
Reviewers

NEW QUESTION 3
You need to recommend a solution that meets the technical and security requirements for sharing data with the partners.
What should you include in the recommendation? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create an access review.
B. Assign the Global administrator role to Userl.
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C. Assign the Guest inviter role to Userl.
D. Modify the External collaboration settings in the Azure Active Directory admin center.

Answer: AC

NEW QUESTION 4

HOTSPOT

You are evaluating which finance department users will be prompted for Azure MFA credentials. For each of the following statements, select Yes if the statement is
true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
A fmance department user who has an [P address from the Montreal office will be prompted for Anre .::j. O
MFA credentials
A finance department user who works from home and who has an [P address of 193.77.140.140 will O O

be prompted for Azure MFA credentials

A finance department user who has an [P address from the New York office wall be prompted for Anure
MFA credentials. @) O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
A finance department user who has an [P address from the Montreal office will be prompted for Azure O O
MFA credentials
A fmance department user who works from home and who has an [P address of 193.77.140. 140 will O O

be prompted for Amure MFA credentials

A fnance department user who has an [P address from the New York office will be prompted for Amre
MFA credentials O o

NEW QUESTION 5
You need to meet the technical requirements for User9. What should you do?

A. Assign the Privileged administrator role to User9 and configure a mobile phone number for User9
B. Assign the Compliance administrator role to User9 and configure a mobile phone number for User9
C. Assign the Security administrator role to User9

D. Assign the Global administrator role to User9

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-give-access-to-pim

NEW QUESTION 6

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
User1 Compliance Manager Contributor
User2 Compliance Manager Assessor
User3 Compliance Manager Administrator
Userd Portal Admin

You discover that all the users in the subscription can access Compliance Manager reports. The Compliance Manager Reader role is not assigned to any users.
You need to recommend a solution to prevent a user named User5 from accessing the Compliance Manager reports.
Solution: You recommend modifying the licenses assigned to User5. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Case Study: 4 Mix Questions
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NEW QUESTION 7

You have a Microsoft 365 subscription.

You need to ensure that all users who are assigned the Exchange administrator role have multi-factor authentication (MFA) enabled by default.
What should you use to achieve the goal?

A. Security & Compliance permissions

B. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
C. Microsoft Azure AD group management

D. Microsoft Office 365 user management

Answer: B

NEW QUESTION 8
You configure several Advanced Threat Protection (ATP) policies in a Microsoft 365 subscription. You need to allow a user named Userl to view ATP reports in
the Threat management dashboard. Which role provides Userlwith the required role permissions?

A. Security reader

B. Message center reader

C. Compliance administrator

D. Information Protection administrator

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/view-reports-for-atp#what-permissions-areneeded-to-view-the-atp-reports

NEW QUESTION 9

HOTSPOT

Your network contains an Active Directory domain named contoso.com. The domain contains a VPN server named VPNL1 that runs Windows Server 2016 and has
the Remote Access server role installed. You have a Microsoft Azure subscription.

You are deploying Azure Advanced Threat Protection (ATP)

You install an Azure ATP standalone sensor on a server named Serverl that runs Windows Server 2016.

You need to integrate the VPN and Azure ATP.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

On VPNI: Configure an authentication provider v

Conhgure an accountng provider.
Create a connection request policy
Create a RADIUS client.

On Server], enable the following inbound port
443 ¥
1723
1813
8080
8531

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step6-vpn

NEW QUESTION 10

HOTSPOT

You have a Microsoft 365 subscription that uses a default domain name of contoso.com. Microsoft Azure Active Directory (Azure AD) contains the users shown in
the following table.

Name Member of
Userl Groupl

User? Groupl, Group?
User3 Group3

Microsoft Intune has two devices enrolled as shown in the following table:

Name Platform
Devicel Androad
Device? Windows 10

Both devices have three apps named Appl, App2, and App3 installed.

You create an app protection policy named ProtectionPolicyl that has the following settings:
*Protected apps: Appl

*Exempt apps: App2
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*Windows Information Protection mode: Block

You apply ProtectionPolicyl to Groupl and Group3. You exclude Group2 from ProtectionPolicyl. For each of the following statements, select Yes if the statement
is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area Yes No

From Devicel. Userl can copy data from Appl to App3. Q O
From Device2, Userl can copy data from Appl to App2. O O
From Devicel, Userl can copy data from Appl to App3. 0 O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area Yes No

From Devicel, Userl can copy data from App1 to App3.
From Devicel, Userl can copy data from Appl to App2.
From Dewvicel, Userl can copy data from Appl to App3.

Q0 O
C 00

NEW QUESTION 10

You have a Microsoft 365 subscription.

You create an Advanced Threat Protection (ATP) safe attachments policy to quarantine malware. You need to configure the retention duration for the attachments
in quarantine.

Which type of threat management policy should you create from the Security&Compliance admin center?

A. ATP anti-phishing
B. DKIM

C. Anti-spam

D. Anti-malware

Answer: D

NEW QUESTION 13

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant. You create a label named CompanyConfidential in Microsoft Azure Information Protection.

You add CompanyConfidential to a global policy.

A user protects an email message by using CompanyConfidential and sends the label to several external recipients. The external recipients report that they cannot
open the email message.

You need to ensure that the external recipients can open protected email messages sent to them. Solution: You create a new label in the global policy and instruct
the user to resend the email message.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 17

HOTSPOT

Your company has a Microsoft 365 subscription, a Microsoft Azure subscription, and an Azure Active Directory (Azure AD) tenant named contoso.com.
The company has the offices shown in the following table.

Location IP address space | Public NAT segment
Montreal 10.10.0.0/16 190.15.1.0/24
Seattle 172.16.0.0/16 194252.0/24
New York 192.168.0.0/16 198.35.3.0/24

The tenant contains the users shown in the following table.

Name Email address
Userl Userl (@ contoso.com
User? User2(@contoso.com

You create the Microsoft Cloud App Security policy shown in the following exhibit.
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Create Niters for the policy
Acl on:

Single activin:
Every actnity that matches the flters

Repeated activiry:
Repeated activity by a single user

Mmimum repeated acthiri-cs:
Within timeframe: [ Tjminutes
[ 1n a single app
[] Count only unique target files or folders per user
© Edit and preview results

ACTIVITIES MATCHING ALL OF THE FOLLOWING

| 1P address | v || Raw 1P address | {equats | v |
o —

OR |194.26.2.024 O®
e Tv] [ [v] [oomin [
user | v |[From group v | [emas [v ]

|App!iﬂj|:bon[c1nud App Stcmwi v ‘ as [.A.:tor only vl ]

@.

Alerts

[1/] Create alert Use your organization’s default settings
Daily alert it $

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

In the Monreal office. if Userl downloads 40 files in 30 seconds. an
alert will be created.

In the Seattle, if User2 downloads one file per second for two minutes,
an alert will be created.

In the New York office, if Userl downloads 40 files in 10 seconds, an
alert will be created.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

In the Monreal office, if User]l downloads 40 files in 30 seconds. an
alert will be created.

In the Seattle, if User2 downloads one file per second for two minutes.
an alert will be created.

In the New York office. if Userl downloads 40 files in 10 seconds. an
alert will be created.

NEW QUESTION 22
You have a Microsoft 365 subscription.
Some users access Microsoft SharePoint Online from unmanaged devices.

You need to prevent the users from downloading, printing, and synching files. What should you do?

A. Run the Set-SPODataConnectionSetting cmdlet and specify the AssignmentCollection parameter

B. From the SharePoint admin center, configure the Access control settings

C. From the Microsoft Azure portal, create an Azure Active Directory (Azure AD) Identity Protection sign-in risk policy
D. From the Microsoft Azure portal, create an Azure Active Directory (Azure AD) conditional access policy
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Answer: B

NEW QUESTION 24

You have a Microsoft 365 subscription.

A user reports that changes were made to several files in Microsoft OneDrive.

You need to identify which files were modified by which users in the user's OneDrive. What should you do?

A. From the Azure Active Directory admin center, open the audit log
B. From the OneDrive admin center, select Device access

C. From Security & Compliance, perform an eDiscovery search

D. From Microsoft Cloud App Security, open the activity log

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/activity-filters

NEW QUESTION 29
You recently created and published several labels policies in a Microsoft 365 subscription.

You need to view which labels were applied by users manually and which labels were applied automatically.

What should you do from the Security & Compliance admin center?
A. From Search & investigation, select Content search

B. From Data governance, select Events

C. From Search & investigation, select eDiscovery

D. From Reports, select Dashboard

Answer: B

NEW QUESTION 32

You create a label that encrypts email data. Users report that they cannot use the label in Outlook on the web to protect the email messages they send.

You need to ensure that the users can use the new label to protect their email. What should you do?

A. Modify the priority order of label policies

B. Wait six hours and ask the users to try again
C. Create a label policy

D. Create a new sensitive information type

Answer: B
NEW QUESTION 37

You have a Microsoft 365 subscription.
Yesterday, you created retention labels and published the labels to Microsoft Exchange Online mailboxes.

You need to ensure that the labels will be available for manual assignment as soon as possible. What should you do?

A. From the Security & Compliance admin center, create a label policy

B. From Exchange Online PowerShell, run Start-RetentionAutoTagLearning

C. From Exchange Online PowerShell, run Start-ManagedFolderAssistant

D. From the Security & Compliance admin center, create a data loss prevention (DLP) policy

Answer: C
NEW QUESTION 38

DRAG DROP
You have a Microsoft 365 subscription.

You have a site collection named SiteCollectionl that contains a site named Site2. Site2 contains a document library named Customers.

Customers contains a document named Litware.docx. You need to remove Litware.docx permanently.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions Answer Area

From PowerShell min BEemove-
SPOUserProfile

Delete Litware docx from the Recycle
Bin of Sitel.

From PowerShell, mun Set-
SPOSite.

Delete Litware docx from the Recycle
Bin of SiteCollection]

From Powershell, run Remove—
SPOUserInfo

Delete Litware docx from
Customers.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Apswer Area

Delete Litware.docx from
Custormers.

Delete Litware docx from the Recycle
Bin of Site2

Delete Litwars docx from the Recyele
B of SiteCollection].

NEW QUESTION 42

Your company has a main office and a Microsoft 365 subscription.

You need to enforce Microsoft Azure Multi-Factor Authentication (MFA) by using conditional access for all users who are NOT physically present in the office.
What should you include in the configuration?

A. a user risk policy

B. a sign-in risk policy

C. a named location in Azure Active Directory (Azure AD)
D. an Azure MFA Server

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 47

You have a Microsoft 365 subscription that includes a user named User1.

You have a conditional access policy that applies to Microsoft Exchange Online. The conditional access policy is configured to use Conditional Access App
Control.

You need to create a Microsoft Cloud App Security policy that blocks Userl from printing from Exchange

Online.

Which type of Cloud App Security policy should you create?

A. an app permission policy

B. an activity policy

C. a Cloud Discovery anomaly detection policy
D. a session policy

Answer: D

NEW QUESTION 49

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of User1.

Some email messages sent to Userl appear to have been read and deleted before the user viewed them.

When you search the audit log in Security & Compliance to identify who signed in to the mailbox of Userl, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. You run the Set-AuditConfig -Workload Exchange command.

Does that meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/powershell/module/exchange/policy-and-compliance-audit/set-auditconfig?view=exchange-ps

NEW QUESTION 54

You have a Microsoft 365 subscription.

A security manager receives an email message every time a data loss prevention (DLP) policy match occurs.
You need to limit alert notifications to actionable DLP events.

What should you do?

A. From the Security & Compliance admin center, modify the Policy Tips of a DLP policy.

B. From the Cloud App Security admin center, apply a filter to the alerts.
C. From the Security & Compliance admin center, modify the User overrides settings of a DLP policy.
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D. From the Security & Compliance admin center, modify the matched activities threshold of an alert policy.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

NEW QUESTION 58

You have a Microsoft 365 subscription.

You have a team named Teaml in Microsoft Teams. You plan to place all the content in Team1 on hold.
You need to identify which mailbox and which Microsoft SharePoint site collection are associated to Team1.
Which cmdlet should you use?

A. Get-UnifiedGroup

B. Get-MailUser

C. Get-TeanMessagingSettings
D. Get-TeamChannel

Answer: A

NEW QUESTION 62
Several users in your Microsoft 365 subscription report that they received an email message without the attachment. You need to review the attachments that were
removed from the messages. Which two tools can you use? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. the Exchange admin center

B. the Azure ATP admin center

C. Microsoft Azure Security Center

D. the Security & Compliance admin center
E. Outlook on the web

Answer: AD

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/manage-quarantined-messages- and-files

NEW QUESTION 65

You have a Microsoft 365 subscription. You enable auditing for the subscription.

You plan to provide a user named Auditor with the ability to review audit logs. You add Auditor to the Global administrator role group.
Several days later, you discover that Auditor disabled auditing.

You remove Auditor from the Global administrator role group and enable auditing.

A. Security operator

B. Security reader

C. Security administrator

D. Compliance administrator

Answer: D

NEW QUESTION 67

You have a Microsoft 365 subscription.

You create an Advanced Threat Protection (ATP) safe attachments policy.

You need to configure the retention duration for the attachments in quarantine. Which type of threat management policy should you create?

A. Anti-malware

B. DKIM

C. Anti-spam

D. ATP anti-phishing

Answer: A

NEW QUESTION 70

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Serverl that runs Windows Server. You need to view Azure AD Connect events.

You use the System event log on Serverl. Does that meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
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https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

NEW QUESTION 71
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