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NEW QUESTION 1
Which benefit does enabling external spam quarantine on Cisco SMA provide?

A. ability to back up spam quarantine from multiple Cisco ESAs to one central console

B. access to the spam quarantine interface on which a user can release, duplicate, or delete
C. ability to scan messages by using two engines to increase a catch rate

D. ability to consolidate spam quarantine data from multiple Cisco ESA to one central console

Answer: D

NEW QUESTION 2
When email authentication is configured on Cisco ESA, which two key types should be selected on the signing profile? (Choose two.)

A. DKIM

B. Public Keys

C. Domain Keys
D. Symmetric Keys
E. Private Keys

Answer: AC

NEW QUESTION 3
What are two phases of the Cisco ESA email pipeline? (Choose two.)

A. reject

B. workqueue
C. action

D. delivery

E. quarantine

Answer: BD

NEW QUESTION 4
Which two action types are performed by Cisco ESA message filters? (Choose two.)

A. non-final actions
B. filter actions

C. discard actions

D. final actions

E. quarantine actions

Answer: AD

NEW QUESTION 5
What is the maximum message size that can be configured for encryption on the Cisco ESA?

A. 20 MB
B. 25 MB
C.15MB
D. 30 MB

Answer: A

NEW QUESTION 6

Which action is a valid fallback when a client certificate is unavailable during SMTP authentication on Cisco ESA?
A. LDAP Query

B. SMTP AUTH

C. SMTP TLS

D. LDAP BIND

Answer: B

NEW QUESTION 7

What occurs when configuring separate incoming mail policies?
A. message splintering

B. message exceptions

C. message detachment

D. message aggregation

Answer: A
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NEW QUESTION 8
How does the graymail safe unsubscribe feature function?

A. It strips the malicious content of the URI before unsubscribing.

B. It checks the URI reputation and category and allows the content filter to take an action on it.

C. It redirects the end user who clicks the unsubscribe button to a sandbox environment to allow a safe unsubscribe.
D. It checks the reputation of the URI and performs the unsubscribe process on behalf of the end user.

Answer: D

NEW QUESTION 9
Which method enables an engineer to deliver a flagged message to a specific virtual gateway address in the most flexible way?

A. Set up the interface group with the flag.

B. Issue the altsrchost command.

C. Map the envelope sender address to the host.
D. Apply a filter on the message.

Answer: B

NEW QUESTION 10
Which two features are applied to either incoming or outgoing mail policies? (Choose two.)

A. Indication of Compromise
B. application filtering

C. outbreak filters

D. sender reputation filtering
E. antivirus

Answer: CE

NEW QUESTION 10
Which two steps are needed to disable local spam quarantine before external quarantine is enabled? (Choose two.)

A. Uncheck the Enable Spam Quarantine check box.

B. Select Monitor and click Spam Quarantine.

C. Check the External Safelist/Blocklist check box.

D. Select External Spam Quarantine and click on Configure.
E. Select Security Services and click Spam Quarantine.

Answer: B

Explanation:

45 Which Cisco ESA security service is configured only through an outgoing mail policy?
A. antivirus

B. DLP

C. Outbreak Filters

D. AMP

NEW QUESTION 13
Which two components must be configured to perform DLP scanning? (Choose two.)

A. Add a DLP policy on the Incoming Mail Policy.

B. Add a DLP policy to the DLP Policy Manager.

C. Enable a DLP policy on the Outgoing Mail Policy.

D. Enable a DLP policy on the DLP Policy Customizations.
E. Add a DLP policy to the Outgoing Content Filter.

Answer: BC

NEW QUESTION 18

Which two are configured in the DMARC verification profile? (Choose two.)
A. name of the verification profile

B. minimum number of signatures to verify

C. ESA listeners to use the verification profile

D. message action into an incoming or outgoing content filter

E. message action to take when the policy is reject/quarantine

Answer: AE

NEW QUESTION 21

When URL logging is configured on a Cisco ESA, which feature must be enabled first?

A. antivirus
B. antispam
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C. virus outbreak filter
D. senderbase reputation filter

Answer: C

NEW QUESTION 22
When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value?

A. 30 seconds
B. 90 seconds
C. 60 seconds
D. 120 seconds

Answer: C

NEW QUESTION 25
What are two primary components of content filters? (Choose two.)

A. conditions
B. subject
C. content
D. actions
E. policies

Answer: AD

NEW QUESTION 29
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