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NEW QUESTION 1

- (Exam Topic 1)

A network administrator has been given a network of 172.16.85.0/21 and wants to know the usable range of IP addresses on that subnet. Which of the following
indicates the correct IP address range?

A.172.16.80.0-172.16.85.254
B. 172.16.80.0-172.16.88.255
C.172.16.80.1-172.16.87.254
D. 172.16.80.1-172.16.85.255

Answer: C

NEW QUESTION 2

- (Exam Topic 1)

A technician is troubleshooting a workstation’s network connectivity and wants to confirm which switchport corresponds to the wall jack the PC is using.
Which of the following concepts would BEST jack the technician?

A. Consistent labeling

B. Change management

C. Standard work instruction D .Inventory management
D. Network baseline

Answer: A

NEW QUESTION 3
- (Exam Topic 1)
A technician needs to set up a workstation with a private static address. Which of the following IP address would meet this requirement? (Select TWO).

A. 65.78.90.102
B. 127.0.0.1

C. 169.254.90.19
D.172.16..1.103
E. 172.33.47.100
F. 192.168.1.55

Answer: DE

NEW QUESTION 4

- (Exam Topic 1)

A administrator is troubleshooting a user’s intermitted wireless connectivity issue. Other users across the hallway can connect use the wireless network properly.
Upon inspection of the connection details, the administrator finds the following:

SSID | Company-WiFi
Signal | 5%
SNR |2

Which of the following is MOST likely the cause of the poor wireless connection?

A. Channel overlap

B. Overcapacity

C. Incorrect antenna type
D. Latency

Answer: C

NEW QUESTION 5

- (Exam Topic 1)

AChief Information Officer (CIO) is concentrated about an attacker gaining administrative access to the
company'’s network devices. Which of the following is the MOST secure way to prevent this?

A. ACL allowing only HTTP

B. ACL allowing only Telnet
C. Out-of-band modem

D. Out-of-band console router

Answer: D

NEW QUESTION 6

- (Exam Topic 1)

A penetration tester has been tasked with reconnaissance to determine which ports are open on the network. Which of the following tasks should be done FIRST?

(Choose two.)

A. Network scan
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B. Banner grab

C. Tracert

D. DHCP server check
E. Brute-force attack

Answer: AC

NEW QUESTION 7

- (Exam Topic 1)

A network technician is troubleshooting an issue and has established a theory of probable cause. Which of the following steps should the network technician take
NEXT?

A. Test the possible solution

B. Question the users

C. Determine what has changed
D. Document the theory

Answer: A

NEW QUESTION 8

- (Exam Topic 1)

A network administrator is redesigning network security after an attack. During the attack, an attacker used open cubicle location to attach devices to the network.
The administrator wants to be able to monitor future attack in a safe environment and determine the method of attack. Which of the following should the
administrator do to Best meet this requirement?

A. Create a VLAN for the unused ports and create a honeypot on the VLAN.

B. Install a BPDU guard on switchports and enable STP

C. Create a DMZ for public server and secure a segment for the internal network
D. Install antivirus software and set an ACL on the servers.

Answer: A

NEW QUESTION 9

- (Exam Topic 1)

Users are reporting Internet connectivity issues. The network administrator wants to determine if the issues are internal to the company network or if there is an
issue with the ISP. Which of the following tools should be used to BEST determine where the outage is occurring?

A. traceroute
B. ping

C. nslookup
D. netstat

Answer: A

NEW QUESTION 10

- (Exam Topic 1)

A network technician needs to set up an access method for Ann, a manager, to work from home. Ann needs to locally mapped corporate resources to perform her
job. Which of the following would provide secure access to the corporate resources?

A. Utilize an SSH connection to the corporate server.
B. Use TFTP to transfer files to corporate resources.
C. Allow RDP through an external firewall.

D. Connect utilizing client-to-site VPN.

Answer: D

NEW QUESTION 10

- (Exam Topic 1)

A network technician recently installed a new server on a network. The technician must ensure the server does not have any unnecessary services running. The IP
address of the server is 204.211.38.50

Which of the following commands would allow the technician to make this determination?

A. nmap
B. pathping
C. route
D. nslookup

Answer: A

NEW QUESTION 13

- (Exam Topic 1)

A critical vulnerability is discovered on a network device. The vendor states it has already patched this vulnerability in its current release. Which of the following
actions should an administrator take?

A. Change the default password

B. Use a firewall in front of the device.
C. Update the firmware.
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D. Upgrade the configuration.

Answer: C

NEW QUESTION 18
- (Exam Topic 1)
A technician is troubleshooting network connectivity issue with a remote host. Which of the following tools would BEST between the client and the remote host?

A. tracert
B. ping

C. tcpdump
D. pathping
E. netstate
F. nslookup
G. route

Answer: EF

NEW QUESTION 19

- (Exam Topic 1)

A network administrator receives a call from the sales department requesting ports 20 and 21 be opened on the company’s firewall to allow customers to retrieve
a large file. Which of the following should the administrator perform BEFORE making the needed changes? (Choose two.)

A. Document the reason for the request

B. Scan the file for malware to protect the sales department’s computers
C. Follow the company’s approval process for the implementation

D. Install a TFTP server for the customers to use for the transfer

E. Create a honeypot to store the file on for the customers to use

F. Write the SLA for the sales department authorizing the change

Answer: AC

NEW QUESTION 24

- (Exam Topic 1)

A network engineer planning for wireless connectivity in large office building. Currently, the office building contains both legacy and newer devices.
Which of the following wireless network routers should engineer select for the fastest throughput for all wireless devices in the office building?

A. 802.11ac
B. 802.11b
C. 802.11¢g
D. 802.11n

Answer: A

Explanation:
https://www.forbes.com/forbes/welcome/?toURL=https://www.forbes.com/sites/gordonkelly/2014/12/30/802-11

NEW QUESTION 29

- (Exam Topic 1)

Management has requested that services be available within 72 hours of disaster, Budget is a major concern. A contract is signed with a company that has plenty
space, and the technician will have the option of putting infrastructure equipment in place. Which of the following BEST describes this business continuity strategy?

A. Cold site

B. Differentiate backup
C. Hot site

D. Incremental backup
E. Warm site

F. Full backup

Answer: A

NEW QUESTION 34

- (Exam Topic 1)

A network technician has unable to make a from a datacenter. The technician attempts to use the cables to connect desktops to the network without success.
Which of the following is MOST likely the issue?

A. The cables have an incorrect pin out
B. The cables UTP instead of STP.

C. The cables are 6 instead of Cat 5.
D. The cables plenum rated.

Answer: D

NEW QUESTION 38
- (Exam Topic 1)
A typical cell tower will have microwave and cellular antennas. Which of the following network topologies do these represent? (Choose two.)
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A. Point-to-multipoint
B. Bus

C. Point-to-point

D. Mesh

E. Peer-peer

F. Ring

Answer: CD

NEW QUESTION 43

- (Exam Topic 1)

A network administrator frequency needs to assist users with troubleshooting network hardware remotely, but the users are non-technical and unfamiliar with
network devices. Which of the following would BEST help the administrator and users during hands-on troubleshooting?

A. Logical diagrams

B. MDF documentation

C. Equipment labeling

D. Standard operating procedures

Answer: D

NEW QUESTION 48

- (Exam Topic 1)

A technician is upgrading the firmware on an older KVM switch. The specifications call for a serial port to connect to the computer on one side, and an Ethernet
jack to connect to the switch on the other side. Which of the following connectors does the technician need for this cable? (Choose two.)

A. RG-9
B. DB-9
C.RJ-11
D. DB-25
E. RJ-45
F. BNC

Answer: BE

NEW QUESTION 53

- (Exam Topic 1)

A company has completed construction of a new datacenter, and the IT staff is now planning to relocate all server and network equipment from the old site to the
new site. Which of the following should the IT staff reference to determine the location of the equipment being moved?

A. Rack diagrams

B. Network topology

C. Standard operating procedures
D. Wiring documentation

Answer: A

NEW QUESTION 56

- (Exam Topic 1)

A network technician has salvaged several Ethernet cables from a datacenter. The technician attempts to use the cables to connect desktops to the network
without success. Which of the following is MOST likely the issue?

A. The cables have an incorrect pin-out.
B. The cables are UTP instead of STP.
C. The cables are Cat 6 instead of Cat 5.
D. The cables are not plenum rated.

Answer: A

NEW QUESTION 59

- (Exam Topic 1)

A network technician is working on a proposal for email migration from an on-premises email system to a vendor-hosted email in the cloud. The technician needs
to explain to management what type of cloud model will be utilized with the cloud-hosted email. Which of the following cloud models should the technician identify
in the proposal?

A. laaS

B. PaaS
C. SaaS
D. MaaS

Answer: C
NEW QUESTION 63
- (Exam Topic 1)

A firewall log reports unencrypted console commands coming in on the WAN interface on the router. Inspection, port 23 is found to be ....router. Which of the
following should be done to the router?
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A. Block all traffic coming in on that interface.
B. Use Base64 to obfuscate the console traffic.
C. Implement a pki to authenticate clients.

D. Disable the Telnet service on the device.

Answer: A

NEW QUESTION 66

- (Exam Topic 1)

A network technician is attempting to troubleshoot a connectivity issue. The issue is only reported during the evening hours, and only a single workstation loses
connectivity. Which of the following is the MOST likely cause of the issue?

A. The router has time-based ACL applied for the network segment.

B. A light source is creating EMI interface, affecting the UTP.

C. Nightly backups are consuming excessive bandwidth.

D. The user has violated the AUP, and Internet access has been restricted

Answer: D

NEW QUESTION 68

- (Exam Topic 1)

The server team has just installed an application across three different servers. They are asking that all requests to the application are spread evenly across the
three servers. Which of the following should the network team implement to fulfil the request?

A. Proxy server
B. UTM appliance
C. Content filter
D. Load balancer

Answer: D

NEW QUESTION 71
- (Exam Topic 1)
Under which of the following layers of the OSI do ATM cells operate?

A. Data link

B. Network

C. Session

D. Transport
E. Presentation

Answer: A

NEW QUESTION 76
- (Exam Topic 1)
A network administrator wants to ensure sensitive data is not exfiltrated from the system electronically. Which of the following should be implemented?

A.DLP
B. AUP
C. NDA
D. SLA

Answer: A

NEW QUESTION 78
- (Exam Topic 1)
In which of the following scenarios should a technician use a cross-over cable to provide connectivity?

A. PC to switch

B. Switch to AP

C. Router to switch
D. Router to modem
E. PCto PC

Answer: E

NEW QUESTION 81

- (Exam Topic 1)

A junior network technician receives a help desk ticket from an end user who is having trouble accessing a web application that was working the previous day.
After talking with the end user and gathering information about issue, which of the following would be the most likely course of action for the technician to perform
next?

A. Establish a theory of probable cause.

B. Escalate the ticket to a senior technician.
C. Implement the solution.

D. Document the findings and outcomes.
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Answer: A

NEW QUESTION 85
- (Exam Topic 1)
Which of the following should be performed to verify that unnecessary services are disabled on all switches in an environment?

A. packet capturing
B. port scanning
C. Log scanning
D. Baseline review

Answer: B

NEW QUESTION 89

- (Exam Topic 1)

A junior network technician is setting up a new email server on the company network. Which of the following default ports should the technician ensure is open on
the firewall so the new email server can relay email?

A. 23
B. 25
C. 110
D. 143

Answer: B

NEW QUESTION 90

- (Exam Topic 1)

A network administrator configures a router with the following IP address information: Gigabit Ethernet 1 Interface: 10.10.0.1/24

Serial O Interface: 10.10.0.253/30

Clients are connected to a switch on the gigabit Ethernet interface; the ISP is connected to the Serial 0 interface. When the router configuration is complete and
client devices are reconfigured, all clients report that they are unable to connect to the Internet. Which of the following is the MOST likely reason?

A. The router was configured with an incorrect IP address

B. The router was configured with an incorrect default gateway
C. The router was configured with an incorrect subnet mask

D. The router was configured with an incorrect loopback address

Answer: C

NEW QUESTION 91

- (Exam Topic 1)

A network technician receives a call branch office about problem with its wireless connectivity. The user states the office is hosting a ....metting that includes some
online training with local businesses. The guest users have all brought devices to connect to the guest network at ....Branch office. All users sre connected to a
single WAP and are reporting that connections keep drooping and network speeds are unusable. Which of the following is the MOST likely cause of this issue?

A. DHCP exhaustion
B. Channel overlapping
C. interference

D. Overcapacity

Answer: D

NEW QUESTION 93

- (Exam Topic 1)

The Chief Information Officer (CIO) has noticed the corporate wireless signal is available in the parking lot. Management requests that the wireless network be
changed so it is no longer accessible in public areas, without affecting the availability inside the building. Which of the following should be changed on the
network?

A. Power levels

B. Overcapacity

C. Distance limitations
D. Channel overlap

Answer: A

NEW QUESTION 98

- (Exam Topic 1)

An employee wishes to use a personal cell phone for work-related purposes, including storage of sensitive company data, during long business trips. Which of the
following is needed to protect BOTH the employee and the company?

A. An NDA ensuring work data stored on the personal phone remains confidential
B. An AUP covering how a personal phone may be used for work matters

C. A consent to monitoring policy covering company audits of the personal phone
D. Real-time remote monitoring of the phone’s activity and usage

Answer: D
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NEW QUESTION 103

- (Exam Topic 1)

A network administrator wants to increase the confidentiality of the system by hardening the authentication process. Currently, the users log in using usernames
and passwords to access the system. Which of the following will increase the authentication factor to three?

A. Adding a fingerprint reader to each workstation and providing a RSA authentication token
B. Adding a fingerprint reader and retina scanner

C. Using a smart card and RSA token

D. Enforcing a stronger password policy and using a hand geometry scan

Answer: A

NEW QUESTION 104

- (Exam Topic 1)

A small business developed an in-house application that is very sensitive to network latency when a communicating between servers. Due to a lack of funds, the
business had to build its own network for workstations and servers. Now a network administrator must redesign the network due to performance issues with the
application. Which of the following would be the MOST cost effective for the administrator to recommend?

A. Create Ethernet VLANs

B. Disable autonegotiation on the servers

C. Install 10Gb Ethernet NICs in the servers
D. Install Fibre Channel for the server network

Answer: C

NEW QUESTION 105

- (Exam Topic 1)

An analyst is developing a proof of concept of a wireless-based attack as part of a penetration test against an organization’s network. As part of the attack, the
analyst launches a fake access point matching the SSID of the organization’s guest access network. When a user connects to the fake access point, the analyst
allows the traffic to flow through the access point to the legitimate site while the data traversing the network is logged for latest analysis and exploitation. Which of
the following attacks has the analyst successfully performed in this scenario?

A. Bluesnarfing

B. Session hijacking
C. MAC spoofing

D. VLAN hopping

E. Man-in-the-middle

Answer: E

NEW QUESTION 106

- (Exam Topic 1)

A network engineer is designing a new IDF in an old building. The engineer determines the equipment will fit in a two-post rack, and there is power available for
this equipment. Which of the following would be the FIRST issue to remediate?

A. Air flow and cooling
B. UPS capability
C. Circuit labeling
D. Power redundancy

Answer: A

NEW QUESTION 107
- (Exam Topic 1)
Which of the following are DNS record type? (Select THREE).

A. CNAME
B. NTP
C.PTR

D. LDAP
E. DHCP
F.TTL

G. SRV

H. SSH

Answer: ACG

NEW QUESTION 112
- (Exam Topic 1)
Which of the following VPN protocols establishes a secure session that can be initiated using a browser?

A. IPSec

B. SSL VPN
C.PTP

D. PPTP

Answer: B
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NEW QUESTION 116
- (Exam Topic 1)
Which of the following policies would Joe, a user, have to agree to when he brings in his personal tablet to connect to the company’s guest wireless Internet?

A. NDA
B. IRP
C.BYOD
D. SLA

Answer: C

NEW QUESTION 120

- (Exam Topic 1)

A technician is connecting a PC to a switchport. At the wiring closet, the technician is identify which cable goes from patch panel a connected to the switch to patch
panel B connected to the PC. Which of the following tools should the technician use to resolve the issue?

A. Cable tester

B. Multimeter

C. Tone generator
D. OTDR

Answer: C

NEW QUESTION 122

- (Exam Topic 1)

A network technician has just configured NAC for connections using Cat 6 cables. However, none of the Windows clients can connect to the network.
Which of the following components should the technician check on the Windows workstations? (Choose two.)

A. Start the Wired AutoConfig service in the Services console

B. Enable IEEE 802.1qg Authentication in Network Interface Card Properties
C. Enable IEEE 802.1x Authentication in Network Interface Card Properties
D. Start the Wireless AutoConfig service in the Services console

E. Enable IEEE 802.3 Ethernet IPv6 in Network Interface Card Properties

Answer: AC

NEW QUESTION 123

- (Exam Topic 1)

A technician is trying to configure a previously owned WAP. The technician successfully logs into the administrative console and attempts to input the IP address
on the WAP. However, the WAP is not accepting the command. Which of the following is causing the problem?

A. The WAP antenna is damaged

B. The WAP transmitter light is dim

C. The terminal emulation software is misconfigured
D. The LWAPP image is installed on the WAP

Answer: C

NEW QUESTION 128

- (Exam Topic 1)

An end-user device requires a specific IP address every time it connects to the corporate network; however, corporate policy does not allow the use of static IP
addresses. Which of the following will allow the request to be fulfilled without breaking the corporate policy?

A. DHCP relay

B. DHCP exclusion
C. DHCP option

D. DHCP reservation

Answer: D

NEW QUESTION 131

- (Exam Topic 1)

A company has a web-based application that is used by many different departments. The company has experienced some overload of resources on the database
server. The network administrator implements a network device in between the servers and the database. Which of the following BEST describes the purpose of
this device?

A. Content filtering and network analysis

B. Load balancing and providing high availability
C. Port sniffing and protocol analysis

D. Clustering and NIC teaming

Answer: B

NEW QUESTION 135
- (Exam Topic 1)
Which of the following is networking stand-alone hardware that will permit any WIFI-compliant to connect to a wired network?
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A. Wireless hub

B. Wireless firewall

C. Wireless access point
D. Wireless bridge

Answer: C

NEW QUESTION 139

- (Exam Topic 1)

A technician has been alerted of incoming HTTP traffic on the LAN segment that should not contain any web server's The technician has the IP address of the
destination host and wants to determine if the socket for HTTP is open. Which of the following should the technician perform?

A. Baseline assessment

B. packet analysis

C. portscan

D. Patch-level assessment.

Answer: C

NEW QUESTION 143
- (Exam Topic 1)
Which of the following networking devices operates at Layerl?

A. Router

B. Firewall
C. Hub

D. Bridge

Answer: C

NEW QUESTION 148

- (Exam Topic 1)

A network technician is troubleshooting an end-user connectivity problem. The network technician goes to the appropriate IDF but is unable to identify the
appropriate cable due to poor labeling. Which of the following should the network technician use to help identify the appropriate cable?

A. Tone generator

B. Multimeter

C. OTDR

D. Loopback adapter

Answer: A

NEW QUESTION 153

- (Exam Topic 1)

An engineer is reviewing the implementation requirements for an upcoming project. The basic requirements identified by the customer include the following:
© WLAN architecture supporting speeds in excess of 150 Mbps

© Clientless remote network access

© port-based network access control

Which of the following solution sets properly addresses all of the identified requirements?

A. 802.11a, IPSec VPN, 802.1x
B. 802.11ac, MPLS, 802.3

C. 802.11b, PPTP, 802.1x

D. 802.11g, MS-CHAP, 802.16
E. 802.11n, SSL-VPN, 802.1x

Answer: E
NEW QUESTION 157

- (Exam Topic 1)
A customer cannot access a company’s secure website. The company’s network security is reviewing the firewall for the server and finds the following output:

Time Action Src IP Src Port Dat IF D=t FPort
09az Elleaw 12.73.15.5 21865 0. 5.0.10 ga
1045 Deny 52031525 3158486 10.5.0.10 443
1006 Deny 1Z2.73.15.5 21850 10.5.0.10 443

Which of the following changes should be made to allow all customers to access the company’s secure website?
A. Allow any any 10.5.0.10 443

B. Allow any any 12.73.15.5 443

C. Allow 10.5.0.10 443 any any

D. Allow 10.5.0.10 any 10.5.0.10 80

Answer: C

NEW QUESTION 161
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- (Exam Topic 1)
A network administrator configures an email server to use secure protocols. When the upgrade is completed, which of the following ports on the firewall should be
configured to allow for connectivity? (Choose three.)

A. TCP 25

B. TCP 110
C.TCP 143
D. TCP 389
E. TCP 587
F. TCP 993
G. TCP 995

Answer: EFG

NEW QUESTION 163
- (Exam Topic 1)
Which of the following would allow a network technician to access files on a remote system? (Select TWO).

A.FTP
B. TFTP
C.VLSM
D. SIP
E. SMTP
F. IMAP

Answer: AB

NEW QUESTION 164

- (Exam Topic 1)

An administrator is moving to a new office. There will be several network runs through the ceiling area of the office. Which of the following is the BEST to utilize in
these areas?

A. Single-mode fiber-optic cabling
B. Cat 5e-rated cabling

C. Cat 6-rated cabling

D. Plenum-rated cabling

Answer: D

NEW QUESTION 166
- (Exam Topic 1)
Which of the following concepts would BEST describe when a company chooses to use a third-party vendor to host and administer critical application?

A. SaaS
B. laas

C. PaaS
D. CASB

Answer: C

NEW QUESTION 167

- (Exam Topic 1)

A second router was installed on a network to be used as a backup for the primary router that works as a gateway. The infrastructure team does not want to
change the IP address of the gateway on the devices. Which of the following network components should be used in this scenario?

A. Loopback IP
B. Virtual IP

C. Reserved IP
D. Public

Answer: B

NEW QUESTION 172
- (Exam Topic 2)
Zach, a technician, is installing an 802.11n network. Which of the following should he disable to stop broadcasting the network name?

A. Channel
B. WEP
C.SSID
D. WPA

Answer: C

NEW QUESTION 174
- (Exam Topic 2)
Which of the following ports is the default telnet port?
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Answer: D

NEW QUESTION 179
- (Exam Topic 2)

Which of the following is an IPv6 address?

A. 00:14:38:05:7B:E5
B.10.10.1.1
C.192.168.1.1

D. 2001:cdba::3257:9652

Answer: D

NEW QUESTION 183
- (Exam Topic 2)

Which of the following connector types would Sandy, a network technician, use to connect a serial cable?

A.RJ-11
B. BNC

C.LC

D. DB-9

Answer: D

NEW QUESTION 187
- (Exam Topic 2)

Which of the following cable types have a rated MAXIMUM bandwidth of 100Mbps?

A. CAT3
B. CAT5
C. CAT5e
D. CAT6

Answer: B

NEW QUESTION 188
- (Exam Topic 2)

A network technician is configuring a wireless network. To avoid interference from other wireless networks in the area, the technician should change which setting?

A. Channel

B. SSID

C. Firewall rule
D. Encryption

Answer: A

NEW QUESTION 192
- (Exam Topic 2)

Which of the following is a secure way to connect to a device?

A. RSH

B. TFTP

C. SNMPv2
D. SFTP

Answer: D

NEW QUESTION 194
- (Exam Topic 2)

A workstation on the network is configured as follows. A user reports that they are unable to print to a device located on a different subnet. Which of the following is

the MOST likely problem?

IP address: 172.16.204.12

Subnet Mask: 255.255.0.0

Default Gateway: 172.15.204.254
DNS address: 172.16.204.1
Broadcast address: 172.16.255.255

A. DNS address

B. Subnet mask

C. Default gateway
D. Broadcast address
E. IP address
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Answer: C

NEW QUESTION 199
- (Exam Topic 2)
Which of the following are network topologies? (Select TWO).

A. Ethernet
B. Duplex
C. Star

D. Circular
E. Bus

Answer: CE

NEW QUESTION 200
- (Exam Topic 2)
Which of the following provides the MOST protection against zero day attacks via email attachments?

A. Anti-spam
B. Anti-virus
C. Host-based firewalls
D. Patch management

Answer: A

NEW QUESTION 205

- (Exam Topic 2)

Lisa, a network administrator, needs to allow all websites to be accessible by the sales team for business purposes. Which of the following ports need to be
enabled on the firewall? (Select TWO).

Answer: DE

NEW QUESTION 207
- (Exam Topic 2)
Which of the following uses eight groups of characters for addressing?

A. MAC
B. IPv4
C. IPv6
D. DHCP

Answer: C

NEW QUESTION 210

- (Exam Topic 2)

Kurt, a network technician, has configured a new firewall on the network. Users are reporting errors when attempting to access several websites. Kurt attempts to
access several popular websites with no errors, however, he does receive an error when attempting to access a bank website. Which of the following rules would
BEST allow access to the bank website?

A. Allow UDP port 53
B. Allow TCP port 80
C. Allow UDP port 340
D. Allow TCP port 443

Answer: D

NEW QUESTION 213
- (Exam Topic 2)
Which of the following protocols are used to connect devices in a secure manner? (Select TWO).

A. TELNET
B. SSH

C. RDP

D. HTTP
E. DNS
F.FTP

Answer: BC

NEW QUESTION 217
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- (Exam Topic 2)
A technician is troubleshooting a problem with a network printer. The technician thinks the network printer is out of paper and ink. Which of the following should the
technician do NEXT?

A. Implement the solution
B. Question users

C. Test the theory

D. Escalate the problem

Answer: C

NEW QUESTION 220
- (Exam Topic 2)
Which of the following defines when Pete, an attacker, attempts to monitor wireless traffic in order to perform malicious activities?

A. XSS

B. SQL injection

C. Directory traversal
D. Packet sniffing

Answer: D

NEW QUESTION 225
- (Exam Topic 2)
Which of the following MUST be used when securing a VolP network consisting of private IP addresses?

A. IPS

B. Application layer firewall
C.IDS

D. An unmanaged switch

Answer: B

NEW QUESTION 226
- (Exam Topic 2)
Which of the following wireless standards is capable of ONLY operating on 5.8GHz?

A.802.11a
B. 802.11b
C.802.11g
D. 802.11n

Answer: A

NEW QUESTION 231

- (Exam Topic 2)

A company has a large number of employees that need VPN access from home. Which of the following is the BEST solution for deploying and managing the
remote access?

A. Site-to-site VPN

B. Network-based firewall
C. SSL VPN

D. Host-based firewall

Answer: C

NEW QUESTION 235
- (Exam Topic 2)
When querying a DNS server for an AAAA record, which of the following is an appropriate response?

A. 192.168.2.1

B. 00:f3:82:99:a2:b8

C. 61.23.168.192.in-addr.arpa

D. 3ffe:1900:4545:3:200:f8ff:fe21:67cf

Answer: D

NEW QUESTION 239
- (Exam Topic 2)
Which of the following is indicative of an FTP bounce?

A. Arbitrary IP address
B. Reverse DNS lookups
C. Same Port Number
D. File Transfer Success

Answer: A
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NEW QUESTION 244

- (Exam Topic 2)

Kim, a user, took a laptop on vacation and made changes to the configuration in order to use the device at the hotel. She can reach the Internet, but cannot access
any internal network resources.

Which of the following is the MOST likely reason?

A. Incorrect DNS

B. Incorrect subnet mask
C. Duplicate IP address
D. Incorrect SSID

Answer: A

NEW QUESTION 245

- (Exam Topic 2)

An administrator is receiving reports from an executive that the executive's wireless access point loses the signal frequently, even though the WAP is on the
executive's desk. The office contains four other 802.11n access points. Which of the following would MOST likely correct interference problems in the executive's
office?

A. Turn off SSID broadcasting for the executive's access point

B. Replace the 802.11n access point in the office with an 802.11a access point.

C. Change the channel on the access point to channel 11.

D. Turn off as many lights in the executive's office as possible to reduce interference.

Answer: C

NEW QUESTION 248
- (Exam Topic 2)
Which of the following is used to provide hot standby capabilities using paired routers?

A. CARP
B. L2TP
C. PPTP
D. ISAKMP

Answer: A

NEW QUESTION 251
- (Exam Topic 2)
Which of the following ports would Zach, a technician, need to open on a firewall to allow SSH on the default port?

Answer: C

NEW QUESTION 254
- (Exam Topic 2)
A firewall that operates at Layer 7 of the OSI model is known as a(n):

A. Circuit gateway

B. Packet filter

C. Application level
D. Redundant firewall

Answer: C

NEW QUESTION 257
- (Exam Topic 2)
Something you have, something you are, and something you know are the three tenets of:

A. Social engineering

B. Change management
C. Remote access

D. Access control

Answer: D

NEW QUESTION 258

- (Exam Topic 3)

A technician is setting up a firewall on the network that would show a public IP address out to the Internet and assign private IP addresses to users inside the

network. Which of the following processes should be set up?

A. Port security
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B. MAC filtering
C.ACL
D. NAT

Answer: D

NEW QUESTION 259
- (Exam Topic 3)
Which of the following would Kim, a technician, do to monitor remote traffic through an access point?

A. Enable an SNMP agent
B. Enable network mapping
C. Set monitoring SSID

D. Select WPA2

Answer: A

NEW QUESTION 263
- (Exam Topic 3)
Which of the following BEST describes the difference between layer 2 switching and layer 2 routing?

A. Switching moves packets between hosts on different subnets, and routing moves packets between hosts on the same subnet.
B. Routing moves packets between hosts on different subnets, and switching moves packets between hosts on the same subnet.
C. Both routing and switching move packets between hosts on the same subnet, but routing does so at a faster pace.

D. Both routing and switching move packets between hosts on different subnets, but switching does so at a faster pace.

Answer: B

NEW QUESTION 266
- (Exam Topic 3)
Zach, a technician, discovers a switch is not communicating with the other switches in a stack. Which of the following is the MOST likely cause?

A. Both T568A and T568B standards are being used.
B. STP is disabled.

C. The cable is not a crossover.

D. The port is not trunked.

Answer: C

NEW QUESTION 271

- (Exam Topic 3)

A customer has not been using security on a wireless network and has recently received many attacks through this vector.
Which of the following would be the MOST secure way to harden this wireless network?

A. Disable the SSID

B. WPA encryption

C. VLAN implementation
D. WEP encryption

Answer: B

NEW QUESTION 274
- (Exam Topic 3)
Which of the following should be implemented in a networked environment carrying teleconferencing packets?

A. L2TP
B. SSH
C. QoS
D. SNMP

Answer: C

NEW QUESTION 278

- (Exam Topic 3)

Jeff, a network technician, is installing a wireless router. Which of the following should Jeff consider to get the BEST signal strength?
A. WAP placement

B. PoE devices

C. MAC filtering

D. Encryption type

Answer: A

NEW QUESTION 280
- (Exam Topic 3)
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Which of the following devices are MOST often responsible for 1q tagging? (Select TWO).

A. Switch

B. Router
C.IDS

D. Hub

E. IPS

F. Network tap

Answer: AB

NEW QUESTION 284
- (Exam Topic 3)
Which of the following tools can the technician use to analyze TCP/IP packets when trying to determine a connection problem within a subnet?

A. Wire mapper

B. Protocol analyzer
C. Cable tester

D. SYSLOG server

Answer: B

NEW QUESTION 285
- (Exam Topic 3)
Which of the following security threats relies primarily on user deception and misinformation?

A. Rogue access points

B. DoS attacks

C. Man-in-the-middle attacks
D. Phishing

Answer: D

NEW QUESTION 286

- (Exam Topic 3)

Zach, a network technician, is unable to remotely manage or ping certain layer 2 switches. To manage those devices remotely, which of the following will MOST
likely need to be configured?

A. IP address on the native VLAN interface
B. Port security

C. Port forwarding

D. IP addres on the fiber interface

Answer: A

NEW QUESTION 288

- (Exam Topic 3)

A SOHO with ten Wi-Fi equipped laptops needs a new network installed. Which of the following items would be used to setup the office using a new DSL line?
(Select TWO).

A. Router

B. Wi-Fi Access point

C. Cable modem

D. Ten WiIMAX adapters
E. Ten CAT6 patch cables

Answer: AB

NEW QUESTION 293
- (Exam Topic 3)
A network technician wants to baseline traffic flows on a specific network. Which of the following will provide the GREATEST level of detail?

A. Network flow information
B. SNMP traps

C. Debug level syslog

D. Protocol analyzer

Answer: D

NEW QUESTION 296

- (Exam Topic 3)

You have been tasked with testing a CAT5e cable. A summary of the test results can be found on the screen. Step 1: Select the tool that was used to create the
cable test results.

Step 2: Interpret the test results and select the option that explains the results. After you are done with your analysis, click the 'Submit Cable Test Analysis' button.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

ACable Certifier provides “Pass” or “Fail” information in accordance with industry standards but can also show detailed information when a “Fail” occurs. This
includes shorts, the wire pairs involved and the distance to the short. When a short is identified, at the full length of the cable it means the cable has not been
crimped correctly.

NEW QUESTION 298

- (Exam Topic 3)

A technician replaces a customer's router, and is now unable to ping the ISP's gateway. Which of the following should the technician check?
A. The arp table of the new customer's router.

B. The route table of the next-hop router.

C. The route table of the new customer's router.

D. The arp table of a network user.

Answer: C
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NEW QUESTION 302

- (Exam Topic 3)

company wants the public to be able to connect to the wireless network with minimal security, but not be able to connect to the private internal network. Which of
the following firewall rules would BEST accomplish this?

A. Content filtering on the wireless access point
B. Allow traffic from the wireless access point
C. Block traffic from the wireless access point
D. Packet filtering on the wireless access point

Answer: C

NEW QUESTION 303
- (Exam Topic 3)
Which of the follow creates a secure remote connection at the OSI network layer?

A. L2TP
B. SSL

C. DTLS
D. IPSec

Answer: D
NEW QUESTION 307
- (Exam Topic 3)

A network technician needs to install an additional access point to the company's wireless network. The network has two 802.11b access points. Which of the
following channels should be used to allow the access point's coverage areas to overlap?

1
1

N OB

3

, 23
, 16

OO0 w>
B WNP
0 01 O

Answer: A

NEW QUESTION 312
- (Exam Topic 3)
Two WAPs are positioned with overlapping coverage, but seamless roaming across them is not working. Which of the following should be checked?

A. WPA should be enabled

B. PKI should be turned off

C. WAP SSIDs are matching

D. WAPs are transmitting on same channel

Answer: C

NEW QUESTION 314
- (Exam Topic 3)
Which of the following technologies could be implemented to improve call clarity when using VolP technology?

A. Static IP addressing
B. Caching engines

C. QoS

D. Port forwarding

Answer: C

NEW QUESTION 316
- (Exam Topic 3)
A network technician is trying to terminate CAT5 modular jacks. Which of the following tools would be MOST appropriate for this scenario?

A. Crimper

B. OTDR

C. Throughput tester
D. Punch down tool

Answer: D

NEW QUESTION 319

- (Exam Topic 3)

The software in a virtualized environment that controls resource allocation and allows multiple operating system guests to run on the same physical platform is
known as the:

A. hypervisor.
B. LPAR.

C. broker.

D. VDI.
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Answer: A

NEW QUESTION 321

- (Exam Topic 3)

Jeff, a technician, is charged with setting up network monitoring for critical devices in the network. It is important the information be sent securely to the monitoring
station. Which of the following protocols will support secure transmission of the data?

A. SNMP v2
B. VPN

C. SYSLOG
D. SMTP

Answer: A

NEW QUESTION 326

- (Exam Topic 3)

Kim, a network administrator, is seeing workstations in building C authenticate to the building A wireless access point. Which of the following would resolve this
issue?

A. Change the security method

B. Reduce the transmission power
C. Change the SSID

D. Change the frequency

Answer: B

NEW QUESTION 328
- (Exam Topic 3)
ADSL modem connects to the provider's network using which of the following authentication techniques?

A. PoE

B. MS-CHAP
C. PPPoE

D. EAP

Answer: C

NEW QUESTION 329

- (Exam Topic 3)

A network administrator suspects an employee of using the company’s Internet connection to download illegal content. Which of the following can be used to
inspect ongoing network traffic?

A. Syslog server
B. Toner probe
C. OTDR

D. Packet sniffer

Answer: D

NEW QUESTION 333

- (Exam Topic 3)

A network technician at a small office upgrades the VLAN switch. After the upgrade, a user reports being unable to access network resources. When the
technician checks the switchport, the LED light is not lit. Which of the following should technician check FIRST?

A. The device is using the correct cable type.
B. The switchport is functioning properly.
C. The device is connected to the switch.
D. The switch is connected to the router.

Answer: C

NEW QUESTION 334

- (Exam Topic 3)

A technician needs to test the length of a newly installed cable run because it is believed that it exceeds the maximum specification length. Which of the following
tools should be used?

A. Cable certifier

B. Toner probe

C. Cable tester

D. Protocol analyzer

Answer: A

NEW QUESTION 336
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